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Feature list

Features:

Bluetooth® 5.1, IEEE 802.15.4-2006, 2.4 GHz transceiver .

-96 dBm sensitivity in 1 Mbps B/uel’ool‘h® low energy mode

-103 dBm sensitivity in 125 kbps Bluetooth® low energy mode (long range)
-20 to +8 dBm TX power, configurable in 4 dB steps

On-air compatible with nRF52, nRF51, nRF24L, and nRF24AP Series

Supported data rates:

®
e  Bluetooth 5.1-2 Mbps, 1 Mbps, 500 kbps, and 125 kbps
e |EEE 802.15.4-2006 — 250 kbps
*  Proprietary 2.4 GHz — 2 Mbps, 1 Mbps

Angle-of-arrival (AoA) and angle-of-departure (AoD) direction finding using

®
Bluetooth
Single-ended antenna output (on-chip balun) °
128-bit AES/ECB/CCM/AAR co-processor (on-the-fly packet encryption) *

4.9 mA peak current in TX (0 dBm)
4.6 mA peak current in RX

RSSI (1 dB resolution)

® ®
ARM Cortex -M4 32-bit processor with FPU, 64 MHz

.

217 EEMBC CoreMark® score running from flash memory
52 WA/MHz running CoreMark from flash memory

38 wA/MHz running CoreMark from RAM

Watchpoint and trace debug modules (DWT, ETM, and ITM)

Serial wire debug (SWD)

Rich set of security features

Secure boot ready

*  Flash access control list (ACL) .
*  Debug control and configuration .
e Access port protection (CTRL-AP) .
Secure erase .

Flexible power management

1.7 V to 5.5 V supply voltage range

On-chip DC/DC and LDO regulators with automated low current modes
Automated peripheral power management

Fast wake-up using 64 MHz internal oscillator

0.6 pA at 3 V in System OFF mode, no RAM retention

1.5 pA at 3 Vin System ON mode, no RAM retention, wake on RTC

4452 021v1.5 i

512 kB flash and 128 kB RAM

Advanced on-chip interfaces

e USB 2.0 full speed (12 Mbps) controller

e  High-speed 32 MHz SPI

e  Type 2 near field communication (NFC-A) tag with wake-on
field
e Touch-to-pair support

. Programmable peripheral interconnect (PPI)

e 42 general purpose I/O pins

e  EasyDMA automated data transfer between memory and
peripherals

Nordic SoftDevice ready with support for concurrent multiprotocol

12-bit, 200 ksps ADC — 8 configurable channels with

programmable gain
64 level comparator

15 level low-power comparator with wake-up from System OFF

mode

Temperature sensor

4x four channel pulse width modulator (PWM) unit with EasyDMA
Audio peripherals — IZS, digital microphone interface (PDM)
5x 32-bit timer with counter mode

Up to 4x SPI master/3x SPI slave with EasyDMA

Up to 2x 1’c compatible two-wire master/slave

2x UART (CTS/RTS) with EasyDMA

Quadrature decoder (QDEC)

3x real-time counter (RTC)

Single crystal operation

Operating temperature from -40 to 105 °C

Package variants

. aQFNW73 package, 7 x 7 mm

e QFN40 package, 5 x5 mm

e WLCSP package, 3.175 x 3.175 mm
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Feature list

e Advanced computer peripherals and I/O devices e Internet of things (loT)
e  Mouse ¢  Smart home sensors and controllers
e  Keyboard e Industrial loT sensors and controllers
e Multi-touch trackpad e Interactive entertainment devices

e  Advanced wearables e  Remote controls

e Health/fitness sensor and monitor devices e Gaming controllers

*  Wireless payment enabled devices
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About this document

This document is organized into chapters that are based on the modules and peripherals available in the
IC.

2.1 Document status

The document status reflects the level of maturity of the document.

Document name Description

Objective Product Specification (OPS) Applies to document versions up to 1.0.

This document contains target specifications for
product development.

Product Specification (PS) Applies to document versions 1.0 and higher.

This document contains final product
specifications. Nordic Semiconductor ASA reserves
the right to make changes at any time without
notice in order to improve design and supply the
best possible product.

Table 1: Defined document names

2.2 Peripheral chapters

Every peripheral has a unique capitalized name or an abbreviation of its name, e.g. TIMER, used for
identification and reference. This name is used in chapter headings and references, and it will appear in
the ARM® Cortex® Microcontroller Software Interface Standard (CMSIS) hardware abstraction layer to
identify the peripheral.

The peripheral instance name, which is different from the peripheral name, is constructed using the
peripheral name followed by a numbered postfix, starting with 0, for example, TIMERO. A postfix is
normally only used if a peripheral can be instantiated more than once. The peripheral instance name is
also used in the CMSIS to identify the peripheral instance.

The chapters describing peripherals may include the following information:

¢ A detailed functional description of the peripheral
e Register configuration for the peripheral

¢ Electrical specification tables, containing performance data which apply for the operating conditions
described in Recommended operating conditions on page 611.

2.3 Register tables

Individual registers are described using register tables. These tables are built up of two sections. The first
three colored rows describe the position and size of the different fields in the register. The following rows
describe the fields in more detail.
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About this document

2.3.1 Fields and values

The Id (Field Id) row specifies the bits that belong to the different fields in the register. If a field has
enumerated values, then every value will be identified with a unique value id in the Value Id column.

A blank space means that the field is reserved and read as undefined, and it also must be written as 0

to secure forward compatibility. If a register is divided into more than one field, a unique field name is
specified for each field in the Field column. The Value Id may be omitted in the single-bit bit fields when
values can be substituted with a Boolean type enumerator range, e.g. true/false, disable(d)/enable(d), on/
off, and so on.

Values are usually provided as decimal or hexadecimal. Hexadecimal values have a 0x prefix, decimal
values have no prefix.

The Value column can be populated in the following ways:

¢ Individual enumerated values, for example 1, 3, 9.
¢ Range of values, e.g. [0..4], indicating all values from and including 0 and 4.

¢ Implicit values. If no values are indicated in the Value column, all bit combinations are supported, or
alternatively the field's translation and limitations are described in the text instead.

If two or more fields are closely related, the Value Id, Value, and Description may be omitted for all but
the first field. Subsequent fields will indicate inheritance with '..".

A feature marked Deprecated should not be used for new designs.

2.3.2 Permissions

Different fields in a register might have different access permissions enforced by hardware.

The access permission for each register field is documented in the Access column in the following ways:

Access Description Hardware behavior

RO Read-only Field can only be read. A write will be ignored.

\\Ye] Write-only Field can only be written. A read will return an undefined value.

RW Read-write Field can be read and written multiple times.

w1 Write-once Field can only be written once per reset. Any subsequent write will be ignored. A read will return an undefined value.
RW1 Read-write-once Field can be read multiple times, but only written once per reset. Any subsequent write will be ignored.

Table 2: Register field permission schemes

2.4 Registers

Register Offset Description

DUMMY 0x514 Example of a register controlling a dummy feature

Table 3: Register overview

2.4.1 DUMMY

Address offset: 0x514

Example of a register controlling a dummy feature

N

NORDIC"

SEMICONDUCTOR

4452 021v1.5 15



About this document

Acce Field Value ID Description
A RW FIELD_A Example of a read-write field with several enumerated
values
Disabled 0 The example feature is disabled
NormalMode 1 The example feature is enabled in normal mode
ExtendedMode 2 The example feature is enabled along with extra

functionality
B RW FIELD_B Example of a deprecated read-write field Deprecated
Disabled 0 The override feature is disabled
Enabled 1 The override feature is enabled
C RW FIELD_C Example of a read-write field with a valid range of values
ValidRange [2..7] Example of allowed values for this field
D RW FIELD_D Example of a read-write field with no restriction on the

values
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Block diagram

This block diagram illustrates the overall system. Arrows with white heads indicate signals that share
physical pins with other signals.
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Core components

4.1 CPU

The ARM® Cortex®-M4 processor with floating-point unit (FPU) has a 32-bit instruction set (Thumb®—2
technology) that implements a superset of 16- and 32-bit instructions to maximize code density and
performance.

This processor implements the following features that enable energy-efficient arithmetic and high-
performance signal processing.

¢ Digital signal processing (DSP) instructions

¢ Single-cycle multiply and accumulate (MAC) instructions

e Hardware divide

e 8- and 16-bit single instruction multiple data (SIMD) instructions

¢ Single-precision floating-point unit (FPU)

The ARM® Cortex® Microcontroller Software Interface Standard (CMSIS) hardware abstraction layer for the

ARM®Cortex® processor series is implemented and available for the M4 CPU.

Real-time execution is highly deterministic in thread mode, to and from sleep modes, and when handling
events at configurable priority levels via the nested vectored interrupt controller (NVIC).

Executing code from flash memory will have a wait state penalty on the nRF52 Series. An instruction cache

can be enabled to minimize flash wait states when fetching instructions. For more information on cache,

see Cache on page 25. The Electrical specification on page 19 shows CPU performance parameters

including wait states in different modes, CPU current and efficiency, and processing power and efficiency
®

based on the CoreMark™ benchmark.

The ARM system timer (SysTick) is present on nRF52833. The SysTick's clock will only tick when the CPU is
running or when the system is in debug interface mode.

4.1.1 Floating point interrupt

The floating point unit (FPU) may generate exceptions when used due to e.g. overflow or underflow, which
in turn will trigger the FPU interrupt.

See Instantiation on page 22 for more information about the exceptions triggering the FPU interrupt.

To clear the IRQ (interrupt request) line when an exception has occurred, the relevant exception bit within
the floating-point status and control register (FPSCR) needs to be cleared. For more information about the
FPSCR or other FPU registers, see Cortex-M4 Devices Generic User Guide.

4.1.2 CPU and support module configuration

The ARM® Cortex®-M4 processor has a number of CPU options and support modules implemented on the
IC.
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Option / Module Description Implemented

Core options

NVIC Nested vector interrupt controller 48 vectors
PRIORITIES Priority bits 3

WIC Wakeup interrupt controller NO
Endianness Memory system endianness Little endian
Bit-banding Bit banded memory NO

DWT Data watchpoint and trace YES
SysTick System tick timer YES
Modules

MPU Memory protection unit YES

FPU Floating-point unit YES

DAP Debug access port YES

ETM Embedded trace macrocell YES

I™ Instrumentation trace macrocell YES

TPIU Trace port interface unit YES

ETB Embedded trace buffer NO

FPB Flash patch and breakpoint unit YES

HTM AMBA" AHB trace macrocell NO

4.1.3 Electrical specification
4.1.3.1 CPU performance
The CPU clock speed is 64 MHz. Current and efficiency data is taken when in System ON and the CPU is

executing the CoreMark® benchmark. It includes power regulator and clock base currents. All other blocks
are IDLE.

Symbol Description Min. Typ. Max. Units
WeLasH CPU wait states, running CoreMark from flash, cache 2
disabled
WELASHCACHE CPU wait states, running CoreMark from flash, cache 3
enabled
Wgram CPU wait states, running CoreMark from RAM 0
CMEASH CoreMark, running CoreMark from flash, cache enabled 217 Corel
CMELASH/MHz CoreMark per MHz, running CoreMark from flash, cache 34 CoreMark/
enabled MHz
CMEasH/mA CoreMark per mA, running CoreMark from flash, cache 65.8 Corel
enabled, DCDC 3V mA

4.2 Memory

The nRF52833 contains 512 kB of flash memory and 128 kB of RAM that can be used for code and data
storage.

The CPU and peripherals with EasyDMA can access memory via the AHB multilayer interconnect. In
additon, peripherals are accessed by the CPU via the AHB multilayer interconnect, as shown in the
following figure.
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APB
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Peripheral Peripheral
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AHB slave
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AHB slave
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AHB slave
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Section 1

Section 0

RAM3
AHB slave
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AHB slave
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Section 1

Section 0

RAMO
AHB slave
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Page 127

Page 3..126

Page 2
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Page 0

Figure 2: Memory layout

Da;.a RAM
st

0x2001 8000
0x2001 0000
0x2000 FOOO
0x2000 E000
0x2000 DOOO
0x2000 CO00
0x2000 BOOO
0x2000 A00O
0x2000 9000
0x2000 8000
0x2000 7000
0x2000 6000
0x2000 5000
0x2000 4000
0x2000 3000
0x2000 2000
0x2000 1000

0x2000 0000

Flash
ICODE/DCODE

0x0007 FOOO

0x0000 3000
0x0000 2000
0x0000 1000
0x0000 0000

Code RAM
TEOBE / DCODE

0x0081 8000
0x0081 0000
0x0080 FOOO
0x0080 E000
0x0080 DOOO
0x0080 CO00
0x0080 BOOO
0x0080 A00O
0x0080 9000
0x0080 8000
0x0080 7000
0x0080 6000
0x0080 5000
0x0080 4000
0x0080 3000
0x0080 2000
0x0080 1000
0x0080 0000

See AHB multilayer on page 46 and EasyDMA on page 44 for more information about the AHB

multilayer interconnect and EasyDMA.

The same physical RAM is mapped to both the Data RAM region and the Code RAM region. It is up to the
application to partition the RAM within these regions so that one does not corrupt the other.

4.2.1 RAM - Random access memory
The RAM interface is divided into nine RAM AHB slaves.

RAM AHB slaves 0 to 7 are connected to two 4 kB RAM sections each, while RAM AHB slave 8 is connected
to two 32 kB sections, as shown in Memory layout on page 20.

Each RAM section has separate power control for System ON and System OFF mode operation, which is
configured via RAM register (see the POWER — Power supply on page 61).

4.2.2 Flash - Non-volatile memory

The CPU can read from flash memory an unlimited number of times, but is restricted in how it writes to
flash and the number of writes and erases it can perform.

Writing to flash memory is managed by the non-volatile memory controller (NVMC), see NVMC — Non-

volatile memory controller on page 23.

Flash memory is divided into 128 pages of 4 kB each that can be accessed by the CPU via the ICODE and

DCODE buses as shown in Memory layout on page 20.

4.2.3 Memory map

The complete memory map for the nRF52833 is shown in the following figure. As described in Memory on
page 19, Code RAM and Data RAM are the same physical RAM.

4452 _021v1.5
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OXFFFFFFFF

0xEO000000

0xC0000000

0xA0000000

0x80000000

0x60000000

0x40000000

0x20000000

0x00000000
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System address map
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APB peripherals
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Figure 3: Memory map
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4.2 .4 Instantiation

ID Base address
0 0x40000000
0 0x40000000
0 0x40000000
0 0x50000000
0 0x50000000
0 0x50000300
1 0x40001000
2 0x40002000
2 0x40002000
3 0x40003000
3 0x40003000
3 0x40003000
3 0x40003000
3 0x40003000
3 0x40003000
4 0x40004000
4 0x40004000
4 0x40004000
4 0x40004000
4 0x40004000
4 0x40004000
5 0x40005000
6 0x40006000
7 0x40007000
8 0x40008000
9 0x40009000
10 0x4000A000
11 0x4000B000
12 0x4000C000
13 0x4000D000
14 0x4000E000
15 0x4000F000
15 0x4000F000
16 0x40010000
17 0x40011000
18 0x40012000
19 0x40013000
19 0x40013000
20 0x40014000
20 0x40014000
21 0x40015000
21 0x40015000
22 0x40016000
22 0x40016000
23 0x40017000
23 0x40017000
24 0x40018000
24 0x40018000
25 0x40019000

4452 _021v1.5

Peripheral
APPROTECT
CLOCK
POWER
GPIO

GPIO

GPIO
RADIO
UART
UARTE

SPI
SPIM
SPIS
TWI
TWIM
TWIS
SPI
SPIM
SPIS
TWI
TWIM
TWIS
NFCT
GPIOTE
SAADC
TIMER
TIMER
TIMER
RTC
TEMP
RNG
ECB
AAR
CCMm
WDT
RTC
QDEC
ComP
LPCOMP
EGU
SWI
EGU
SWi
EGU
SWI
EGU
SWI
EGU
SWi
EGU

Instance
APPROTECT
CLOCK
POWER
GPIO

PO

P1

RADIO
UARTO
UARTEO

SPIO
SPIMO
SPISO
TWIO
TWIMO
TWISO
SPI1
SPIM1
SPIS1
TWI1
TWIM1
TWIS1
NFCT
GPIOTE
SAADC
TIMERO
TIMER1
TIMER2
RTCO
TEMP
RNG
ECB
AAR
ccMm
WDT
RTC1
QDEC
comp
LPCOMP
EGUO
SWIO
EGU1
SWi1
EGU2
SWI2
EGU3
SWI3
EGU4
SWi4
EGU5
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Description

APPROTECT control

Clock control

Power control

General purpose input and output Deprecated
General purpose input and output, port 0

General purpose input and output, port 1

2.4 GHz radio

Universal asynchronous receiver/transmitter Deprecated

Universal asynchronous receiver/transmitter with EasyDMA,

unit 0

SPI master 0 Deprecated
SPI master 0

SPI slave 0

Two-wire interface master 0 Deprecated

Two-wire interface master 0

Two-wire interface slave 0

SPI master 1 Deprecated
SPI master 1

SPI slave 1

Two-wire interface master 1 Deprecated

Two-wire interface master 1
Two-wire interface slave 1
Near field communication tag
GPIO tasks and events
Analog to digital converter
Timer 0

Timer 1

Timer 2

Real-time counter O
Temperature sensor

Random number generator
AES electronic code book (ECB) mode block encryption
Accelerated address resolver
AES counter with CBC-MAC (CCM) mode block encryption
Watchdog timer

Real-time counter 1
Quadrature decoder

General purpose comparator
Low power comparator

Event generator unit 0
Software interrupt 0

Event generator unit 1
Software interrupt 1

Event generator unit 2
Software interrupt 2

Event generator unit 3
Software interrupt 3

Event generator unit 4
Software interrupt 4

Event generator unit 5
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ID Base address Peripheral Instance Description

25 0x40019000 SWI SWI5 Software interrupt 5

26 0x4001A000 TIMER TIMER3 Timer 3

27 0x4001B000 TIMER TIMER4 Timer 4

28 0x4001C000 PWM PWMO Pulse width modulation unit 0

29 0x4001D000 PDM PDM Pulse Density modulation (digital microphone) interface

30 0x4001E000 ACL ACL Access control lists

30 0x4001E000 NVMC NVMC Non-volatile memory controller

31 0x4001F000 PPI PPI Programmable peripheral interconnect

32 0x40020000 MwWU MwWU Memory watch unit

33 0x40021000 PWM PWM1 Pulse width modulation unit 1

34 0x40022000 PWM PWM2 Pulse width modulation unit 2

35 0x40023000 SPI SPI2 SPI master 2 Deprecated

35 0x40023000 SPIM SPIM2 SPI master 2

35 0x40023000 SPIS SPIS2 SPIslave 2

36 0x40024000 RTC RTC2 Real-time counter 2

37 0x40025000 12S 12S Inter-IC sound interface

38 0x40026000 FPU FPU FPU interrupt

39 0x40027000 USBD USBD Universal serial bus device

40 0x40028000 UARTE UARTE1 Universal asynchronous receiver/transmitter with EasyDMA,
unit 1

45 0x4002D000 PWM PWM3 Pulse width modulation unit 3

47 0x4002F000 SPIM SPIM3 SPI master 3

N/A  0x10000000 FICR FICR Factory information configuration

N/A 0x10001000 UICR UICR User information configuration

Table 4: Instantiation table

4.3 NVMC — Non-volatile memory controller

The non-volatile memory controller (NVMC) is used for writing and erasing of the internal flash memory
and the UICR (user information configuration registers).

The CONFIG on page 26 is used to enable the NVMC for writing (CONFIG.WEN = Wen) and erasing
(CONFIG.WEN = Een).

The CPU must be halted before initiating a NVMC operation from the debug system.

4.3.1 Writing to flash

When write is enabled, full 32-bit words can be written to word-aligned addresses in flash memory.

As illustrated in Memory on page 19, the flash is divided into multiple pages. The same 32-bit word in
flash memory can only be written n g1 number of times before a page erase must be performed.

The NVMC is only able to write 0O to bits in flash memory that are erased (set to 1). It cannot rewrite a bit
back to 1. Only full 32-bit words can be written to flash memory using the NVMC interface. To write less
than 32 bits, write the data as a full 32-bit word and set all the bits that should remain unchanged in the
word to 1. The restriction on the number of writes (nygie) still applies in this case.

Only word-aligned writes are allowed. Byte or half-word-aligned writes will result in a hard fault.

The time it takes to write a word to flash is specified by tygrte. The CPU is halted if the CPU executes code
from the flash while the NVMC is writing to the flash.

NVM writing time can be reduced by using READYNEXT. If this status bit is set to 1, code can perform
the next data write to the flash. This write will be buffered and will be taken into account as soon as the
ongoing write operation is completed.

> I
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4.3.2 Erasing a page in flash

When erase is enabled, the flash memory can be erased page by page using the ERASEPAGE on page
27.

After erasing a flash page, all bits in the page are set to 1. The time it takes to erase a page is specified
by terasepace. The CPU is halted if the CPU executes code from the flash while the NVMC is writing to the
flash.

See Partial erase of a page in flash on page 25 for information on dividing the page erase time into
shorter chunks.

4.3.3 Writing to user information configuration registers (UICR)

User information configuration registers (UICR) are written in the same way as flash. After UICR has been
written, the new UICR configuration will only take effect after a reset.

UICR can only be written nygite number of times before an erase must be performed using ERASEUICR on
page 28 or ERASEALL on page 27. The time it takes to write a word to UICR is specified by tygte-
The CPU is halted if the CPU executes code from the flash while the NVMC is writing to the UICR.

4.3.4 Erasing user information configuration registers (UICR)
When erase is enabled, UICR can be erased using the ERASEUICR on page 28.

After erasing UICR, all bits in UICR are set to 1. The time it takes to erase UICR is specified by tgrasepage-
The CPU is halted if the CPU executes code from the flash while the NVMC performs the erase operation.

4.3.5 Erase all

When erase is enabled, flash and UICR can be erased completely in one operation by using the ERASEALL
on page 27. This operation will not erase the factory information configuration registers (FICR).

The time it takes to perform an ERASEALL command is specified by terasear- The CPU is halted if the CPU
executes code from the flash while the NVMC performs the erase operation.

4.3.6 Access port protection behavior

When access port protection is enabled, parts of the NVMC functionality will be blocked in order to
prevent intentional or unintentional erase of UICR.

CTRL-AP ERASEALL NVMC ERASEPAGE NVMC ERASEPAGE NVMC ERASEALL NVMC ERASEUICR

PARTIAL
APPROTECT
Disabled Allowed Allowed Allowed Allowed Allowed
Enabled Allowed Allowed Allowed Allowed Blocked

Table 5: NVMC Protection

4.3.7 NVMC power failure protection
NVMC power failure protection is possible through use of power-fail comparator that is monitoring power
supply.

If the power-fail comparator is enabled, and the power supply voltage is below Vpgr threshold, the power-
fail comparator will prevent the NVMC from performing erase or write operations in non-volatile memory
(NVM).

If a power failure warning is present at the start of an NVM erase operation, the NVMC operation will be

ignored.
N
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If a power failure warning is present at the start of an NVM write operation, the CPU will hardfault.

4.3.8 Partial erase of a page in flash

Partial erase is a feature in the NVMC to split a page erase time into shorter chunks to prevent longer CPU
stalls in time-critical applications. Partial erase is only applicable to the code area in flash memory and
does not work with UICR.

When erase is enabled, the partial erase of a flash page can be started by writing to ERASEPAGEPARTIAL
on page 28. The duration of a partial erase can be configured in ERASEPAGEPARTIALCFG on page

28. A flash page is erased when its erase time reaches trrasepace. Use ERASEPAGEPARTIAL N number

of times so that N * ERASEPAGEPARTIALCFG > tgrasepage, Where N * ERASEPAGEPARTIALCFG gives the
cumulative (total) erase time. Every time the cumulative erase time reaches tgrasepage, it counts as one
erase cycle.

After the erase is complete, all bits in the page are set to 1. The CPU is halted if the CPU executes code
from the flash while the NVMC performs the partial erase operation.

The bits in the page are undefined if the flash page erase is incomplete, i.e. if a partial erase has started
but the total erase time is less than tgrasepace-

4.3.9 Cache

An instruction cache (I-Cache) can be enabled for the ICODE bus in the NVMC.

A cache hit is an instruction fetch from the cache, and it has a 0 wait-state delay. The number of wait-
states for a cache miss, where the instruction is not available in the cache and needs to be fetched from
flash, is shown in CPU on page 18.

Enabling the cache can increase CPU performance and reduce power consumption by reducing the
number of wait cycles and the number of flash accesses. This will depend on the cache hit rate. Cache will
use some current when enabled. If the reduction in average current due to reduced flash accesses is larger
than the cache power requirement, the average current to execute the program code will decrease.

When disabled, the cache does not use current and does not retain its content.

It is possible to enable cache profiling to analyze the performance of the cache for your program using
the ICACHECNF register. When profiling is enabled, the IHIT and IMISS registers are incremented for every
instruction cache hit or miss, respectively. The hit and miss profiling registers do not wrap around after
reaching the maximum value. If the maximum value is reached, consider profiling for a shorter duration to
get correct numbers.

4.3.10 Registers

Base address Peripheral Instance Description Configuration

0x4001E000 NVMC NVMC Non-volatile memory controller

Table 6: Instances

Register Offset Description
READY 0x400 Ready flag
READYNEXT 0x408 Ready flag
CONFIG 0x504 Configuration register
ERASEPAGE 0x508 Register for erasing a page in code area
ERASEPCR1 0x508 Register for erasing a page in code area, equivalent to ERASEPAGE Deprecated
ERASEALL 0x50C Register for erasing all non-volatile user memory
ERASEPCRO 0x510 Register for erasing a page in code area, equivalent to ERASEPAGE Deprecated
ERASEUICR 0x514 Register for erasing user information configuration registers
N
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ERASEPAGEPARTIAL 0x518
ERASEPAGEPARTIALCFG 0x51C
ICACHECNF 0x540
IHIT 0x548
IMISS 0x54C

4.3.10.1 READY
Address offset: 0x400

Ready flag

Acce Field Value ID

Register for partial erase of a page in code area
Register for partial erase configuration

I-code cache configuration register

I-code cache hit counter

I-code cache miss counter

Table 7: Register overview

Description

A R READY
Busy
Ready

4.3.10.2 READYNEXT
Address offset: 0x408
Ready flag

Acce Field Value ID

NVMC is ready or busy
0 NVMC is busy (on-going write or erase operation)

1 NVMC is ready

Description

A R READYNEXT
Busy
Ready

4.3.10.3 CONFIG
Address offset: 0x504

Configuration register

Acce Field Value ID

NVMC can accept a new write operation
0 NVMC cannot accept any write operation

1 NVMC is ready

A RW WEN

Ren
Wen

Een

4452 _021v1.5

Description

Program memory access mode. It is strongly recommended
to only activate erase and write modes when they are

actively used.

Enabling write or erase will invalidate the cache and keep it

invalidated.
0 Read only access
1 Write enabled
2 Erase enabled
26 l l
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4.3.10.4 ERASEPAGE
Address offset: 0x508

Register for erasing a page in code area

ID Acce Field Value ID Description

A W ERASEPAGE Register for starting erase of a page in code area

The value is the address to the page to be erased.
(Addresses of first word in page). The erase must be
enabled using CONFIG.WEN before the page can be erased.
Attempts to erase pages that are outside the code area may
result in undesirable behavior, e.g. the wrong page may be

erased.

4.3.10.5 ERASEPCR1 ( Deprecated )
Address offset: 0x508

Register for erasing a page in code area, equivalent to ERASEPAGE

D Acce Field Value ID Description
A W  ERASEPCR1 Register for erasing a page in code area, equivalent to
ERASEPAGE

4.3.10.6 ERASEALL
Address offset: 0x50C

Register for erasing all non-volatile user memory

Acce Field Value ID Description

A W ERASEALL Erase all non-volatile memory including UICR registers. The
erase must be enabled using CONFIG.WEN before the non-
volatile memory can be erased.

NoOperation 0 No operation

Erase 1 Start chip erase

4.3.10.7 ERASEPCRO ( Deprecated )
Address offset: 0x510

Register for erasing a page in code area, equivalent to ERASEPAGE
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Acce Field Value ID Description

A W ERASEPCRO Register for starting erase of a page in code area, equivalent
to ERASEPAGE

4.3.10.8 ERASEUICR
Address offset: 0x514

Register for erasing user information configuration registers

Acce Field Value ID Description

A W ERASEUICR Register starting erase of all user information configuration
registers. The erase must be enabled using CONFIG.WEN
before the UICR can be erased.

NoOperation 0 No operation

Erase 1 Start erase of UICR

4.3.10.9 ERASEPAGEPARTIAL
Address offset: 0x518

Register for partial erase of a page in code area

Acce Field Value ID Description

A W ERASEPAGEPARTIAL Register for starting partial erase of a page in code area

The value is the address to the page to be partially erased
(address of the first word in page). The erase must be
enabled using CONFIG.WEN before every erase page partial
and disabled using CONFIG.WEN after every erase page
partial. Attempts to erase pages that are outside the code
area may result in undesirable behavior, e.g. the wrong

page may be erased.

4.3.10.10 ERASEPAGEPARTIALCFG
Address offset: 0x51C

Register for partial erase configuration
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Acce Field Value ID Value Description

A RW DURATION Duration of the partial erase in milliseconds

The user must ensure that the total erase time is long

enough for a complete erase of the flash page.

4.3.10.11 ICACHECNF
Address offset: 0x540

I-code cache configuration register

Acce Field Value ID Description
A RW CACHEEN Cache enable
Disabled 0 Disable cache. Invalidates all cache entries.
Enabled 1 Enable cache
B RW CACHEPROFEN Cache profiling enable
Disabled 0 Disable cache profiling
Enabled 1 Enable cache profiling

4.3.10.12 IHIT
Address offset: 0x548

I-code cache hit counter

Value ID Description

A RW HITS Number of cache hits.

Register is writable, but only to '0".

4.3.10.13 IMISS
Address offset: 0x54C

I-code cache miss counter

Acce Field Value ID Description

A RW MISSES Number of cache misses.

Register is writable, but only to '0'.
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4.3.11 Electrical specification

4.3.11.1 Flash programming

NWRITE Number of times a 32-bit word can be written before erase

NENDURANCE Erase cycles per page 10000

tWRITE Time to write one 32-bit word 4251 us
tERASEPAGE Time to erase one page 87.5¢ ms
TERASEALL Time to erase all flash 173! ms
teRASEPAGEPARTIALacc Accuracy of the partial page erase duration. Total 1.00!

execution time for one partial page erase is defined as

ERASEPAGEPARTIALCFG * terasepAGEPARTIAL acc

4.3.11.2 Cache size

Sizejcope |-Code cache size 2048 Bytes

4.4 FICR — Factory information configuration registers

Factory information configuration registers (FICR) are pre-programmed in factory and cannot be erased by
the user. These registers contain chip-specific information and configuration.

4.4.1 Registers

0x10000000 FICR FICR Factory information configuration

Table 8: Instances

CODEPAGESIZE 0x010 Code memory page size
CODESIZE 0x014 Code memory size
DEVICEID[0] 0x060 Device identifier
DEVICEID[1] 0x064 Device identifier

ER[O] 0x080 Encryption root, word O
ER[1] 0x084 Encryption root, word 1
ER[2] 0x088 Encryption root, word 2
ER[3] 0x08C Encryption root, word 3
IR[0] 0x090 Identity Root, word O
IR[1] 0x094 Identity Root, word 1
IR[2] 0x098 Identity Root, word 2
IR[3] 0x09C Identity Root, word 3
DEVICEADDRTYPE 0x0A0 Device address type
DEVICEADDR[0] 0x0A4 Device address O
DEVICEADDR[1] 0x0A8 Device address 1
INFO.PART 0x100 Part code

! Applies when HFXO is used. Timing varies according to HFINT accuracy when HFINT is used.
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INFO.VARIANT 0x104 Build code (hardware version and production configuration)

INFO.PACKAGE 0x108 Package option

INFO.RAM 0x10C RAM variant

INFO.FLASH 0x110 Flash variant

INFO.UNUSEDS[0] 0x114 Reserved
INFO.UNUSEDS[1] 0x118 Reserved
INFO.UNUSEDS8[2] 0x11C Reserved
PRODTEST[0] 0x350 Production test signature 0

PRODTEST[1] 0x354 Production test signature 1

PRODTEST([2] 0x358 Production test signature 2

TEMP.AO 0x404 Slope definition A0

TEMP.A1 0x408 Slope definition Al

TEMP.A2 0x40C Slope definition A2

TEMP.A3 0x410 Slope definition A3

TEMP.A4 0x414 Slope definition A4

TEMP.A5 0x418 Slope definition A5

TEMP.BO 0x41C Y-intercept BO

TEMP.B1 0x420 Y-intercept B1

TEMP.B2 0x424 Y-intercept B2

TEMP.B3 0x428 Y-intercept B3

TEMP.B4 0x42C Y-intercept B4

TEMP.B5 0x430 Y-intercept B5

TEMPTO 0x434 Segment end TO

TEMPT1 0x438 Segment end T1

TEMPT2 0x43C Segment end T2

TEMPT3 0x440 Segment end T3

TEMPT4 0x444 Segment end T4

NFC.TAGHEADERO 0x450 Default header for NFC tag. Software can read these values to populate NFCID1_3RD_LAST,

NFCID1_2ND_LAST, and NFCID1_LAST.

NFC.TAGHEADER1 0x454 Default header for NFC tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST, and NFCID1_LAST.

NFC.TAGHEADER2 0x458 Default header for NFC tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST, and NFCID1_LAST.

NFC.TAGHEADER3 0x45C Default header for NFC tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST, and NFCID1_LAST.

Table 9: Register overview
4.4.1.1 CODEPAGESIZE

Address offset: 0x010

Code memory page size

ID Acce Field Value ID Description
A R CODEPAGESIZE Code memory page size

4.4.1.2 CODESIZE
Address offset: 0x014
Code memory size
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ID Acce Field Value ID Value Description

A R  CODESIZE Code memory size in number of pages

Total code space is: CODEPAGESIZE * CODESIZE

4.4.1.3 DEVICEID[n] (n=0..1)
Address offset: 0x060 + (n x Ox4)

Device identifier

ID Acce Field Description

A R  DEVICEID 64 bit unique device identifier

DEVICEID[0] contains the least significant bits of the device
identifier. DEVICEID[1] contains the most significant bits of

the device identifier.

Encryption root, word n

ID Acce Field Value ID Description

A R ER Encryption root, word n

4.4.1.5 IR[n] (n=0..3)
Address offset: 0x090 + (n x 0x4)

Identity Root, word n

ID Acce Field Value ID Description

A R IR Identity Root, word n

4.4.1.6 DEVICEADDRTYPE
Address offset: 0x0A0

Device address type
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Acce Field Value ID Description
A R  DEVICEADDRTYPE Device address type
Public 0 Public address
Random 1 Random address

4.4.1.7 DEVICEADDR[n] (n=0..1)
Address offset: 0X0A4 + (n x 0x4)

Device address n

Acce Field Value ID Description

A R DEVICEADDR 48 bit device address

DEVICEADDR[O] contains the least significant bits of
the device address. DEVICEADDR[1] contains the most
significant bits of the device address. Only bits [15:0] of
DEVICEADDR[1] are used.

4.4.1.8 INFO.PART
Address offset: 0x100

Part code

Value ID Description
A R PART Part code
N52820 0x52820 nRF52820
N52833 0x52833 nRF52833
N52840 0x52840 nRF52840
Unspecified OXFFFFFFFF Unspecified

4.4.1.9 INFO.VARIANT
Address offset: 0x104

Build code (hardware version and production configuration)

Acce Field Value ID Description

A R VARIANT Build code (hardware version and production
configuration). Encoded as ASCII.
AAAA 0x41414141 AAAA
AAAB 0x41414142 AAAB
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Acce Field

Unspecified

4.4.1.10 INFO.PACKAGE
Address offset: 0x108

Package option

Value ID

Value
0x41414130
0x41414131
0x41414230
OxFFFFFFFF

Description

AAAO
AAA1
AABO
Unspecified

Description

A R PACKAGE
Qb
Ql
(@]
Unspecified

4.4.1.11 INFO.RAM
Address offset: 0x10C
RAM variant

Value ID

0x2007
0x2004
0x2008
OXFFFFFFFF

Package option

QDxx - 5x5 40-pin QFN
Qlxx - 7x7 73-pin aQFN
Clxx - 3.175 x 3.175 WLCSP
Unspecified

Description

K16

K32

K64

K128

K256
Unspecified

4.4.1.12 INFO.FLASH
Address offset: 0x110

Flash variant

4452 _021v1.5

0x10

0x20

0x40

0x80
0x100
OxFFFFFFFF
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RAM variant
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64 kByte RAM
128 kByte RAM
256 kByte RAM
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ID Acce Field Value ID Value Description

A R FLASH Flash variant
K128 0x80 128 kByte FLASH
K256 0x100 256 kByte FLASH
K512 0x200 512 kByte FLASH
K1024 0x400 1 MByte FLASH
K2048 0x800 2 MByte FLASH
Unspecified OxFFFFFFFF Unspecified

4.4.1.13 PRODTEST[n] (n=0..2)
Address offset: 0x350 + (n x Ox4)

Production test signature n

D Acce Field Value ID Description
A R PRODTEST Production test signature n
Done 0xBB42319F Production tests done
NotDone OxFFFFFFFF Production tests not done
4.4.1.14 TEMP.AO

Address offset: 0x404

ID Acce Field Description
A R A A (slope definition) register.
4.4.1.15 TEMP.A1

ID Acce Field Value ID Description
A R A A (slope definition) register.
4.4.1.16 TEMP.A2

Address offset: 0x40C
Slope definition A2
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ID Acce Field Value ID Description
A R A A (slope definition) register.
4.4.1.17 TEMP.A3

Address offset: 0x410

ID Acce Field Value ID Description

A R A A (slope definition) register.
4.4.1.18 TEMP.A4

Address offset: 0x414

Slope definition A4

ID Acce Field Value ID Description
A R A A (slope definition) register.
4.4.1.19 TEMP.A5

Address offset: 0x418

ID Acce Field Value ID Description

A R A A (slope definition) register.
4.4.1.20 TEMP.BO

Address offset: 0x41C

Y-intercept BO
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D Acce Field Value ID Value Description

A R B B (y-intercept)

Acce Field Value ID Description
A R B B (y-intercept)
4.4.1.22 TEMP.B2

Address offset: 0x424

Y-intercept B2

Acce Field Value ID Value Description

A R B B (y-intercept)

Acce Field Value ID Description
A R B B (y-intercept)
4.4.1.24 TEMP.B4

Address offset: 0x42C

Y-intercept B4

ID Acce Field Value ID Value Description
A R B B (y-intercept)
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4.4.1.25 TEMP.B5
Address offset: 0x430

Y-intercept B5

D Acce Field Value ID Description
A R B B (y-intercept)
4.4.1.26 TEMP.TO

ID Acce Field Value ID Value Description
A R T T (segment end) register
4.4.1.27 TEMP.T1

Address offset: 0x438

Segment end T1

D Acce Field Value ID Value Description
A R T T (segment end) register
4.4.1.28 TEMP.T2

ID Acce Field Value ID Value Description
A R T T (segment end) register
4.4.1.29 TEMP.T3

Address offset: 0x440

Segment end T3
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ID Acce Field Value ID Description
A R T T (segment end) register
4.4.1.30 TEMPT4

Address offset: 0x444

Segment end T4

Acce Field Value ID Description

A R T T (segment end) register

Default header for NFC tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST, and NFCID1_LAST.

D Acce Field Value ID Value Description

A R MFGID Default Manufacturer ID: Nordic Semiconductor ASA has
ICM Ox5F

B R UD1 Unique identifier byte 1

C R UD2 Unique identifier byte 2

D R UD3 Unique identifier byte 3

Default header for NFC tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST, and NFCID1_LAST.

ID Acce Field Value ID Description

A-D R UD[i] (i=4..7) Unique identifier byte i

4.4.1.33 NFC.TAGHEADER?2
Address offset: 0x458

Default header for NFC tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST, and NFCID1_LAST.
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ID Acce Field Value ID Description

A-D R UD[i] (i=8..11) Unique identifier byte i

4.4.1.34 NFC.TAGHEADER3
Address offset: 0x45C

Default header for NFC tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST, and NFCID1_LAST.

Acce Field Value ID Description

A-D R UD[i] (i=12..15) Unique identifier byte i

4.5 UICR — User information configuration registers

The user information configuration registers (UICRs) are non-volatile memory (NVM) registers for
configuring user-specific settings.

For information on writing UICR registers, see the NVMC — Non-volatile memory controller on page
23 and Memory on page 19 chapters.

4.5.1 Registers

0x10001000 UICR UICR User information configuration

Table 10: Instances

UNUSEDO 0x000 Reserved
UNUSED1 0x004 Reserved
UNUSED2 0x008 Reserved
UNUSED3 0x010 Reserved
NRFFWIO0] 0x014 Reserved for Nordic firmware design
NRFFW[1] 0x018 Reserved for Nordic firmware design
NRFFW(2] 0x01C Reserved for Nordic firmware design
NRFFW(3] 0x020 Reserved for Nordic firmware design
NRFFW([4] 0x024 Reserved for Nordic firmware design
NRFFW(5] 0x028 Reserved for Nordic firmware design
NRFFW(6] 0x02C Reserved for Nordic firmware design
NRFFW(7] 0x030 Reserved for Nordic firmware design
NRFFW(8] 0x034 Reserved for Nordic firmware design
NRFFWI[9] 0x038 Reserved for Nordic firmware design
NRFFW[10] 0x03C Reserved for Nordic firmware design
NRFFW[11] 0x040 Reserved for Nordic firmware design
NRFFW[12] 0x044 Reserved for Nordic firmware design
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Register
NRFHWI[O]
NRFHW([1]
NRFHW([2]
NRFHW/[3]
NRFHW[4]
NRFHWI[5]
NRFHW[6]
NRFHW(7]
NRFHW(8]
NRFHWI[9]
NRFHW/[10]
NRFHW[11]
CUSTOMER([0]
CUSTOMER([1]
CUSTOMER([2]
CUSTOMER(3]
CUSTOMER([4]
CUSTOMER(5]
CUSTOMER([6]
CUSTOMER([7]
CUSTOMER([8]
CUSTOMER([9]
CUSTOMER([10]
CUSTOMER([11]
CUSTOMER([12]
CUSTOMER([13]
CUSTOMER([14]
CUSTOMER([15]
CUSTOMER([16]
CUSTOMER([17]
CUSTOMER([18]
CUSTOMER([19]
CUSTOMER([20]
CUSTOMER[21]
CUSTOMER([22]
CUSTOMER([23]
CUSTOMER([24]
CUSTOMER([25]
CUSTOMER([26]
CUSTOMER(27]
CUSTOMER([28]
CUSTOMER([29]
CUSTOMER([30]
CUSTOMER([31]
PSELRESET[0]
PSELRESET[1]
APPROTECT
NFCPINS
DEBUGCTRL
REGOUTO

4452 021v1.5

Offset
0x050
0x054
0x058
0x05C
0x060
0x064
0x068
0x06C
0x070
0x074
0x078
0x07C
0x080
0x084
0x088
0x08C
0x090
0x094
0x098
0x09C
0x0A0
0x0A4
0x0A8
0x0AC
0x0BO
0x0B4
0x0B8
0x0BC
0x0CO
0x0C4
0x0C8
0x0CC
0x0DO0
0x0D4
0x0D8
0x0DC
0x0EO
0x0E4
0xOE8
0x0EC
0x0F0
0x0F4
0xOF8
0x0FC
0x200
0x204
0x208
0x20C
0x210
0x304

Description

Reserved for Nordic hardware design
Reserved for Nordic hardware design
Reserved for Nordic hardware design
Reserved for Nordic hardware design
Reserved for Nordic hardware design
Reserved for Nordic hardware design
Reserved for Nordic hardware design
Reserved for Nordic hardware design
Reserved for Nordic hardware design
Reserved for Nordic hardware design
Reserved for Nordic hardware design
Reserved for Nordic hardware design
Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Reserved for customer

Mapping of the nRESET function (see POWER chapter for details)
Mapping of the nRESET function (see POWER chapter for details)

Access port protection

Setting of pins dedicated to NFC functionality: NFC antenna or GPIO

Processor debug control

Output voltage from REGO regulator stage. The maximum output voltage from this stage is

given as VDDH - V_VDDH-VDD.

Table 11: Register overview
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4.5.1.1 NRFEW[n] (n=0..12)
Address offset: 0x014 + (n x 0x4)

Reserved for Nordic firmware design

ID Acce Field Value ID Description

A RW NRFFW Reserved for Nordic firmware design

4.5.1.2 NRFHW|[n] (n=0..11)
Address offset: 0x050 + (n x 0x4)

Reserved for Nordic hardware design

D Acce Field Value ID Description
A RW NRFHW Reserved for Nordic hardware design

4.5.1.3 CUSTOMER[n] (n=0..31)
Address offset: 0x080 + (n x Ox4)

Reserved for customer

ID Acce Field Value ID Value Description

A RW CUSTOMER Reserved for customer

4.5.1.4 PSELRESET[n] (n=0..1)
Address offset: 0x200 + (n x Ox4)
Mapping of the nRESET function (see POWER chapter for details)

All PSELRESET registers have to contain the same value for a pin mapping to be valid. If values are not
the same, there will be no nRESET function exposed on a GPIO. As a result, the device will always start
independently of the levels present on any of the GPIOs.

ID Acce Field Description
A RW PIN 18 GPIO pin number onto which nRESET is exposed
B RW PORT 0 Port number onto which nRESET is exposed
C RW CONNECT Connection
Disconnected 1 Disconnect
Connected 0 Connect
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4.5.1.5 APPROTECT
Address offset: 0x208

Access port protection

Acce Field Value ID

Description

A RW PALL

Disabled

HwDisabled

Enabled

4.5.1.6 NFCPINS
Address offset: 0x20C

OxFF

0x5A

0x00

Enable or disable access port protection.

See Debug and trace on page 47 for more information.
Hardware disable of access port protection for devices
where access port protection is controlled by hardware
Hardware disable of access port protection for devices
where access port protection is controlled by hardware and
software

Enable

Setting of pins dedicated to NFC functionality: NFC antenna or GPIO

Value ID

Description

A RW PROTECT
Disabled

NFC

4.5.1.7 DEBUGCTRL
Address offset: 0x210

Processor debug control

Acce Field Value ID

Setting of pins dedicated to NFC functionality

Operation as GPIO pins. Same protection as normal GPIO
pins.

Operation as NFC antenna pins. Configures the protection

for NFC operation.

Description

A RW CPUNIDEN
Enabled
Disabled
B RW CPUFPBEN

Enabled
Disabled

4452 _021v1.5

OxFF
0x00

OxFF
0x00

43

Configure CPU non-intrusive debug features

Enable CPU ITM and ETM functionality (default behavior)
Disable CPU ITM and ETM functionality

Configure CPU flash patch and breakpoint (FPB) unit
behavior

Enable CPU FPB unit (default behavior)

Disable CPU FPB unit. Writes into the FPB registers will be

ignored.
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4.5.1.8 REGOUTO
Address offset: 0x304

Output voltage from REGO regulator stage. The maximum output voltage from this stage is given as VDDH -
V_VDDH-VDD.

ID Acce Field Value ID Description

A RW VOUT Output voltage from REGO regulator stage.

1v8 1.8V
2v1 21V
2v4 24V
2v7
3V0
3v3

DEFAULT

2.7V
3.0V
33V

N 0B~ W N e O

Default voltage: 1.8 V

4.6 EasyDMA

EasyDMA is a module implemented by some peripherals to gain direct access to Data RAM.

EasyDMA is an AHB bus master similar to CPU and is connected to the AHB multilayer interconnect for
direct access to Data RAM. EasyDMA is not able to access flash.

A peripheral can implement multiple EasyDMA instances to provide dedicated channels. For example,
for reading and writing of data between the peripheral and RAM. This concept is illustrated in EasyDMA
example on page 44.

AHB multilayer Peripheral
RAM
D N .
| READER
|
! AHB
RAM | | L____ -+ }——» —>»| EasyDMA
e 1
| Peripheral
I core
! WRITER
RAM |
| AHB
VLS SN P ey R
Figure 4: EasyDMA example
4452_021v1.5 44 >
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An EasyDMA channel is implemented in the following way, but some variations may occur:

READERBUFFER SIZE 5
WRITERBUFFER SIZE 6

uint8 t readerBuffer [READERBUFFER SIZE]  at  0x20000000;
uint8 t writerBuffer [WRITERBUFFER SIZE] _ at  0x20000005;

// Configuring the READER channel
MYPERIPHERAL->READER.MAXCNT = READERBUFFER SIZE;
MYPERIPHERAL->READER.PTR = &readerBuffer;

// Configure the WRITER channel
MYPERIPHERAL->WRITER.MAXCNT = WRITEERBUFFER SIZE;
MYPERIPHERAL->WRITER.PTR = &writerBuffer;

This example shows a peripheral called MYPERIPHERAL that implements two EasyDMA channels - one for
reading called READER, and one for writing called WRITER. When the peripheral is started, it is assumed
that the peripheral will perform the following tasks:

e Read 5 bytes from the readerBuffer located in RAM at address 0x20000000
¢ Process the data
e Write no more than 6 bytes back to the writerBuffer located in RAM at address 0x20000005

The memory layout of these buffers is illustrated in EasyDMA memory layout on page 45.

0x20000000 readerBuffer[0] readerBuffer[1] readerBuffer[2] readerBuffer[3]
0x20000004 readerBuffer[4] writerBuffer[0] writerBuffer[1] writerBuffer[2]
0x20000008 writerBuffer[3] writerBuffer[4] writerBuffer[5]

Figure 5: EasyDMA memory layout

The WRITER.MAXCNT register should not be specified larger than the actual size of the buffer
(writerBuffer). Otherwise, the channel would overflow the writerBuffer.

Once an EasyDMA transfer is completed, the AMOUNT register can be read by the CPU to see how many
bytes were transferred. For example, CPU can read MYPERIPHERAL->WRITER.AMOUNT register to see how
many bytes WRITER wrote to RAM.

Note: The PTR register of a READER or WRITER must point to a valid memory region before use.
The reset value of a PTR register is not guaranteed to point to valid memory. See Memory on page
19 for more information about the different memory regions and EasyDMA connectivity.

4.6.1 EasyDMA error handling

Some errors may occur during DMA handling.

If READER.PTR or WRITER.PTR is not pointing to a valid memory region, an EasyDMA transfer may result
in a HardFault or RAM corruption. See Memory on page 19 for more information about the different
memory regions.
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If several AHB bus masters try to access the same AHB slave at the same time, AHB bus congestion might
occur. An EasyDMA channel is an AHB master. Depending on the peripheral, the peripheral may either stall
and wait for access to be granted, or lose data.

4.6.2 EasyDMA array list

EasyDMA is able to operate in Array List mode.
The Array List mode is implemented in channels where the LIST register is available.

The array list does not provide a mechanism to explicitly specify where the next item in the list is located.
Instead, it assumes that the list is organized as a linear array where items are located one after the other
in RAM.

The EasyDMA Array List can be implemented by using the data structure ArrayList_type as illustrated in
the code example below using a READER EasyDMA channel as an example:

#define BUFFER SIZE 4

typedef struct Arraylist

{
uint8 t buffer [BUFFER SIZE];

} ArrayList type;
ArrayList type ReaderList[3] _ at  0x20000000;
MYPERIPHERAL->READER.MAXCNT = BUFFER STIZE;

MYPERIPHERAL->READER.PTR = &ReaderList;
MYPERIPHERAL->READER.LIST = MYPERIPHERAL READER LIST ArrayList;

The data structure only includes a buffer with size equal to the size of READER.MAXCNT register. EasyDMA
uses the READER.MAXCNT register to determine when the buffer is full.

READER.PTR = &ReaderList

0x20000000 : ReaderList[0] L buffer[0] buffer[1] buffer[2] buffer[3]
0x20000004 : ReaderList[1] buffer[0] buffer[1] buffer[2] buffer[3]
0x20000008 : ReaderList[2] buffer[0] buffer[1] buffer[2] buffer[3]

Figure 6: EasyDMA array list

4.7 AHB multilayer

AHB multilayer enables parallel access paths between multiple masters and slaves in a system. Access is
resolved using priorities.

Each bus master is connected to all the slave devices using an interconnection matrix. The bus masters are
assigned priorities, which are used to resolve access when two (or more) bus masters request access to
the same slave device. When that occurs, the following rules apply:
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e If two (or more) bus masters request access to the same slave device, the master with the highest
priority is granted the access first.

e Bus masters with lower priority are stalled until the higher priority master has completed its
transaction.

¢ [f the higher priority master pauses at any point during its transaction, the lower priority master in
queue is temporarily granted access to the slave device until the higher priority master resumes its
activity.

¢ Bus masters that have the same priority are mutually exclusive, thus cannot be used concurrently.

Some peripherals, such as RADIO, do not have a safe stalling mechanism (no internal data buffering, or
opportunity to pause incoming data). Being a low priority bus master might cause loss of data for such
peripherals upon bus contention. To avoid AHB bus contention when using multiple bus masters, follow
these guidelines:

¢ Avoid situations where more than one bus master is accessing the same slave.
¢ If more than one bus master is accessing the same slave, make sure that the bus bandwidth is not
exhausted.

Below is a list of bus masters in the system and their priorities.

Bus master name Description

CPU

CTRL-AP

usB

SPIM1/SPIS1/TWIM1/TWIS1 Same priority and mutually exclusive
RADIO

CCM/ECB/AAR Same priority and mutually exclusive
SAADC

UARTEO

SPIMO/SPISO/TWIMO/TWISO Same priority and mutually exclusive
SPIM2/SPIS2 Same priority and mutually exclusive
NFCT

12S

PDM

PWMO

PWM1

PWM2

PWM3

UARTE1

SPIM3

Table 12: AHB bus masters (listed from highest to lowest priority)

Defined bus masters are the CPU and peripherals with implemented EasyDMA. The available slaves are
RAM AHB slaves. How the bus masters and slaves are connected using the interconnection matrix is
illustrated in Memory on page 19.

4.8 Debug and trace

The debug and trace system offers a flexible and powerful mechanism for non-intrusive debugging.
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] SWOCLK |, »| CTRLAP

e > NVMC
External

DP g
debugger SWEP T ___| Access Port Protection Enable _ [ |-+ UICR
o SWDO | DAP bus ]

interconnect H
! L APPROTECT
[l AHB.AP |

<« B RAM & flash

CxxxPWRUPREQ

CPU
POWER

Power _ |
CxxxPWRUPRACK =

ARM Cortex-M4

TRACECLK . APBIAHE
TRACEDATA[0] / SWO race ETM »| Peripherals

TRACEDATA[1]
TRACEDATA[2]
TRACEDATA[3] | Trace

TPIU

1™

Figure 7: Debug and trace overview

The main features of the debug and trace system are the following:

¢ Two-pin serial wire debug (SWD) interface
* Flash patch and breakpoint (FPB) unit that supports the following comparators:

¢ Two literal comparators
e Six instruction comparators
¢ Data watchpoint and trace (DWT) unit with four comparators
¢ Instrumentation trace macrocell (ITM)
¢ Embedded trace macrocell (ETM)
¢ Trace port interface unit (TPIU)

e 4-bit parallel trace of ITM and ETM trace data
e Serial wire output (SWO) trace of ITM data

4.8.1 DAP - Debug access port

An external debugger can access the device via the DAP.

The debug access port (DAP) implements a standard ARM® CoreSightm serial wire debug port (SW-DP),
which implements the serial wire debug protocol (SWD). SWD is a two-pin serial interface, see SWDCLK
and SWDIO in Debug and trace overview on page 48.

In addition to the default access port in CPU (AHB-AP), the DAP includes a custom control access port
(CTRL-AP). The CTRL-AP is described in more detail in CTRL-AP - Control access port on page 51.
Note:

¢ The SWDIO line has an internal pull-up resistor.
¢ The SWDCLK line has an internal pull-down resistor.

4.8.2 Access port protection

Access port protection blocks the debugger from read and write access to all CPU registers and memory-
mapped addresses when enabled.

Access port protection is enabled and disabled differently depending on the build code of the device.
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Access port protection controlled by hardware
This information refers to build codes Axx and earlier.
By default, access port protection is disabled.

Access port protection is enabled by writing UICR.APPROTECT to Enabled and performing any reset. See
Reset on page 69 for more information.

Access port protection is disabled by issuing an ERASEALL command via CTRL-AP. This command will erase
the flash, UICR, and RAM, including UICR.APPROTECT. Erasing UICR will set UICR.APPROTECT value to
Disabled. CTRL-AP is described in more detail in CTRL-AP - Control access port on page 51.

Access port protection controlled by hardware and software
This information refers to build codes Bxx and later.
By default, access port protection is enabled.

Access port protection is disabled by issuing an ERASEALL command via CTRL-AP. Read CTRL-
AP.APPROTECTSTATUS to ensure that access port protection is disabled, and repeat the ERASEALL
command if needed. This command will erase the flash, UICR, and RAM. CTRL-AP is described in more
detail in CTRL-AP - Control access port on page 51. Access port protection will remain disabled until
one of the following occurs:

* Pinreset

e Power or brownout reset

e Watchdog reset if not in Debug Interface Mode, see Debug Interface mode on page 53
¢ Wake from System OFF if not in Emulated System OFF

To keep access port protection disabled, the following actions must be performed:

e Program UICR.APPROTECT to HwDisabled. This disables the hardware part of the access port
protection scheme after the first reset of any type. The hardware part of the access port protection will
stay disabled as long as UICR.APPROTECT is not overwritten.

¢ Firmware must write APPROTECT.DISABLE to SwDisable. This disables the software part of the
access port protection scheme.

Note: Register APPROTECT.DISABLE is reset after pin reset, power or brownout reset, watchdog
reset, or wake from System OFF as mentioned above.

The following figure is an example on how a device with access port protection enabled can be erased,
programmed, and configured to allow debugging. Operations sent from debugger as well as registers
written by firmware will affect the access port state.
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» Debugger
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Write APPROTECT.DISABLE =

SwDisable
/

» Firmware

Figure 8: Access port unlocking

Access port protection is enabled when the disabling conditions are not present. For additional security,
it is recommended to write Enabled to UICR.APPROTECT, and have firmware write Force to
APPROTECT.FORCEPROTECT. This is illustrated in the following figure.

Note: Register APPROTECT.FORCEPROTECT is reset after any reset.

» Debugger
N\
N0 3% % N,
% <>° 4’ °¢, %
/?4\%\(‘7,0 /;))¢ ﬁ/)) <<’\> )‘ Cp Qs
‘7(( /~® 6 )‘ &
NN TG TN
-
Closed Open Closed Access port state
-

A

Write APPROTECT.FORCEPROTECT =
Force

» Firmware

Figure 9: Force access port protection

4.8.2.1 Registers

0x40000000 APPROTECT APPROTECT APPROTECT control
Table 13: Instances

FORCEPROTECT 0x550 Software force enable APPROTECT mechanism until next reset.
DISABLE 0x558 Software disable APPROTECT mechanism

Table 14: Register overview
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4.8.2.1.1 FORCEPROTECT
Address offset: 0x550

Software force enable APPROTECT mechanism until next reset.

ID Acce Field Value ID Description
A RW1FORCEPROTECT Write 0x0 to force enable APPROTECT mechanism
Force 0x0 Software force enable APPROTECT mechanism

4.8.2.1.2 DISABLE
Address offset: 0x558

Software disable APPROTECT mechanism

ID Acce Field Value ID Description
A RW DISABLE Software disable APPROTECT mechanism
SwDisable O0x5A Software disable APPROTECT mechanism

4.8.3 CTRL-AP - Control access port

The control access port (CTRL-AP) is a custom access port that enables control of the device when other
access ports in the DAP are disabled by the access port protection.

Access port protection is described in more detail in Access port protection on page 48.
Control access port has the following features:

* Soft reset - see Reset on page 69 for more information
¢ Disabling of access port protection - device control is allowed through CTRL-AP even when all other
access ports in DAP are disabled by access port protection

4.8.3.1 Registers

RESET 0x000 Soft reset triggered through CTRL-AP
ERASEALL 0x004 Erase all

ERASEALLSTATUS 0x008 Status register for the ERASEALL operation
APPROTECTSTATUS 0x00C Status register for access port protection
IDR OxOFC CTRL-AP identification register, IDR

Table 15: Register overview

4.8.3.1.1 RESET
Address offset: 0x000
Soft reset triggered through CTRL-AP

4452 _021v1.5 51 .

NORDIC

SEMICONDUCTOR



Core components

Acce Field Value ID Value Description

A RW RESET Soft reset triggered through CTRL-AP. See Reset behavior in
POWER chapter for more details.
NoReset 0 Reset is not active

Reset 1 Reset is active. Device is held in reset.

4.8.3.1.2 ERASEALL
Address offset: 0x004

Erase all

Value ID Description

A W ERASEALL Erase all flash and RAM
NoOperation 0 No operation
Erase 1 Erase all flash and RAM

4.8.3.1.3 ERASEALLSTATUS
Address offset: 0x008

Status register for the ERASEALL operation

Acce Field Value ID Description
A R ERASEALLSTATUS Status register for the ERASEALL operation
Ready 0 ERASEALL is ready
Busy 1 ERASEALL is busy (on-going)

4.8.3.1.4 APPROTECTSTATUS
Address offset: 0x00C

Status register for access port protection

Acce Field Value ID Description
A R APPROTECTSTATUS Status register for access port protection
Enabled 0 Access port protection enabled
Disabled 1 Access port protection not enabled

4.8.3.1.5IDR
Address offset: OxOFC
CTRL-AP identification register, IDR
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Bit number 313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
ID EEEEDDDDCCCCCCCBBBEB AAAAAAAA
Reset 0x02880000 0 0000010100010000000O0OO0OO0OO0OO0OO0OOOOOOO
A R APID AP identification
B R  CLASS Access port (AP) class

NotDefined 0x0 No defined class

MEMAP 0x8 Memory access port
C R JEP106ID JEDEC JEP106 identity code
D R JEP106CONT JEDEC JEP106 continuation code
E R REVISION Revision

4.8.3.2 Electrical specification

4.8.3.2.1 Control access port

Symbol Description Min. Typ. Max. Units
Roull Internal SWDIO and SWDCLK pull up/down resistance 13 kQ
fswoeik SWDCLK frequency 0.125 8 MHz

4.8.4 Debug Interface mode

Before an external debugger can access either CPU's access port (AHB-AP) or the control access port
(CTRL-AP), the debugger must first request the device to power up via CxxxPWRUPREQ in the SWJ-DP.

If the device is in System OFF when power is requested via CxxxPWRUPREQ, the system will wake up and
the DIF flag in RESETREAS on page 75 will be set. The device is in the Debug Interface mode as long

as the debugger is requesting power via CxxxPWRUPREQ. Once the debugger stops requesting power

via CxxxPWRUPREQ, the device is back in normal mode. Some peripherals behave differently in Debug
Interface mode compared to normal mode. These differences are described in more detail in the chapters
of the peripherals that are affected.

When a debug session is over, the external debugger must make sure to put the device back into normal
mode since the overall power consumption is higher in Debug Interface mode than in normal mode.

For details on how to use the debug capabilities, read the debug documentation of your IDE.

4.8.5 Real-time debug
The nRF52833 supports real-time debugging.

Real-time debugging allows interrupts to execute to completion in real time when breakpoints are set
in Thread mode or lower priority interrupts. This enables developers to set breakpoints and single-step
through the code without the risk of real-time event-driven threads running at higher priority failing.
For example, this enables the device to continue to service the high-priority interrupts of an external
controller or sensor without failure or loss of state synchronization while the developer steps through
code in a low-priority thread.

4.8.6 Trace
The device supports ETM and ITM trace.

Trace data from the ETM and the ITM is sent to an external debugger via a 4-bit wide parallel trace
port interface unit (TPIU), see TRACEDATA[O] through TRACEDATA[3] and TRACECLK in Debug and trace

overview on page 48.
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In addition to parallel trace, the TPIU supports serial trace via the serial wire output (SWO) trace protocol.
Parallel and serial trace cannot be used at the same time. ETM trace is only supported in Parallel Trace
mode, while ITM trace is supported in both Parallel and Serial Trace modes.

For details on how to use the trace capabilities, read the debug documentation of your IDE.

TPIU's trace pins are multiplexed with GPIOs. SWO and TRACEDATA[O] use the same GPIO. See Pin
assignments on page 560 for more information.

Trace speed is configured in register TRACECONFIG on page 95. The speed of the trace pins depends

on the DRIVE setting of the GPIOs that the trace pins are multiplexed with. Only SOS1 and HOH1 drives are
suitable for debugging. S0S1 is the default DRIVE setting at reset. If parallel or serial trace port signals are
not fast enough with the default settings, all GPIOs in use for tracing should be set to high drive (HOH1).
The DRIVE setting for these GPIOs should not be overwritten by firmware during the debugging session.

4.8.6.1 Electrical specification

4.8.6.1.1 Trace port

Symbol Description Min. Typ. Max. Units
Teye Clock period as defined by Arm in the Timing specifications 62.5 500 ns
for Trace Port Physical Interface of the Embedded Trace

Macrocell Architecture Specification
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Power and clock management

5.1 Power management unit (PMU)

Power and clock management in nRF52833 is designed to automatically ensure maximum power
efficiency.

The core of the power and clock management system is the power management unit (PMU) illustrated in
the following figure.

MCU
CPU
External Internal - >
power sources | ®LJ—* voltage = >
regulators .
PMU
~ » Memory a—»
External Internal
crystals u, oscillators [ > - »| Peripheral |«

Figure 10: Power management unit

The PMU automatically detects which power and clock resources are required by the different system
components at any given time. The PMU will then automatically start/stop and choose operation modes in
supply regulators and clock sources, to achieve the lowest power consumption possible.

5.2 Current consumption

Because the system is continually being tuned by the Power management unit (PMU) on page 55,
estimating an application's current consumption can be challenging when measurements cannot be
directly performed on the hardware. To facilitate the estimation process, a set of current consumption
scenarios are provided to show the typical current drawn from the VDD supply.

Each scenario specifies a set of operations and conditions applying to the given scenario. The following
table shows a set of common conditions used in all scenarios, unless otherwise stated in the description of
a given scenario. All scenarios are listed in Electrical specification on page 56.
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-mfpu=fpv4-sp-dle.

Condition Value

Supply 3V on VDD/VDDH (Normal voltage mode)

Temperature 25°C

CPU WFI (wait for interrupt)/WFE (wait for event) sleep

Peripherals Allidle

Clock Not running

Regulator LDO

RAM In System ON, full 128 kB powered. In System OFF, full 128 kB retention.
Compiler GCCv7.3.1 20180622 (release) [ARM/embedded-7-branch revision 261907]

(GNU Tools for Arm Embedded Processors 7-2018-q3-update).

e Compilerflags: —-00 -falign-functions=16 -fno-strict-
aliasing —-mthumb -mcpu=cortex-m4 -mfloat-abi=hard

Compiler for CPU ARMCC v6.13.
Running and

e Compilerflags: -xc -std=gnu99 --target=arm-arm-none-

Compounded
P eabi -mcpu=cortex-m4 -mfpu=none -mfloat-abi=soft
-c —-fno-rtti -funsigned-char -gdwarf-3 -fropi -
Ofast -ffunction-sections -Omax
e Linker flags: ——cpu=Cortex-M4 --fpu=SoftVFP --strict -
Omax
Cache enabled” Yes
32 MHz crystal3 SMD 2520, 32 MHz, 10 pF +/- 10 ppm

Table 16: Current consumption scenarios, common conditions

5.2.1 Electrical specification

5.2.1.1 Sleep

Symbol Description Min.

loN_RAMOFF_EVENT System ON, no RAM retention, wake on any event

lON_RAMON_EVENT System ON, full 128 kB RAM retention, wake on any event

lON_RAMON_POF System ON, full 128 kB RAM retention, wake on any event,
power-fail comparator enabled

lon_ramON_GpioTE  System ON, full 128 kB RAM retention, wake on GPIOTE
input (event mode)

lon_rAMON_GpioTEPORTSYStem ON, full 128 kB RAM retention, wake on GPIOTE

PORT event

loN_RAMOFF_RTC System ON, no RAM retention, wake on RTC (running from
LFRC clock)

loN_RAMON_RTC System ON, full 128 kB RAM retention, wake on RTC

(running from LFRC clock)

2 Applies only when CPU is running from flash memory
3 Applies only when HFXO is running
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lorF_RamoFF_Reser  System OFF, no RAM retention, wake on reset 0.6
lorr_raMOFF_Lpcomp  System OFF, no RAM retention, wake on LPCOMP 0.9
loFr_RAMON_ReseT  System OFF, full 128 kB RAM retention, wake on reset 13
lon_rRAMOFF_EvenT sy System ON, no RAM retention, wake on any event, 5V 1.3
supply on VDDH, REGO output =3.3V
lorF_RAMOFF_ReseT_sv System OFF, no RAM retention, wake on reset, 5 V supply on 1.0
VDDH, REGO output =3.3V
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Temperature Range [°C]

1.7V 3V 36V

Figure 11: System OFF, no RAM retention, wake on reset (typical values)
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16 T T T T T T T

Current consumption [pA]
]

-40 -20 0 20 40 60 80 100 120

Temperature Range [°C]
3V 3.6V

1.7V

Figure 12: System ON, no RAM retention, wake on any event (typical values)

5.2.1.2 COMP active

Icompp COMP enabled, low power mode 22.7 HA
lcomp,NORM COMP enabled, normal mode 26.4 HA
lcomp Hs COMP enabled, high-speed mode 33.0 HA

5.2.1.3 CPU running

lcpuo CPU running CoreMark @64 MHz from flash, Clock = HFXO, 33 mA
Regulator = DC/DC

lcput CPU running CoreMark @64 MHz from flash, Clock = HFXO 5.6 mA

lcpu2 CPU running CoreMark @64 MHz from RAM, Clock = HFXO, 2.4 mA
Regulator = DC/DC

lcpus CPU running CoreMark @64 MHz from RAM, Clock = HFXO 4.7 mA

lcpua CPU running CoreMark @64 MHz from flash, Clock = HFINT, 3.1 mA

Regulator = DC/DC

5.2.1.4 NFCT active

Isense Current in SENSE STATE* 100 nA

lactivated Current in ACTIVATED STATE 400 HA

* This current does not apply when in NFC field
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5.2.1.5 Radio transmitting/receiving

Symbol Description Min. Typ. Max. Units

IrADIO_TXO Radio transmitting @ 8 dBm output power, 1 Mbps 15.5 mA
B/ux—:*tool“h® Low Energy (BLE) mode, Clock = HFXO, Regulator
=DC/DC

IRADIO_TX1 Radio transmitting @ 0 dBm output power, 1 Mbps BLE 6.0 mA
mode, Clock = HFXO, Regulator = DC/DC

IrADIO_TX2 Radio transmitting @ -40 dBm output power, 1 Mbps BLE 3.5 mA
mode, Clock = HFXO, Regulator = DC/DC

IRADIO_TX3 Radio transmitting @ 0 dBm output power, 1 Mbps BLE 11.0 mA
mode, Clock = HFXO

IRADIO_TX4 Radio transmitting @ -40 dBm output power, 1 Mbps BLE 5.4 mA
mode, Clock = HFXO

IrADIO_TxX5 Radio transmitting @ 0 dBm output power, 250 kbit/s IEE 6.0 mA
802.15.4-2006 mode, Clock = HFXO, Regulator = DC/DC

IRADIO_RXO Radio receiving @ 1 Mbps BLE mode, Clock = HFXO, 6.0 mA
Regulator = DC/DC

IRADIO_RX1 Radio receiving @ 1 Mbps BLE mode, Clock = HFXO 10.5 mA

IrADIO_RX2 Radio receiving @ 250 kbit/s IEE 802.15.4-2006 mode, Clock 6.2 mA
= HFXO, Regulator = DC/DC

28

Current consumption [mA]

1.6 1.8 2 2.2 24 2.6 2.8 3 3.2 3.4 3.6

Supply voltage [V]

-40°C —— 25°C 85°C 105°C

Figure 13: Radio transmitting @ 8 dBm output power, 1 Mbps
BLE mode, Clock = HFXO, Regulator = DC/DC (typical values)
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95 T T T T T T T T T

Current consumption [mA]

1.6 1.8 2 2.2 24 2.6 2.8 3 3.2 34 3.6
Supply voltage [V]
-40°C 25°C 85°C 105°C

Figure 14: Radio transmitting @ 0 dBm output power, 1 Mbps
BLE mode, Clock = HFXO, Regulator = DC/DC (typical values)

5.2.1.6 RNG active

IrRnGO RNG running 539 HA

5.2.1.7 SAADC active

IsaADC,RUN SAADC sampling @ 16 ksps, Acquisition time = 20 ps, Clock = 1.37 mA
HFXO, Regulator = DC/DC

5.2.1.8 TEMP active

lrempo TEMP started 0.92 mA

5.2.1.9 TIMER running

ITIMERO One TIMER instance running @ 1 MHz, Clock = HFINT 342 UA
ITIMERL Two TIMER instances running @ 1 MHz, Clock = HFINT 341 HA
ITIMER2 One TIMER instance running @ 1 MHz, Clock = HFXO 573 HA
ITIMER3 One TIMER instance running @ 16 MHz, Clock = HFINT 497 HA
ITIMERS One TIMER instance running @ 16 MHz, Clock = HFXO 729 HA
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5.2.1.10 USBD running

Symbol

luss,AcTIVE vBUS
luss,susPEND,VBUS
luss,ACTIVE VDD

IUSB,SUSPEND,VDD

luss,ACTIVE,VDDH

IUSB,SUSPEND,VDDH

1UsB, DISABLED,VDD

Description

Current from VBUS supply, USB active

Current from VBUS supply, USB suspended, CPU sleeping
Current from VDD supply (normal voltage mode), all RAM
retained, regulator=LDO, CPU running, USB active
Current from VDD supply (normal voltage mode), all RAM
retained, regulator=LDO, CPU sleeping, USB suspended
Current from VDDH supply (high voltage mode), VDD=3
V (REGO output), all RAM retained, regulator=LDO, CPU
running, USB active

Current from VDDH supply (high voltage mode), VDD=3
V (REGO output), all RAM retained, regulator=LDO, CPU
sleeping, USB suspended

Current from VDD supply, USB disabled, VBUS supply

connected, all RAM retained, regulator=LDO, CPU sleeping

5.2.1.11 WDT active

Symbol

IWDT,sTARTED

Description

WDT started

5.2.1.12 Compounded

Symbol

Description

CPU running CoreMark from flash, Radio transmitting @ O
dBm output power, 1 Mbps Bluel‘ooth® Low Energy (BLE)
mode, Clock = HFXO, Regulator = DC/DC

CPU running CoreMark from flash, Radio receiving @ 1
Mbps BLE mode, Clock = HFXO, Regulator = DC/DC

CPU running CoreMark from flash, Radio transmitting @ O
dBm output power, 1 Mbps BLE mode, Clock = HFXO

CPU running CoreMark from flash, Radio receiving @ 1
Mbps BLE mode, Clock = HFXO

5.3 POWER — Power supply

The power supply consists of a number of LDO and DC/DC regulators that are utilized to maximize the
system's power efficiency.

This device has the following power supply features:

e On-chip LDO and DC/DC regulators
¢ Global System ON/OFF modes

¢ Individual RAM section power control for all system modes

¢ Analog or digital pin wakeup from System OFF

e Supervisor hardware to manage power-on reset, brownout, and power failure
¢ Auto-controlled refresh modes for LDO and DC/DC regulators to maximize efficiency

e Separate USB supply

4452 _021v1.5

61

Min.

Min.

Min.

Typ.
2.4

262
7.73

173

7.46

178

Typ.
2.5

Typ.

8.5

8.3

16.7

16.2

Max.

Max.

Max.

Units
mA
HA
mA

HA

mA
HA

HA

Units

HA

Units
mA
mA
mA

mA

N

NORDIC"

SEMICONDUCTOR



Power and clock management

5.3.1 Main supply
The main supply voltage is connected to the VDD/VDDH pins. The system will enter one of two supply

voltage modes, Normal or High Voltage mode, depending on how the supply voltage is connected to these
pins.

The system enters Normal Voltage mode when the supply voltage is connected to both the VDD and VDDH
pins (pin VDD shorted to pin VDDH). For the supply voltage range to connect to both VDD and VDDH pins,
see parameter Vpp.

The system enters High Voltage mode when the supply voltage is only connected to the VDDH pin and the
VDD pin is not connected to any voltage supply. For the supply voltage range to connect to the VDDH pin,
see parameter Vppy.

The register MAINREGSTATUS on page 78 can be used to read the current supply voltage mode.

5.3.1.1 Main voltage regulators
The system contains two main supply regulator stages, REGO and REG1.

REG1 regulator stage has the regulator type options of Low-droput regulator (LDO) and Buck regulator
(DC/DC). REGO regulator stage has only the option of Low-dropout regulator (LDO).

In Normal Voltage mode, only the REG1 regulator stage is used, and the REGO stage is automatically
disabled. In High Voltage mode, both regulator stages (REGO and REG1) are used. The output voltage of
REGO can be configured in register REGOUTO on page 44. This output voltage is connected to VDD and is
the input voltage to REG1.

Note: In High Voltage mode, the configured output voltage for REGO (REGOUTO on page 44) must
not be greater than REGO input voltage minus the voltage drop in REGO (VDDH - VyppH-vpp)-

By default, the LDO regulators are enabled and the DC/DC regulator is disabled. Register DCDCEN on page
78 is used to enable the DC/DC regulator for REG1 stage.

When the DC/DC converter is enabled, the corresponding LDO regulator is disabled. External LC filter must
be connected for the DC/DC regulator if it is being used. The advantage of using a DC/DC regulator is that
the overall power consumption is normally reduced as the efficiency of such a regulator is higher than that
of a LDO. The efficiency gained by using a DC/DC regulator is best seen when the regulator voltage drop
(difference between input and output voltage) is high. The efficiency of internal regulators vary with the
supply voltage and the current drawn from the regulators.

Note: Do not enable the DC/DC regulator without an external LC filter being connected as this will
inhibit device operation, including debug access, until an LC filter is connected.

5.3.1.2 GPIO levels

The GPIO high reference voltage is equal to the level on the VDD pin.

In Normal Voltage mode, the GPIO high level equals the voltage supplied to the VDD pin. In High Voltage
mode, it equals the level specified in register REGOUTO on page 44.

5.3.1.3 Regulator configuration examples

The voltage regulators can be configured in several ways, depending on the selected supply voltage mode
(Normal/High) and the regulator type option for REG1 (LDO or DC/DC).

Four configuration examples are illustrated in the following figures.
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Main supply
REGOUTO DCDCEN
REG1
Supply
T LDO
VDDH 1.3V System power
+— L >
VDD DCC Jj DEC4 GND
1 1
LT LT LT
Figure 15: Normal Voltage mode, REG1 LDO
Main supply
REGOUTO DCDCEN
REG1
Supply
VDDH 1.3V System power
+—=1 >
DC/DC
VDD pcc DEC4 GND
1

1
LT

4452 021v1.5

Figure 16: Normal Voltage mode, REG1 DC/DC
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Main supply
REGOUTO DCDCEN
REGO REG1
Supply LDO
VDDH —J 1.3V System power
] LDO *———1— @ —— j >
VDD DCC L DEC4 GND
1 1
LT LTI LT
Figure 17: High Voltage mode, REG1 LDO
Main supply
REGOUTO DCDCEN
REGO REG1
Supply
VDDH Jﬁ 1.3V System power
1 LDO L
I DC/DC
VDD DCC DEC4 GND
1

]
LT
-
L

Figure 18: High Voltage mode, REG1 DC/DC

5.3.1.4 Power supply supervisor

The power supply supervisor enables monitoring of the connected power supply.
The power supply supervisor provides the following functionality:

e Power-on reset - signals the circuit when a supply is connected

¢ An optional power-fail comparator (POF) - signals the application when the supply voltages drop below
a configured threshold

¢ Afixed brownout reset detector - holds the system in reset when the voltage is too low for safe
operation
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The power supply supervisor is illustrated in the following figure.

VDD Brownout reset

J o
VBOR

_1c
Power-on reset
J o—
R
POFCON.POF
POFCON.THRESHOLDVDDH (VDDH>VDD)
4
— 4.2 V—> VDDH \ J

: MUX VPOFH j
—2.8 V|

—2.7 I
POFWARN

—2.8 V—» VDD
VPOF jr
' MUX "
—1.8 V>
—1.7 V]
4&
POFCON.THRESHOLD POFCON.POF

Figure 19: Power supply supervisor

5.3.1.5 Power-fail comparator

Using the power-fail comparator (POF) is optional. When enabled, it can provide an early warning to the
CPU of an impending power supply failure.

To enable and configure the power-fail comparator, see the register POFCON on page 77.

When the supply voltage falls below the defined threshold, the power-fail comparator generates an event
(POFWARN) that can be used by an application to prepare for power failure. This event is also generated
when the supply voltage is already below the threshold at the time the power-fail comparator is enabled,
or if the threshold is re-configured to a level above the supply voltage.
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If the power failure warning is enabled, and the supply voltage is below the threshold, the power-fail
comparator will prevent the NVMC from performing write operations to the flash.

The comparator features a hysteresis of Vyst, as illustrated in the following figure.

Supply (VDD or VDDH)
A
VportVhyst
Veor
1.7V
» t
Z zZ
: :
= =
o [
g g
8 BOR
=

Figure 20: Power-fail comparator (BOR = brownout reset)

To save power, the power-fail comparator is not active in System OFF or System ON when HFCLK is not
running.

5.3.2 USB supply

When using the USB peripheral, a 5 V USB supply needs to be provided to the VBUS pin.

The USB peripheral has a dedicated internal voltage regulator for converting the VBUS supply to 3.3 V used
by the USB signalling interface (D+ and D- lines, and pull-up on D+). The remainder of the USB peripheral
(USBD) is supplied through the main supply like other on-chip features. As a consequence, VBUS and
either VDDH or VDD supplies are required for USB peripheral operation.

When VBUS rises into its valid range, the software is notified through a USBDETECTED event. A
USBREMOVED event is sent when VBUS goes below its valid range. Use these events to implement the
USBD start-up sequence described in the USBD chapter.

When VBUS rises into its valid range while the device is in System OFF, the device resets and transitions to
System ON mode. The RESETREAS register will have the VBUS bit set to indicate the source of the wake-up.

See VBUS detection specifications on page 82 for the levels at which the events are sent (Vgys,peTect
and Vgys,remove) or at which the system is woken up from System OFF (Vgys,petect)-

When the USBD peripheral is enabled through the ENABLE register, and VBUS is detected, the regulator
is turned on. A USBPWRRDY event is sent when the regulator's worst case settling time has elapsed,
indicating to the software that it can enable the USB pull-up to signal a USB connection to the host.

The software can read the state of the VBUS detection and regulator output readiness at any time through
the USBREGSTATUS register.
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USB supply
5V USB
supply
VBUS 3.3V USB power
o [ | —— LDO >

DECUSB
.
[

[

Figure 21: USB voltage regulator

To ensure stability, the input and output of the USB regulator need to be decoupled with a suitable
decoupling capacitor. See Reference circuitry on page 570 for the recommended values.

5.3.3 System OFF mode

System OFF is the deepest power saving mode the system can enter. In this mode, the system’s core
functionality is powered down and all ongoing tasks are terminated.

The device can be put into System OFF mode using the register SYSTEMOFF on page 76. When in
System OFF mode, the device can be woken up through one of the following signals:

e The DETECT signal, optionally generated by the GPIO peripheral.

e The ANADETECT signal, optionally generated by the LPCOMP module.

¢ The SENSE signal, optionally generated by the NFC module to wake-on-field.
e Detecting a valid USB voltage on the VBUS pin (Vgus petect)-

* Areset.

The system is reset when it wakes up from System OFF mode.

One or more RAM sections can be retained in System OFF mode, depending on the settings in the
RAM[n].POWER registers. RAM[n].POWER are retained registers. These registers are usually overwritten
by the start-up code provided with the nRF application examples.

Before entering System OFF mode, all on-going EasyDMA transactions need to have completed.
See peripheral specific chapters for more information about how to acquire the status of EasyDMA
transactions.

5.3.3.1 Emulated System OFF mode

If the device is in Debug Interface mode, System OFF will be emulated to secure that all required resources
needed for debugging are available during System OFF.

Required resources needed for debugging include the following key components:
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e Debug and trace on page 47

¢ CLOCK — Clock control on page 82

e POWER — Power supply on page 61

¢ NVMC — Non-volatile memory controller on page 23
e CPU on page 18

¢ Flash memory

¢ RAM

See Debug and trace on page 47 for more information.

Because the CPU is kept on in an emulated System OFF mode, it is recommended to add an infinite loop
directly after entering System OFF, to prevent the CPU from executing code that normally should not be
executed.

5.3.4 System ON mode

System ON is the default state after power-on reset. In System ON mode, all functional blocks such as the
CPU or peripherals can be in IDLE or RUN mode, depending on the configuration set by the software and
the state of the application executing.

Register RESETREAS on page 75 provides information about the source causing the wakeup or reset.

The system can switch the appropriate internal power sources on and off, depending on the amount of
power needed at any given time. The power requirement of a peripheral is directly related to its activity
level, and the activity level of a peripheral fluctuates when specific tasks are triggered or events are
generated.

5.3.4.1 Sub-power modes
In System ON mode, when the CPU and all peripherals are in IDLE mode, the system can reside in one of
the two sub-power modes.

The sub-power modes are:

e Constant Latency
e Low-power

In Constant Latency mode, the CPU wakeup latency and the PPI task response are constant and kept at

a minimum. This is secured by forcing a set of basic resources to be turned on while in sleep. The cost of
constant and predictable latency is increased power consumption. Constant Latency mode is selected by
triggering the CONSTLAT task.

In Low-power mode, the automatic power management system described in System ON mode on page
68 ensures that the most efficient supply option is chosen to save power. The cost of having the lowest
possible power consumption is a varying CPU wakeup latency and PPI task response. Low-power mode is
selected by triggering the LOWPWR task.

When the system enters System ON mode, it is by default in the sub-power mode Low-power.

5.3.5 RAM power control

The RAM power control registers are used for configuring the following:

¢ The RAM sections to be retained during System OFF
¢ The RAM sections to be retained and accessible during System ON

In System OFF, retention of a RAM section is configured in the RETENTION field of the corresponding
register RAM[n].POWER (n=0..8) on page 79.

In System ON, retention and accessibility of a RAM section is configured in the RETENTION and POWER
fields of the corresponding register RAM[n].POWER (n=0..8) on page 79.

N

NORDIC"

SEMICONDUCTOR

4452 021v1.5 68



Power and clock management

The following table summarizes the behavior of these registers.

Configuration RAM section status

System on/off RAM[n].POWER.POWER RAM[n].POWER.RETENTION Accessible Retained
Off X Off No No

Off X On No Yes

Oon off Off No No

On off° On No Yes

On On X Yes Yes

Table 17: RAM section configuration

The advantage of not retaining RAM contents is that the overall current consumption is reduced.

See Memory on page 19 for more information on RAM sections.

5.3.6 Reset

Several sources may trigger a reset.

After a reset has occurred, register RESETREAS can be read to determine which source triggered the reset.

5.3.6.1 Power-on reset

The power-on reset generator initializes the system at power-on.

The system is held in reset state until the supply has reached the minimum operating voltage and the
internal voltage regulators have started.

5.3.6.2 Pin reset

A pin reset is generated when the physical reset pin on the device is asserted.

Pin reset is configured via both registers PSELRESET[n] (n=0..1) on page 42.

5.3.6.3 Wakeup from System OFF mode reset

The device is reset when it wakes up from System OFF mode.

The debug access port (DAP) is not reset following a wake up from System OFF mode if the device is in
Debug Interface mode. See chapter Debug and trace on page 47 for more information.

5.3.6.4 Soft reset

A soft reset is generated when the SYSRESETREQ bit of the application interrupt and reset control register
(AIRCR) in the ARM® core is set.

See ARM documentation for more details.

A soft reset can also be generated via the register RESET on page 51 in the CTRL-AP.

5.3.6.5 Watchdog reset

A Watchdog reset is generated when the watchdog times out.

See chapter WDT — Watchdog timer on page 555 for more information.

> Not useful. RAM section power off gives negligible reduction in current consumption when retention

is on.
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5.3.6.6 Brownout reset

The brownout reset generator puts the system in a reset state if VDD drops below the brownout reset
(BOR) threshold.

See section Power fail comparator on page 81 for more information.

5.3.6.7 Retained registers

A retained register is one that will retain its value in System OFF mode and through a reset, depending
on the reset source. See the individual peripheral chapters for information on which of their registers are
retained.

5.3.6.8 Reset behavior

The various reset sources and their targets are summarized in the table below.

CPU lockup ’ X X X

Soft reset X X X

Wakeup from System OFF  x X x8 x?2 X

mode reset

Watchdog reset *° X X X X x X X

Pin reset X X X X X X X

Brownout reset X X X X X X X X X
Power-on reset X X X X X X X X X

Note: The RAM is never reset, but depending on a reset source the content of RAM may be
corrupted.

5.3.7 Registers

0x40000000 POWER POWER Power control

Table 18: Instances

TASKS_CONSTLAT 0x78 Enable Constant Latency mode
TASKS_LOWPWR 0x7C Enable Low-power mode (variable latency)
EVENTS_POFWARN 0x108 Power failure warning
EVENTS_SLEEPENTER 0x114 CPU entered WFI/WFE sleep

6

All debug components excluding SWJ-DP. See Debug and trace on page 47 for more information
about the different debug components.

Reset from CPU lockup is disabled if the device is in Debug Interface mode. CPU lockup is not
possible in System OFF.

The debug components will not be reset if the device is in Debug Interface mode.

RAM is not reset on wakeup from System OFF mode. RAM, or certain parts of RAM, may not be
retained after the device has entered System OFF mode, depending on the settings in the RAM
registers.

Watchdog reset is not available in System OFF.
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Register Offset Description

EVENTS_SLEEPEXIT 0x118 CPU exited WFI/WFE sleep
EVENTS_USBDETECTED 0x11C Voltage supply detected on VBUS
EVENTS_USBREMOVED 0x120 Voltage supply removed from VBUS
EVENTS_USBPWRRDY 0x124 USB 3.3 V supply ready

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

RESETREAS 0x400 Reset reason

RAMSTATUS 0x428 RAM status register
USBREGSTATUS 0x438 USB supply status

SYSTEMOFF 0x500 System OFF register

POFCON 0x510 Power-fail comparator configuration
GPREGRET 0x51C General purpose retention register
GPREGRET2 0x520 General purpose retention register
DCDCEN 0x578 Enable DC/DC converter for REG1 stage
MAINREGSTATUS 0x640 Main supply status
RAM[0].POWER 0x900 RAMO power control register
RAMI[0].POWERSET 0x904 RAMO power control set register
RAMI[0].POWERCLR 0x908 RAMO power control clear register
RAM[1].POWER 0x910 RAM1 power control register
RAM[1].POWERSET 0x914 RAM1 power control set register
RAM[1].POWERCLR 0x918 RAM1 power control clear register
RAM[2].POWER 0x920 RAM2 power control register
RAM[2].POWERSET 0x924 RAM2 power control set register
RAM[2].POWERCLR 0x928 RAM2 power control clear register
RAM[3].POWER 0x930 RAM3 power control register
RAM[3].POWERSET 0x934 RAMS3 power control set register
RAM([3].POWERCLR 0x938 RAM3 power control clear register
RAM([4].POWER 0x940 RAM4 power control register
RAM([4].POWERSET 0x944 RAM4 power control set register
RAM[4].POWERCLR 0x948 RAM4 power control clear register
RAMI[5].POWER 0x950 RAMS power control register
RAM[5].POWERSET 0x954 RAMS power control set register
RAM[5].POWERCLR 0x958 RAMS power control clear register
RAM[6].POWER 0x960 RAMG6 power control register
RAM([6].POWERSET 0x964 RAM®6 power control set register
RAM[6].POWERCLR 0x968 RAM6 power control clear register
RAM[7].POWER 0x970 RAM?7 power control register
RAM[7].POWERSET 0x974 RAM7 power control set register
RAM([7].POWERCLR 0x978 RAM7 power control clear register
RAM([8].POWER 0x980 RAMS power control register
RAM([8].POWERSET 0x984 RAMS8 power control set register
RAM([8].POWERCLR 0x988 RAMS power control clear register

Table 19: Register overview

5.3.7.1 TASKS _CONSTLAT
Address offset: 0x78

Enable Constant Latency mode
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ID Acce Field Value ID Value Description
A W TASKS_CONSTLAT Enable Constant Latency mode
Trigger 1 Trigger task

5.3.7.2 TASKS_LOWPWR

Address offset: 0x7C

Enable Low-power mode (variable latency)

D Acce Field Value ID Value Description
A W TASKS_LOWPWR Enable Low-power mode (variable latency)
Trigger 1 Trigger task

5.3.7.3 EVENTS_POFWARN
Address offset: 0x108

Power failure warning

ID Acce Field Description

A RW EVENTS_POFWARN Power failure warning
NotGenerated 0 Event not generated
Generated 1 Event generated

5.3.7.4 EVENTS_SLEEPENTER

Address offset: 0x114

D Acce Field Value ID Description

A RW EVENTS_SLEEPENTER CPU entered WFI/WFE sleep
NotGenerated 0 Event not generated
Generated 1 Event generated

5.3.7.5 EVENTS_SLEEPEXIT
Address offset: 0x118
CPU exited WFI/WFE sleep
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ID Acce Field Value ID Value

Description

A RW EVENTS_SLEEPEXIT
NotGenerated 0

Generated 1

5.3.7.6 EVENTS_USBDETECTED
Address offset: 0x11C

Voltage supply detected on VBUS

ID Acce Field Value ID

CPU exited WFI/WFE sleep
Event not generated

Event generated

Description

A RW EVENTS_USBDETECTED
NotGenerated 0

Generated 1

5.3.7.7 EVENTS_USBREMOVED
Address offset: 0x120

Voltage supply removed from VBUS

ID Acce Field
A RW EVENTS_USBREMOVED
NotGenerated 0

Generated 1

5.3.7.8 EVENTS_USBPWRRDY
Address offset: 0x124
USB 3.3 V supply ready

ID Acce Field

A RW EVENTS_USBPWRRDY

NotGenerated 0
Generated 1
5.3.7.9 INTENSET
Address offset: 0x304
Enable interrupt
4452 _021v1.5 73

Voltage supply detected on VBUS
Event not generated

Event generated

Description

Voltage supply removed from VBUS
Event not generated

Event generated

Description

USB 3.3 V supply ready
Event not generated

Event generated
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Acce Field
A RW POFWARN

B RW SLEEPENTER

C RW SLEEPEXIT

D RW USBDETECTED

=
=

USBREMOVED

=
=

USBPWRRDY

5.3.7.10 INTENCLR
Address offset: 0x308

Disable interrupt

Acce Field
A RW POFWARN

B RW SLEEPENTER

C RW SLEEPEXIT

D RW USBDETECTED

4452 _021v1.5

Value ID

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Value ID

Clear
Disabled
Enabled

Clear
Disabled
Enabled

Clear
Disabled
Enabled

Clear

Disabled

74

Description

Write '1' to enable interrupt for event POFWARN
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event SLEEPENTER
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event SLEEPEXIT
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event USBDETECTED
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event USBREMOVED
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event USBPWRRDY
Enable

Read: Disabled

Read: Enabled

Description

Write '1' to disable interrupt for event POFWARN
Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event SLEEPENTER
Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event SLEEPEXIT
Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event USBDETECTED
Disable

Read: Disabled
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ID Acce Field Value ID Description
Enabled 1 Read: Enabled
E RW USBREMOVED Write '1' to disable interrupt for event USBREMOVED
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
F RW USBPWRRDY Write '1' to disable interrupt for event USBPWRRDY
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

5.3.7.11 RESETREAS
Address offset: 0x400

Reset reason

Unless cleared, the RESETREAS register will be cumulative. A field is cleared by writing '1' to it. If none
of the reset sources are flagged, this indicates that the chip was reset from the on-chip reset generator,
which will indicate a power-on-reset or a brownout reset.

Acce Field Value ID Description

A RW RESETPIN Reset from pin-reset detected
NotDetected 0 Not detected
Detected 1 Detected

B RW DOG Reset from watchdog detected
NotDetected 0 Not detected
Detected 1 Detected

C RW SREQ Reset from soft reset detected
NotDetected 0 Not detected
Detected 1 Detected

D RW LOCKUP Reset from CPU lock-up detected
NotDetected 0 Not detected
Detected 1 Detected

E RW OFF Reset due to wake up from System OFF mode when wakeup

is triggered from DETECT signal from GPIO

NotDetected 0 Not detected
Detected 1 Detected
F RW LPCOMP Reset due to wake up from System OFF mode when wakeup

is triggered from ANADETECT signal from LPCOMP

NotDetected 0 Not detected
Detected 1 Detected
G RW DIF Reset due to wake up from System OFF mode when wakeup

is triggered from entering into debug interface mode

NotDetected 0 Not detected
Detected 1 Detected
H RW NFC Reset due to wake up from System OFF mode by NFC field
detect
NotDetected 0 Not detected
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ID Acce Field Value ID Description
Detected 1 Detected
| RW VBUS Reset due to wake up from System OFF mode by VBUS rising

into valid range
NotDetected 0 Not detected

Detected 1 Detected

5.3.7.12 RAMSTATUS ( Deprecated )
Address offset: 0x428

RAM status register

Since this register is deprecated the following substitutions have been made: RAM block 0 is equivalent

to a block comprising RAMO0.S0 and RAM1.50. RAM block 1 is equivalent to a block comprising RAM2.S0
and RAM3.50. RAM block 2 is equivalent to a block comprising RAM4.50 and RAM5.50. RAM block 3 is
equivalent to a block comprising RAM6.50 and RAM7.50. A RAM block field will indicate ON as long as any
of the RAM sections associated with a block are on.

ID Acce Field Value ID Description

A-D R  RAMBLOCK]i] (i=0..3) RAM block i is on or off/powering up
Off 0 Off
On 1 On

5.3.7.13 USBREGSTATUS
Address offset: 0x438
USB supply status

ID Acce Field Value ID Description

A R VBUSDETECT VBUS input detection status (USBDETECTED and

USBREMOVED events are derived from this information)

NoVbus 0 VBUS voltage below valid threshold
VbusPresent 1 VBUS voltage above valid threshold
B R OUTPUTRDY USB supply output settling time elapsed
NotReady 0 USBREG output settling time not elapsed
Ready 1 USBREG output settling time elapsed (same information as
USBPWRRDY event)
5.3.7.14 SYSTEMOFF

Address offset: 0x500

System OFF register
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Value ID Description
A W SYSTEMOFF Enable System OFF mode
Enter 1 Enable System OFF mode

5.3.7.15 POFCON
Address offset: 0x510

Power-fail comparator configuration

Acce Field Value ID Description
A RW POF Enable or disable power failure warning
Disabled 0 Disable
Enabled 1 Enable
B RW THRESHOLD Power-fail comparator threshold setting. This setting applies

both for normal voltage mode (supply connected to both
VDD and VDDH) and high voltage mode (supply connected
to VDDH only). Values 0-3 set threshold below 1.7 V and
should not be used as brown out detection will be activated

before power failure warning on such low voltages.

V17 4 Set threshold to 1.7 V

V18 5 Set threshold to 1.8 V

V19 6 Set threshold to 1.9V

V20 7 Set threshold to 2.0 V

v21 8 Set threshold to 2.1V

V22 9 Set threshold to 2.2 V

V23 10 Set threshold to 2.3 V

V24 11 Set threshold to 2.4 V

V25 12 Set threshold to 2.5V

V26 13 Set threshold to 2.6 V

V27 14 Set threshold to 2.7 V

V28 15 Set threshold to 2.8 V

D RW THRESHOLDVDDH Power-fail comparator threshold setting for high voltage

mode (supply connected to VDDH only). This setting does
not apply for normal voltage mode (supply connected to
both VDD and VDDH).

V27 0 Set threshold to 2.7 V

V28 1 Set threshold to 2.8 V

V29 2 Set threshold to 2.9V

V30 3 Set threshold to 3.0 V

V31 4 Set threshold to 3.1V

V32 5 Set threshold to 3.2V

V33 6 Set threshold to 3.3V

V34 7 Set threshold to 3.4 V

V35 8 Set threshold to 3.5V

V36 9 Set threshold to 3.6 V

V37 10 Set threshold to 3.7 V

V38 11 Set threshold to 3.8 V
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ID Acce Field Value ID Value Description
V39 12 Set threshold to 3.9V
V40 13 Set threshold to 4.0 V
val 14 Set threshold to 4.1V
\Z¥ 15 Set threshold to 4.2 V
5.3.7.16 GPREGRET

Address offset: 0x51C

General purpose retention register

ID Acce Field Value ID Description

A RW GPREGRET General purpose retention register

This register is a retained register

5.3.7.17 GPREGRET?2
Address offset: 0x520

General purpose retention register

ID Acce Field Value ID Description

A RW GPREGRET General purpose retention register

This register is a retained register

5.3.7.18 DCDCEN
Address offset: 0x578

Enable DC/DC converter for REG1 stage

ID Acce Field Value ID Description

A RW DCDCEN Enable DC/DC converter for REG1 stage.
Disabled 0 Disable
Enabled 1 Enable

5.3.7.19 MAINREGSTATUS
Address offset: 0x640

Main supply status
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ID Acce Field Value ID Description

A R MAINREGSTATUS Main supply status
Normal 0 Normal voltage mode. Voltage supplied on VDD.
High 1 High voltage mode. Voltage supplied on VDDH.

5.3.7.20 RAM[n].POWER (n=0..8)
Address offset: 0x900 + (n x 0x10)

RAMnN power control register

ID Acce Field Value ID Description

A-P RW S[i]POWER (i=0..15) Keep RAM section Si on or off in System ON mode.

RAM sections are always retained when on, but can
also be retained when off depending on the settings in

SIRETENTION. All RAM sections will be off in System OFF

mode.
Off 0 Off
On 1 On
Q-f RW S[Ii]JRETENTION (i=0..15) Keep retention on RAM section Si when RAM section is off
Off 0 Off
On 1 On

5.3.7.21 RAM[n].POWERSET (n=0..8)
Address offset: 0x904 + (n x 0x10)

RAMnN power control set register

When read, this register will return the value of the POWER register.

ID Acce Field Value ID Description
A-P W S[i]POWER (i=0..15) Keep RAM section Si of RAMn on or off in System ON mode
On 1 On
Q-f W S[iJRETENTION (i=0..15) Keep retention on RAM section Si when RAM section is
switched off
On 1 On

5.3.7.22 RAM[n].POWERCLR (n=0..8)
Address offset: 0x908 + (n x 0x10)
RAMN power control clear register

When read, this register will return the value of the POWER register.
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Acce Field Value ID Description
A-P W S[i]POWER (i=0..15) Keep RAM section Si of RAMn on or off in System ON mode
off 1 off
Q-f W  S[iJRETENTION (i=0..15) Keep retention on RAM section Si when RAM section is
switched off
off 1 off

5.3.8 Electrical specification

5.3.8.1 Regulator operating conditions

|

Vbp,por VDD supply voltage needed during power-on reset 1.75

Vbp Normal voltage mode operating voltage 1.7 3.0 3.6

VppH High voltage mode operating voltage 2.5 3.7 5.5

Cvobp Effective decoupling capacitance on the VDD pin 2.7 4.7 5.5 WF
Cpeca Effective decoupling capacitance on the DEC4 pin 0.7 1 1.3 uF

5.3.8.2 Regulator specifications, REGO stage

VREGOOUT REGO output voltage 1.8 3.3 \Y

VREGOOUT,ERR REGO output voltage error (deviation from setting in -10 5 %
REGOUTO on page 44)

VREGOOUT,ERR,EXT REGO output voltage error (deviation from setting in -10 7 %
REGOUTO on page 44), extended temperature range

VVDDH-VDD Required difference between input voltage (VDDH) and 0.3 Vv
output voltage (VDD, configured in REGOUTO on page 44),
VDDH > VDD

5.3.8.3 Device startup times

tpoR Time in power-on reset after supply reaches minimum

operating voltage, depending on supply rise time

tpoR,10us VDD rise time 10 ps** 1 10 ms
tpoR,10ms VDD rise time 10 ms™* ° ms
tpoR 60ms VDD rise time 60 ms™* 23 110 ms
tRISE,REGOOUT REGO output (VDD) rise time after VDDH reaches minimum

VDDH supply voltage11

tRiSEREGOOUT10us  VDDH rise time 10 ps™* 022 155 ms
tRiseREGOOUT,10ms  VDDH rise time 10 ms*! 5 ms
tRIsEREGOOUT100ms  VDDH rise time 100 ms*? 30 50 80 ms
tINR Reset time when using pin reset, depending on pin

capacitance
tpINR,500nF 500 nF capacitance at reset pin 325 ms

11 See Recommended operating conditions on page 611 for more information.
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tpINR, 10pF 10 pF capacitance at reset pin 650 ms
trooN Time from power-on reset to System ON

tR20N,NOTCONF If reset pin not configured tPOR ms
tR20N,CONF If reset pin configured tPOR + i

tPINR

torr20N Time from OFF to CPU execute 16.5 us
tipLE2CPU Time from IDLE to CPU execute 3.0 us
tevTsET,CLL Time from HW event to PPl event in Constant Latency 0.0625 us

System ON mode
tevTsET,CLO Time from HW event to PPl event in Low Power System ON 0.0625 us

mode

5.3.8.4 Power fail comparator

Vpornv Nominal power level warning thresholds (falling supply 1.7 2.8 \
voltage) in Normal voltage mode (supply on VDD). Levels are
configurable between Min. and Max. in 100 mV increments

VpoRHY Nominal power level warning thresholds (falling supply 2.7 4.2 Vv
voltage) in High voltage mode (supply on VDDH). Levels are
configurable in 100 mV increments

VporToL Threshold voltage tolerance (applies in both Normal voltage -5 5 %
mode and High voltage mode)

VPOFHYST Threshold voltage hysteresis (applies in both Normal voltage 40 50 60 mV
mode and High voltage mode)

VBOR,0FF Brownout reset voltage range System OFF mode. Brownout 1.2 1.62 \
only applies to the voltage on VDD

VBoR,0N Brownout reset voltage range System ON mode. Brownout 1.57 1.6 1.63 Vv

only applies to the voltage on VDD

5.3.8.5 USB operating conditions

Veus Supply voltage on VBUS pin 4.35 5 5.5 Vv
Vbrom Voltage on D+ and D- lines VSS-0.3 VUSB33 V
+0.3

5.3.8.6 USB regulator specifications

luss,Quies USB regulator quiescent current drawn from VBUS (USBD 170 HA
enabled)

tUSBPWRRDY Time from USB enabled to USBPWRRDY event triggered, 1 ms
Vpus supply provided

Vusg33 On voltage at the USB regulator output (DECUSB pin) 3.0 3.3 3.6 \Y

RsouRCEVBUS Maximum source resistance on VBUS, including cable, when 6

VDDH is not connected to VBUS
RsoURCE,vBUSVDDH Maximum source resistance on VBUS, including cable, when 3.8 Q
VDDH is connected to VBUS

Cbecuss Decoupling capacitor on the DECUSB pin 2.35 4.7 5.5 uF

N
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5.3.8.7 VBUS detection specifications

Symbol

VBus,DETECT

VBus,REMOVE

Description Min. Typ.
Voltage at which rising VBUS gets reported by USBDETECTED 34 4.0
Voltage at which decreasing VBUS gets reported by 3.0 3.6
USBREMOVED

5.4 CLOCK — Clock control

The clock control system can source the system clocks from a range of internal or external high and low
frequency oscillators and distribute them to modules based upon a module’s individual requirements.

Clock distribution is automated and grouped independently by module to limit current consumption in
unused branches of the clock tree.

Listed here are the main features for CLOCK:

64 MHz on-chip oscillator

64 MHz crystal oscillator, using external 32 MHz crystal
32.768 kHz +/-500 ppm RC oscillator

32.768 kHz crystal oscillator, using external 32.768 kHz crystal
32.768 kHz oscillator synthesized from 64 MHz oscillator

Firmware (FW) override control of crystal oscillator activity for low latency start up
Automatic internal oscillator and clock control, and distribution for ultra-low power

XC1

HFCLKSTART = HFCLKSTOP LFCLKSTART LFCLKSTOP

N v

HFINT
Internal oscillator

Max.

43
819

-
>
-
>
-
>

HFCLK
Clock control

al
H

Iy
H

HFXO
Crystal oscillator

XC2

XL1

\J

XL2

LFRC
CAL 1 RC oscillator SYNT
LFXO LFCLK
Crystal oscillator Clock control
HFCLKSTARTED LFCLKSTARTED

Figure 22: Clock control

5.4.1 HFCLK controller

The HFCLK controller provides several clock signals in the system.

These are as follows:
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Units
\
Vv

PCLK1M
PCLK16M
PCLK32M

HCLK64M

PCLK32KI

N

NORDIC"

SEMICONDUCTOR



Power and clock management

e HCLK64M: 64 MHz CPU clock

e PCLK1M: 1 MHz peripheral clock

e PCLK16M: 16 MHz peripheral clock
e PCLK32M: 32 MHz peripheral clock

The HFCLK controller uses the following high frequency clock (HFCLK) sources:

e 64 MHz internal oscillator (HFINT)
® 64 MHz crystal oscillator (HFXO)

For illustration, see Clock control on page 82.

The HFCLK controller will automatically provide the clock(s) requested by the system. If the system does
not request any clocks from the HFCLK controller, the controller will enter a power saving mode.

The HFINT source will be used when HFCLK is requested and HFXO has not been started.

The HFXO is started by triggering the HFCLKSTART task and stopped by triggering the HFCLKSTOP task.
When the HFCLKSTART task is triggered, the HFCLKSTARTED event is generated once the HFXO startup
time has elapsed. The HFXO startup time is given as the sum of the following:

¢ HFXO power-up time, as specified in 64 MHz crystal oscillator (HFXO) on page 95.
¢ HFXO debounce time, as specified in register HFXODEBOUNCE on page 94.

The HFXO must be running to use the RADIO or the calibration mechanism associated with the 32.768 kHz
RC oscillator.

5.4.1.1 64 MHz crystal oscillator (HFXO)
The 64 MHz crystal oscillator (HFXO) is controlled by a 32 MHz external crystal.

The crystal oscillator is designed for use with an AT-cut quartz crystal in parallel resonant mode. To achieve
correct oscillation frequency, the load capacitance must match the specification in the crystal data sheet.

Circuit diagram of the 64 MHz crystal oscillator on page 83 shows how the 32 MHz crystal is connected
to the 64 MHz crystal oscillator.

o [ 5 e

01'% D % 5

32 MHz
crystal

Figure 23: Circuit diagram of the 64 MHz crystal oscillator

The load capacitance (CL) is the total capacitance seen by the crystal across its terminals and is given by:

N
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(cr-c2)

[ =" =)

(C1+C2)
CI'=Cl+C,, +C,,

C2=C2+C,,,+C,,

C1 and C2 are ceramic SMD capacitors connected between each crystal terminal and ground. For more
information, see Reference circuitry on page 570. Cpcp1 and Cpepy are stray capacitances on the PCB. Cpi,
is the pin input capacitance on the XC1 and XC2 pins. See table 64 MHz crystal oscillator (HFXO) on page
95. The load capacitors C1 and C2 should have the same value.

For reliable operation, the crystal load capacitance, shunt capacitance, equivalent series resistance, and
drive level must comply with the specifications in table 64 MHz crystal oscillator (HFXO) on page 95. It

is recommended to use a crystal with lower than maximum load capacitance and/or shunt capacitance. A
low load capacitance will reduce both start up time and current consumption.

5.4.2 LFCLK controller

The system supports several low frequency clock sources.

As illustrated in Clock control on page 82, the system supports the following low frequency clock
sources:

e 32.768 kHz RC oscillator (LFRC)
e 32.768 kHz crystal oscillator (LFXO)
e 32.768 kHz synthesized from HFCLK (LFSYNT)

The LFCLK controller and all of the LFCLK clock sources are always switched off when in System OFF mode.

The LFCLK clock is started by first selecting the preferred clock source in register LFCLKSRC on page 93

and then triggering the LFCLKSTART task. If the LFXO is selected as the clock source, the LFCLK will initially
start running from the 32.768 kHz LFRC while the LFXO is starting up and automatically switch to using the
LFXO once this oscillator is running. The LFCLKSTARTED event will be generated when the LFXO has been
started.

The register LFXODEBOUNCE on page 94 is used to configure the LFXO debounce time. The
register must be modified if operating in the Extended Operating Conditions temperature range, see
Recommended operating conditions on page 611. The LFXO start up time will be increased as a result.

The LFCLK clock is stopped by triggering the LFCLKSTOP task.

Register LFCLKSRC on page 93 controls the clock source, and its allowed swing. The truth table for
various situations is as follows:

N
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SRC EXTERNAL BYPASS Comment

0 0 Normal operation, LFRC is source

0 1 DO NOT USE

DO NOT USE

Normal XTAL operation

Apply external low swing signal to XL1, ground XL2

Apply external full swing signal to XL1, leave XL2 grounded or unconnected
DO NOT USE

Normal operation, LFSYNT is source

= O B B O O X

DO NOT USE

N NN PR, P, P, P, O O O
» O O O +» +» O

>

DO NOT USE
Table 20: LFCLKSRC configuration depending on clock source

It is not allowed to write to register LFCLKSRC on page 93 when the LFCLK is running.

A LFCLKSTOP task will stop the LFCLK oscillator. However, the LFCLKSTOP task can only be triggered after
the STATE field in register LFCLKSTAT on page 93 indicates LFCLK running state.

The synthesized 32.768 kHz clock depends on the HFCLK to run. If high accuracy is required for the LFCLK
running off the synthesized 32.768 kHz clock, the HFCLK must running from the HFXO source.

5.4.2.1 32.768 kHz RC oscillator (LFRC)
The default source of the low frequency clock (LFCLK) is the 32.768 kHz RC oscillator (LFRC).

The LFRC oscillator does not require additional external components.

The LFRC frequency will be affected by variation in temperature. The LFRC oscillator can be calibrated to
improve accuracy by using the HFXO as a reference oscillator during calibration.

5.4.2.2 Calibrating the 32.768 kHz RC oscillator
After the LFRC oscillator is started and running, it can be calibrated by triggering the CAL task.

The LFRC oscillator will then temporarily request the HFCLK to be used as a reference for the calibration. A
DONE event will be generated when calibration has finished. The HFCLK crystal oscillator has to be started
(by triggering the HFCLKSTART task) in order for the calibration mechanism to work.

It is not allowed to stop the LFRC during an ongoing calibration.

5.4.2.3 Calibration timer
The calibration timer can be used to time the calibration interval of the 32.768 kHz RC oscillator.

The calibration timer is started by triggering the CTSTART task and stopped by triggering the CTSTOP task.
The calibration timer will always start counting down from the value specified in CTIV ( Retained ) on page
95 and generate a CTTO event when it reaches 0. The calibration timer will automatically stop when it
reaches 0.

CTSTART — P
CTSTARTED <——

CTSTOP > Cali_bration CTIV
CTSTOPPED -<f—] timer

CTTO -—

Figure 24: Calibration timer

After a CTSTART task has been triggered, the calibration timer will ignore further tasks until it has returned
the CTSTARTED event. Likewise, after a CTSTOP task has been triggered, the calibration timer will ignore
further tasks until it has returned a CTSTOPPED event. Triggering CTSTART while the calibration timer

N
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is running will immediately return a CTSTARTED event. Triggering CTSTOP when the calibration timer is
stopped will immediately return a CTSTOPPED event.

5.4.2.4 32.768 kHz crystal oscillator (LFXO)

For higher LFCLK accuracy (when better than +/- 500 ppm accuracy is required), the low frequency crystal
oscillator (LFXO) must be used.

The following external clock sources are supported:

¢ Low swing clock signal applied to the XL1 pin. The XL2 pin shall then be grounded.
¢ Rail-to-rail clock signal applied to the XL1 pin. The XL2 pin shall then be grounded or left unconnected.

To achieve correct oscillation frequency, the load capacitance must match the specification in the crystal
data sheet. Circuit diagram of the 32.768 kHz crystal oscillator on page 86 shows the LFXO circuitry.

w 5 ne

C1 D Cc2

32.768 kHz
crystal

Figure 25: Circuit diagram of the 32.768 kHz crystal oscillator

The load capacitance (CL) is the total capacitance seen by the crystal across its terminals and is given by:

(c1-C2)

[ == =)

(C1+C2)
cr=ci+c,, +C,,

C2=C2+C,,,+C,,

C1 and C2 are ceramic SMD capacitors connected between each crystal terminal and ground. Cpep1 and
Coch2 are stray capacitances on the PCB. Cy, is the pin input capacitance on the XC1 and XC2 pins (see Low
frequency crystal oscillator (LFXO) on page 96). The load capacitors C1 and C2 should have the same
value.

For more information, see Reference circuitry on page 570.

5.4.2.5 32.768 kHz synthesized from HFCLK (LFSYNT)

LFCLK can also be synthesized from the HFCLK clock source. The accuracy of LFCLK will then be the
accuracy of the HFCLK.

Using the LFSYNT clock avoids the requirement for a 32.768 kHz crystal, but increases average power
consumption as the HFCLK will need to be requested in the system.
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5.4.3 Registers

0x40000000 CLOCK CLOCK Clock control

Table 21: Instances

TASKS_HFCLKSTART 0x000 Start HFXO crystal oscillator

TASKS_HFCLKSTOP 0x004 Stop HFXO crystal oscillator

TASKS_LFCLKSTART 0x008 Start LFCLK

TASKS_LFCLKSTOP 0x00C Stop LFCLK

TASKS_CAL 0x010 Start calibration of LFRC

TASKS_CTSTART 0x014 Start calibration timer

TASKS_CTSTOP 0x018 Stop calibration timer

EVENTS_HFCLKSTARTED 0x100 HFXO crystal oscillator started

EVENTS_LFCLKSTARTED 0x104 LFCLK started

EVENTS_DONE 0x10C Calibration of LFRC completed

EVENTS_CTTO 0x110 Calibration timer timeout

EVENTS_CTSTARTED 0x128 Calibration timer has been started and is ready to process new tasks
EVENTS_CTSTOPPED 0x12C Calibration timer has been stopped and is ready to process new tasks
INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

HFCLKRUN 0x408 Status indicating that HFCLKSTART task has been triggered
HFCLKSTAT 0x40C HFCLK status

LFCLKRUN 0x414 Status indicating that LFCLKSTART task has been triggered

LFCLKSTAT 0x418 LFCLK status

LFCLKSRCCOPY 0x41C Copy of LFCLKSRC register, set when LFCLKSTART task was triggered
LFCLKSRC 0x518 Clock source for the LFCLK

HFXODEBOUNCE 0x528 HFXO debounce time. The HFXO is started by triggering the TASKS_HFCLKSTART task.
LFXODEBOUNCE 0x52C LFXO debounce time. The LFXO is started by triggering the TASKS_LFCLKSTART task when the

LFCLKSRC register is configured for Xtal.
CTIV 0x538 Calibration timer interval Retained
TRACECONFIG 0x55C Clocking options for the trace port debug interface

Table 22: Register overview

5.4.3.1 TASKS _HFCLKSTART
Address offset: 0x000

Start HFXO crystal oscillator

Acce Field Value ID Description
A W  TASKS_HFCLKSTART Start HFXO crystal oscillator
Trigger 1 Trigger task

5.4.3.2 TASKS_HFCLKSTOP
Address offset: 0x004
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Stop HFXO crystal oscillator

D Acce Field Value ID Description
A W TASKS_HFCLKSTOP Stop HFXO crystal oscillator
Trigger 1 Trigger task

5.4.3.3 TASKS_LFCLKSTART
Address offset: 0x008

Start LFCLK

ID Acce Field Description
A W TASKS_LFCLKSTART Start LFCLK
Trigger 1 Trigger task

5.4.3.4 TASKS_LFCLKSTOP
Address offset: 0x00C

Stop LFCLK

ID Acce Field Value ID Description
A W TASKS_LFCLKSTOP Stop LFCLK
Trigger 1 Trigger task

5.4.3.5 TASKS_CAL
Address offset: 0x010

Start calibration of LFRC

ID Acce Field Value ID Description
A W TASKS_CAL Start calibration of LFRC
Trigger 1 Trigger task

5.4.3.6 TASKS_CTSTART
Address offset: 0x014

Start calibration timer
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ID Acce Field Value ID Value Description
A W TASKS_CTSTART Start calibration timer
Trigger 1 Trigger task

5.4.3.7 TASKS_CTSTOP
Address offset: 0x018

Stop calibration timer

D Acce Field Value ID Value Description
A W TASKS_CTSTOP Stop calibration timer
Trigger 1 Trigger task

5.4.3.8 EVENTS_HFCLKSTARTED
Address offset: 0x100

HFXO crystal oscillator started

ID Acce Field Value ID Description

A RW EVENTS_HFCLKSTARTED HFXO crystal oscillator started
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.9 EVENTS_LFCLKSTARTED

Address offset: 0x104

LFCLK started

D Acce Field Value ID Description

A RW EVENTS_LFCLKSTARTED LFCLK started
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.10 EVENTS_DONE
Address offset: 0x10C

Calibration of LFRC completed
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Acce Field Value ID Description
A RW EVENTS_DONE Calibration of LFRC completed
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.11 EVENTS_CTTO

Address offset: 0x110

Calibration timer timeout

Acce Field Value ID Description
A RW EVENTS_CTTO Calibration timer timeout
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.12 EVENTS_CTSTARTED
Address offset: 0x128

Calibration timer has been started and is ready to process new tasks

Acce Field Value ID Description
A RW EVENTS_CTSTARTED Calibration timer has been started and is ready to process
new tasks
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.13 EVENTS_CTSTOPPED
Address offset: 0x12C

Calibration timer has been stopped and is ready to process new tasks

Acce Field Value ID Description
A RW EVENTS_CTSTOPPED Calibration timer has been stopped and is ready to process
new tasks
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.14 INTENSET
Address offset: 0x304
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Enable interrupt

Acce Field Value ID

Description

A RW HFCLKSTARTED
Set
Disabled
Enabled
B RW LFCLKSTARTED
Set
Disabled
Enabled
C RW DONE
Set
Disabled
Enabled

Set
Disabled
Enabled

=
2

CTSTARTED
Set
Disabled
Enabled

B
2

CTSTOPPED
Set
Disabled
Enabled

5.4.3.15 INTENCLR
Address offset: 0x308

Disable interrupt

Acce Field Value ID

Write '1' to enable interrupt for event HFCLKSTARTED
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event LFCLKSTARTED
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event DONE
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event CTTO
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event CTSTARTED
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event CTSTOPPED
Enable

Read: Disabled

Read: Enabled

A RW HFCLKSTARTED
Clear
Disabled
Enabled
B RW LFCLKSTARTED
Clear
Disabled
Enabled
C RW DONE
Clear
Disabled
Enabled
D RW CTTO

4452 _021v1.5
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Description

Write '1' to disable interrupt for event HFCLKSTARTED
Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event LFCLKSTARTED
Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event DONE

Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event CTTO
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ID Acce Field Value ID Description
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
E RW CTSTARTED Write '1' to disable interrupt for event CTSTARTED
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
F RW CTSTOPPED Write '1' to disable interrupt for event CTSTOPPED
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

5.4.3.16 HFCLKRUN
Address offset: 0x408

Status indicating that HFCLKSTART task has been triggered

Acce Field Value ID Description
A R  STATUS HFCLKSTART task triggered or not
NotTriggered 0 Task not triggered
Triggered 1 Task triggered

5.4.3.17 HFCLKSTAT

Address offset: 0x40C

HFCLK status

Value ID Description
A R SRC Source of HFCLK
RC 0 64 MHz internal oscillator (HFINT)
Xtal 1 64 MHz crystal oscillator (HFXO)
B R STATE HFCLK state
NotRunning 0 HFCLK not running
Running 1 HFCLK running

5.4.3.18 LFCLKRUN
Address offset: 0x414
Status indicating that LFCLKSTART task has been triggered
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ID Acce Field Value ID Description

A R  STATUS LFCLKSTART task triggered or not
NotTriggered 0 Task not triggered
Triggered 1 Task triggered

5.4.3.19 LFCLKSTAT

Address offset: 0x418

LFCLK status

Value ID Description
A R SRC Source of LFCLK

RC 0 32.768 kHz RC oscillator (LFRC)

Xtal 1 32.768 kHz crystal oscillator (LFXO)

Synth 2 32.768 kHz synthesized from HFCLK (LFSYNT)
B R STATE LFCLK state

NotRunning 0 LFCLK not running

Running 1 LFCLK running

5.4.3.20 LFCLKSRCCOPY
Address offset: 0x41C

Copy of LFCLKSRC register, set when LFCLKSTART task was triggered

ID Acce Field Value ID Description
A R SRC Clock source
RC 0 32.768 kHz RC oscillator (LFRC)
Xtal 1 32.768 kHz crystal oscillator (LFXO)
Synth 2 32.768 kHz synthesized from HFCLK (LFSYNT)

5.4.3.21 LFCLKSRC
Address offset: 0x518
Clock source for the LFCLK
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Description

ID Acce Field Value ID
A RW SRC
RC 0
Xtal 1
Synth 2
B RW BYPASS
Disabled 0
Enabled 1
C RW EXTERNAL
Disabled 0
Enabled 1

5.4.3.22 HFXODEBOUNCE
Address offset: 0x528

Clock source

32.768 kHz RC oscillator (LFRC)

32.768 kHz crystal oscillator (LFXO)

32.768 kHz synthesized from HFCLK (LFSYNT)

Enable or disable bypass of LFCLK crystal oscillator with
external clock source

Disable (use with Xtal or low-swing external source)
Enable (use with rail-to-rail external source)

Enable or disable external source for LFCLK

Disable external source (use with Xtal)

Enable use of external source instead of Xtal (SRC needs to

be set to Xtal)

HFXO debounce time. The HFXO is started by triggering the TASKS_HFCLKSTART task.

The EVENTS_HFCLKSTARTED event is generated after the HFXO power up time + the HFXO debounce time
has elapsed. It is not allowed to change the value of this register while the HFXO is starting.

Description

ID  Acce Field Value ID Value

A RW HFXODEBOUNCE 0x01..0xFF
Db256us 0x10
Db1024us 0x40

5.4.3.23 LFXODEBOUNCE
Address offset: 0x52C

HFXO debounce time. Debounce time = HFXODEBOUNCE *
16 ps.

256 ps debounce time. Recommended for 1.6 mm x 2.0 mm
crystals and larger.

1024 ps debounce time. Recommended for 1.6 mm x 1.2

mm crystals and smaller.

LFXO debounce time. The LFXO is started by triggering the TASKS_LFCLKSTART task when the LFCLKSRC

register is configured for Xtal.

The EVENTS_LFCLKSTARTED event is generated after the LFXO debounce time has elapsed. It is not
allowed to change the value of this register while the LFXO is starting.

ID Acce Field Value ID
A RW LFXODEBOUNCE

Normal 0

Extended 1

Description

LFXO debounce time.

8192 32.768 kHz periods, or 0.25 s. Recommended for
normal Operating Temperature conditions.

16384 32.768 kHz periods, or 0.5 s. Recommended for

Extended Operating Temperature conditions.
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5.4.3.24 CTIV ( Retained )
Address offset: 0x538
This register is a retained register

Calibration timer interval

Acce Field Value ID Description

A RW CTIV Calibration timer interval in multiple of 0.25 seconds.

Range: 0.25 seconds to 31.75 seconds.

5.4.3.25 TRACECONFIG
Address offset: 0x55C
Clocking options for the trace port debug interface

This register is a retained register. Reset behavior is the same as debug components.

Acce Field Value ID Description

A RW TRACEPORTSPEED Speed of trace port clock. Note that the TRACECLK pin will

output this clock divided by two.

32MHz 0 32 MHz trace port clock (TRACECLK = 16 MHz)

16MHz 1 16 MHz trace port clock (TRACECLK = 8 MHz)

8MHz 2 8 MHz trace port clock (TRACECLK = 4 MHz)

4MHz 3 4 MHz trace port clock (TRACECLK = 2 MHz)

B RW TRACEMUX Pin multiplexing of trace signals. See pin assignment chapter

for more details.

GPIO 0 No trace signals routed to pins. All pins can be used as
regular GPIOs.

Serial 1 SWO trace signal routed to pin. Remaining pins can be used
as regular GPIOs.

Parallel 2 All trace signals (TRACECLK and TRACEDATA[n]) routed to

5.4.4 Electrical specification

5.4.4.1 64 MHz internal oscillator (HFINT)

fNOM_HFINT Nominal output frequency 64 MHz
froL_HrNT Frequency tolerance +1.5 +8 %
froL_HFINTEXT Frequency tolerance, extended temperature range +9 %

5.4.4.2 64 MHz crystal oscillator (HFXO)
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Symbol
fnom_HFxo
fxTaL_Hrxo

froL_exo

froL_HFxo_BLE

froL_HFxo_BLE_LP

Ci_nrxo
Co_Hrxo
Rs_Hrxo_7pF
Rs_Hrxo_3pF
Pp_HFxo
CpIN_HFXO
IsTBY_x32M

IsTBY_X32M_X0

IsTBY_X32M_X1

ISTART_X32M

ISTART_X32M_x0

ISTART_X32M_X1

trowERUP_X32M

troweruP_Xx32M_x0

troweruP_x32m_x1

5.4.4.3 Low frequency crystal oscillator (LFXO)

Symbol
fNoMm_Lrxo
froL_rxo_sLE
froL_trxo_aNT
CL_1rxo
Co_Lrxo
Rs_trxo
Po_trxo

Cpin

ILrxo

tSTART_LFXO

4452 _021v1.5

Description

Nominal output frequency

External crystal frequency

Frequency tolerance requirement for 2.4 GHz proprietary
radio applications

Frequency tolerance requirement, Bluetooth low energy
applications, packet length < 200 bytes

Frequency tolerance requirement, Bluetooth low energy
applications, packet length > 200 bytes

Load capacitance

Shunt capacitance

Equivalent series resistance 3 pF < CO < 7 pF

Equivalent series resistance CO < 3 pF

Drive level

Input capacitance XC1 and XC2

Core standby current for various crystals

Typical parameters for a given 2.5mm x 2.0mm crystal:

CL_HFXO = 8 pF, CO_HFXO = 1 pF, LM_HFXO = 7 mH,
RS_HFXO =20 Q

Typical parameters for a given 1.6mm x 1.2mm crystal:

CL_HFXO = 8 pF, CO_HFXO = 0.4 pF, LM_HFXO = 20 mH,
RS_HFXO =40 Q
Average startup current for various crystals, first 1 ms

Typical parameters for a given 2.5mm x 2.0mm crystal:

CL_HFXO = 8 pF, CO_HFXO = 1 pF, LM_HFXO = 7 mH,
RS_HFXO =20 Q

Typical parameters for a given 1.6mm x 1.2mm crystal:

CL_HFXO = 8 pF, CO_HFXO = 0.4 pF, LM_HFXO = 20 mH,
RS_HFXO=40Q
Power-up time for various crystals

Typical parameters for a given 2.5mm x 2.0mm crystal:

CL_HFXO = 8 pF, CO_HFXO = 1 pF, LM_HFXO = 7 mH,
RS_HFX0 =20 Q

Typical parameters for a given 1.6mm x 1.2mm crystal:

CL_HFXO = 8 pF, CO_HFXO = 0.4 pF, LM_HFXO = 20 mH,
RS_HFXO =40 Q

Description

Crystal frequency

Frequency tolerance requirement for BLE stack
Frequency tolerance requirement for ANT stack
Load capacitance

Shunt capacitance

Equivalent series resistance

Drive level

Input capacitance on XL1 and XL2 pads

Run current for 32.768 kHz crystal oscillator

Startup time for 32.768 kHz crystal oscillator

96

Min. Typ. Max. Units
64 MHz
32 MHz

+60 ppm

+40 ppm

+30 ppm

12 pF

7 pF

60

100

100 uw
3 pF
65 HA
110 HA
360 HA
785 HA
60 us
200 us

Min. Typ. Max. Units

32.768 kHz
+500 ppm
+50 ppm
12.5 pF
2 pF
100 kQ
0.5 uw
4 pF
0.23 HA
0.25 s
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TSTART_LFXO_EXT Startup time for 32.768 kHz crystal oscillator when 0.5 s
CLOCK.LFXODEBOUNCE configured for Extended debounce
time

VAMP,IN,XO,LOW Peak to peak amplitude for external low swing clock. Input 200 1000 mV

signal must not swing outside supply rails.

5.4.4.4 Low frequency RC oscillator (LFRC)

fnom_LFRC Nominal frequency 32.768 kHz
froL_Lrre Frequency tolerance, uncalibrated +5 %
froL_cat_Lrre Frequency tolerance after calibration*? +500 ppm
ILrre Run current 0.7 HA
tSTART_LFRC Startup time 1000 us

5.4.4.5 Synthesized low frequency clock (LFSYNT)

fnOM_LFSYNT Nominal frequency 32.768 kHz

12 constant temperature within £0.5 °C, calibration performed at least every 8 seconds, averaging
interval > 7.5 ms, defined as 3 sigma
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6 Peripherals

6.1 Peripheral interface

Peripherals are controlled by the CPU by writing to configuration registers and task registers. Peripheral
events are indicated to the CPU by event registers and interrupts if they are configured for a given event.

Task signal from PPI

Peripheral

TASK

SHORTS

task

Peripheral
core

event

INTEN m

!
!
|

> EVENT m 4/0—4>

IRQ signal to NVIC

v
Event signal to PPI

Figure 26: Tasks, events, shortcuts, and interrupts

6.1.1 Peripheral ID

Every peripheral is assigned a fixed block of 0x1000 bytes of address space, which is equal to 1024 x 32 bit
registers.

See Instantiation on page 22 for more information about which peripherals are available and where they
are located in the address map.

There is a direct relationship between peripheral ID and base address. For example, a peripheral with base
address 0x40000000 is assigned ID=0, a peripheral with base address 0x40001000 is assigned ID=1, and a
peripheral with base address 0x4001F000 is assigned ID=31.

Peripherals may share the same ID, which may impose one or more of the following limitations:

¢ Some peripherals share some registers or other common resources.

e QOperation is mutually exclusive. Only one of the peripherals can be used at a time.

¢ Switching from one peripheral to another must follow a specific pattern (disable the first, then enable
the second peripheral).

N

NORDIC"

SEMICONDUCTOR

4452 021v1.5 98



Peripherals

6.1.2 Peripherals with shared ID

In general (with the exception of ID 0), peripherals sharing an ID and base address may not be used
simultaneously. The user can only enable one peripheral at the time on this specific ID.

When switching between two peripherals sharing an ID, the user should do the following to prevent
unwanted behavior:

1. Disable the previously used peripheral.

2. Remove any programmable peripheral interconnect (PPI) connections set up for the peripheral that is
being disabled.

3. Clear all bits in the INTEN register, i.e. INTENCLR = OXFFFFFFFF.

4. Explicitly configure the peripheral that you are about to enable and do not rely on configuration values
that may be inherited from the peripheral that was disabled.

5. Enable the now configured peripheral.

See which peripherals are sharing ID in Instantiation on page 22.

6.1.3 Peripheral registers
Most peripherals feature an ENABLE register. Unless otherwise specified in the relevant chapter, the

peripheral registers (in particular the PSEL registers) must be configured before enabling the peripheral.

The peripheral must be enabled before tasks and events can be used.

6.1.4 Bit set and clear

Registers with multiple single-bit bit fields may implement the set-and-clear pattern. This pattern enables
firmware to set and clear individual bits in a register without having to perform a read-modify-write
operation on the main register.

This pattern is implemented using three consecutive addresses in the register map, where the main
register is followed by dedicated SET and CLR registers (in that exact order).

The SET register is used to set individual bits in the main register while the CLR register is used to clear
individual bits in the main register. Writing 1 to a bit in SET or CLR register will set or clear the same bit in
the main register respectively. Writing 0 to a bit in SET or CLR register has no effect. Reading the SET or
CLR register returns the value of the main register.

Note: The main register may not be visible and hence not directly accessible in all cases.

6.1.5 Tasks

Tasks are used to trigger actions in a peripheral, for example to start a particular behavior. A peripheral can
implement multiple tasks with each task having a separate register in that peripheral's task register group.

A task is triggered when firmware writes 1 to the task register, or when the peripheral itself or another
peripheral toggles the corresponding task signal. See Tasks, events, shortcuts, and interrupts on page
98.

6.1.6 Events

Events are used to notify peripherals and the CPU about events that have happened, for example a state
change in a peripheral. A peripheral may generate multiple events with each event having a separate
register in that peripheral’s event register group.

An event is generated when the peripheral itself toggles the corresponding event signal, and the event
register is updated to reflect that the event has been generated. See Tasks, events, shortcuts, and
interrupts on page 98. An event register is only cleared when firmware writes 0 to it.
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Events can be generated by the peripheral even when the event register is set to 1.

6.1.7 Shortcuts

A shortcut is a direct connection between an event and a task within the same peripheral. If a shortcut is
enabled, the associated task is automatically triggered when its associated event is generated.

Using a shortcut is the equivalent to making the same connection outside the peripheral and through the
PPI. However, the propagation delay through the shortcut is usually shorter than the propagation delay
through the PPI.

Shortcuts are predefined, which means their connections cannot be configured by firmware. Each shortcut
can be individually enabled or disabled through the shortcut register, one bit per shortcut, giving a
maximum of 32 shortcuts for each peripheral.

6.1.8 Interrupts

All peripherals support interrupts. Interrupts are generated by events.

A peripheral only occupies one interrupt, and the interrupt number follows the peripheral ID. For example,
the peripheral with ID=4 is connected to interrupt number 4 in the nested vectored interrupt controller
(NVIC).

Using the INTEN, INTENSET, and INTENCLR registers, every event generated by a peripheral can be
configured to generate that peripheral's interrupt. Multiple events can be enabled to generate interrupts
simultaneously. To resolve the correct interrupt source, the event registers in the event group of
peripheral registers will indicate the source.

Some peripherals implement only INTENSET and INTENCLR registers, and the INTEN register is not
available on those peripherals. See the individual peripheral chapters for details. In all cases, reading back
the INTENSET or INTENCLR register returns the same information as in INTEN.

Each event implemented in the peripheral is associated with a specific bit position in the INTEN, INTENSET,
and INTENCLR registers.

The relationship between tasks, events, shortcuts, and interrupts is shown in Tasks, events, shortcuts, and
interrupts on page 98.

Interrupt clearing

Clearing an interrupt by writing 0 to an event register, or disabling an interrupt using the INTENCLR
register, can take up to four CPU clock cycles to take effect. This means that an interrupt may reoccur
immediately, even if a new event has not come, if the program exits an interrupt handler after the
interrupt is cleared or disabled but before four clock cycles have passed.

Note: To avoid an interrupt reoccurring before a new event has come, the program should perform
a read from one of the peripheral registers. For example, the event register that has been cleared,
or the INTENCLR register that has been used to disable the interrupt. This will cause a one to three-
cycle delay and ensure the interrupt is cleared before exiting the interrupt handler.

Care should be taken to ensure the compiler does not remove the read operation as an optimization. If the
program can guarantee a four-cycle delay after an event is cleared or an interrupt is disabled, then a read
of a register is not required.
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6.2 AAR — Accelerated address resolver

Accelerated address resolver is a cryptographic support function for implementing the Resolvable Private
Address Resolution procedure described in Bluetooth Core Specification v4.0. Resolvable Private Address
generation should be achieved using ECB and is not supported by AAR.

The procedure allows two devices that share a secret key to generate and resolve a hash based on their
device address. The AAR block enables real-time address resolution on incoming packets when configured
as described in this chapter. This allows real-time packet filtering (whitelisting) using a list of known shared
keys (Identity Resolving Keys (IRK) in Bluetooth).

6.2.1 EasyDMA

AAR implements EasyDMA for reading and writing to RAM. EasyDMA will have finished accessing RAM
when the END, RESOLVED, and NOTRESOLVED events are generated.

If the IRKPTR on page 106, ADDRPTR on page 106, and the SCRATCHPTR on page 106 is not
pointing to the Data RAM region, an EasyDMA transfer may result in a HardFault or RAM corruption. See
Memory on page 19 for more information about the different memory regions.

6.2.2 Resolving a resolvable address

A private resolvable address is composed of six bytes according to the Bluetooth Core Specification.

LSB | | | | MSB
random 110
hash prand
(24-bit) (24-bit)

Figure 27: Resolvable address

To resolve an address, the register ADDRPTR on page 106 must point to the start of the packet. The
resolver is started by triggering the START task. A RESOLVED event is generated when AAR manages to
resolve the address using one of the Identity Resolving Keys (IRK) found in the IRK data structure. AAR will
use the IRK specified in the register IRKO to IRK15 starting from IRKO. The register NIRK on page 105
specifies how many IRKs should be used. The AAR module will generate a NOTRESOLVED event if it is not
able to resolve the address using the specified list of IRKs.

AAR will go through the list of available IRKs in the IRK data structure and for each IRK try to resolve the
address according to the Resolvable Private Address Resolution Procedure described in the Bluetooth
Core specification v4.0 [Vol 3] chapter 10.8.2.3. The time it takes to resolve an address varies due to the
location in the list of the resolvable address. The resolution time will also be affected by RAM accesses
performed by other peripherals and the CPU. See the Electrical specifications for more information about
resolution time.

AAR only compares the received address to those programmed in the module without checking the
address type.

AAR will stop as soon as it has managed to resolve the address, or after trying to resolve the address using
NIRK number of IRKs from the IRK data structure. AAR will generate an END event after it has stopped.
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SCRATCHPTR
START —p| ADDR: resolvable address
ADDRPTR RESOLVED <] < Scratch area
AAR
S0 L s1 ADDR }—» < 'SF:::C‘:;’]‘::
IRKPTR

Figure 28: Address resolution with packet preloaded into RAM

6.2.3 Example

The following example shows how to chain RADIO packet reception with address resolution using AAR.

AAR may be started as soon as the 6 bytes required by AAR have been received by RADIO and stored in
RAM. The ADDRPTR pointer must point to the start of packet.

SCRATCHPTR
START —)p| S0: SO field of RADIO (optional)
PACKETPTR o Scratch area L: Length field of RADIO (optional)
ADDRPTR S1: 81 field of RADIO (optional)
RESOLVED <€— ADDR: resolvable address
\ AAR
50 ‘ L ‘ s1 ‘ ADDR }—» RK data
IRKPTR
From remote
i / transmitter
RADIO <
RXEN—)|

Figure 29: Address resolution with packet loaded into RAM by RADIO

6.2.4 IRK data structure
The IRK data structure is located in RAM at the memory location specified by the IRKPTR register.

IRKO 0 IRK number 0 (16 bytes)
IRK1 16 IRK number 1 (16 bytes)
IRK15 240 IRK number 15 (16 bytes)

Table 23: IRK data structure overview

6.2.5 Registers

0x4000F000 AAR AAR Accelerated address resolver

Table 24: Instances

TASKS_START 0x000 Start resolving addresses based on IRKs specified in the IRK data structure

TASKS_STOP 0x008 Stop resolving addresses

EVENTS_END 0x100 Address resolution procedure complete
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EVENTS_RESOLVED 0x104 Address resolved

EVENTS_NOTRESOLVED 0x108 Address not resolved

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

STATUS 0x400 Resolution status

ENABLE 0x500 Enable AAR

NIRK 0x504 Number of IRKs

IRKPTR 0x508 Pointer to IRK data structure

ADDRPTR 0x510 Pointer to the resolvable address

SCRATCHPTR 0x514 Pointer to data area used for temporary storage

Table 25: Register overview

6.2.5.1 TASKS START
Address offset: 0x000

Start resolving addresses based on IRKs specified in the IRK data structure

Value ID Value Description

A W TASKS_START Start resolving addresses based on IRKs specified in the IRK
data structure

Trigger 1 Trigger task

6.2.5.2 TASKS_STOP
Address offset: 0x008

Stop resolving addresses

Value ID Description
A W TASKS_STOP Stop resolving addresses
Trigger 1 Trigger task

6.2.5.3 EVENTS_END
Address offset: 0x100

Address resolution procedure complete

Acce Field Value ID Value Description
A RW EVENTS_END Address resolution procedure complete
NotGenerated 0 Event not generated
Generated 1 Event generated
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6.2.5.4 EVENTS_RESOLVED
Address offset: 0x104

Address resolved

Acce Field Value ID

Description

A RW EVENTS_RESOLVED
NotGenerated

Generated

6.2.5.5 EVENTS_NOTRESOLVED
Address offset: 0x108

Address not resolved

Acce Field Value ID

Address resolved
Event not generated

Event generated

Description

A RW EVENTS_NOTRESOLVED
NotGenerated

Generated

6.2.5.6 INTENSET
Address offset: 0x304

Enable interrupt

Acce Field Value ID

Address not resolved
Event not generated

Event generated

A RW END
Set
Disabled
Enabled
B RW RESOLVED
Set
Disabled
Enabled
C RW NOTRESOLVED
Set
Disabled
Enabled

6.2.5.7 INTENCLR
Address offset: 0x308

Disable interrupt

4452 _021v1.5

Description

Write '1' to enable interrupt for event END
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event RESOLVED
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event NOTRESOLVED
Enable

Read: Disabled

Read: Enabled

104 .

NORDIC

SEMICONDUCTOR



Peripherals

Acce Field Value ID Description

A RW END Write '1' to disable interrupt for event END
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

B RW RESOLVED Write '1' to disable interrupt for event RESOLVED
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

C RW NOTRESOLVED Write '1' to disable interrupt for event NOTRESOLVED
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.2.5.8 STATUS

Address offset: 0x400

Resolution status

Acce Field Value ID Description

A R  STATUS [0..15] The IRK that was used last time an address was resolved

6.2.5.9 ENABLE
Address offset: 0x500
Enable AAR

Acce Field Value ID Description
A RW ENABLE Enable or disable AAR
Disabled 0 Disable
Enabled 3 Enable

6.2.5.10 NIRK
Address offset: 0x504
Number of IRKs

ID Acce Field Value ID Value Description
A RW NIRK [1..16] Number of Identity Root Keys available in the IRK data
structure
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6.2.5.11 IRKPTR
Address offset: 0x508

Pointer to IRK data structure

ID Acce Field Value ID Description
A RW IRKPTR Pointer to the IRK data structure
6.2.5.12 ADDRPTR

Address offset: 0x510

Pointer to the resolvable address

D Acce Field Value ID Value Description
A RW ADDRPTR Pointer to the resolvable address (6-bytes)
6.2.5.13 SCRATCHPTR

Address offset: 0x514

Pointer to data area used for temporary storage

D Acce Field Value ID Description

A RW SCRATCHPTR Pointer to a scratch data area used for temporary storage
during resolution. A space of minimum 3 bytes must be

reserved.

6.2.6 Electrical specification

6.2.6.1 AAR Electrical Specification

taar Address resolution time per IRK. Total time for several IRKs 6 us
is given as (1 ps + n * t_AAR), where n is the number of IRKs.
(Given priority to the actual destination RAM block).

taaR8 Time for address resolution of 8 IRKs. (Given priority to the 49 us

actual destination RAM block).

6.3 ACL — Access control lists

The Access control lists (ACL) peripheral is designed to assign and enforce access permission schemes for
different regions of the on-chip flash memory map.

4452 _021v1.5 106 .

NORDIC

SEMICONDUCTOR



Peripherals

Flash memory regions can be assigned individual ACL permission schemes. The following registers are

involved:

e PERM register - configures permission schemes

¢ ADDR register - defines the flash page start address (word-aligned)
o SIZE register - determines the size of the region where the permission schemes are applied

Note: The size of the region is restricted to a multiple of the flash page size, measured in bytes.
The maximum region is limited to half the size of the flash page. See Memory on page 19 for more

information.
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Figure 30: On-chip flash memory protected regions

There are four defined ACL permission schemes, each with different combinations of read/write

permissions, as shown in the following table.
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Read Write Protection description

0 0 No protection. Entire region can be executed, read, written to, or erased.
0 1 Region can be executed and read, but not written to or erased.

1 0 Region can be written to and erased, but not executed or read.

1 1 Region is locked for all access until next reset.

Table 26: ACL permission schemes

Note: If a permission violation to a protected region is detected by the ACL peripheral, the request
is blocked and a Bus Fault exception is triggered.

Access control to a configured region is enforced by the hardware. This goes into effect two CPU clock
cycles after the ADDR, SIZE, and PERM registers for an ACL instance are written successfully. There are two
dependencies for protection to be enforced. First, a valid start address for the flash page boundary must
be written to the ADDR register. Second, the SIZE and PERM registers cannot be zero.

The ADDR, SIZE, and PERM registers can only be written once. All ACL configuration registers are cleared
on reset by resetting the device from a reset source. This is the only way of clearing the configuration
registers. To ensure that the ACL peripheral always enforces the desired permission schemes, the device
boot sequence must perform the necessary configuration.

Debugger read access to a read-protected region will be Read-As-Zero (RAZ), while debugger write access
to a write-protected region will be Write-Ignored (WI).

6.3.1 Registers

Base address Peripheral Instance Description Configuration

0x4001E000 ACL ACL Access control lists

Table 27: Instances

Register Offset Description

ACL[0].ADDR 0x800 Start address of region to protect. The start address must be word-aligned.

ACL[0].SIZE 0x804 Size of region to protect counting from address ACL[0].ADDR. Writing a '0' has no effect.

ACL[0].PERM 0x808 Access permissions for region 0 as defined by start address ACL[0].ADDR and size ACL[0].SIZE
ACL[0].UNUSEDO 0x80C Reserved
ACL[1].ADDR 0x810 Start address of region to protect. The start address must be word-aligned.

ACL[1].SIZE 0x814 Size of region to protect counting from address ACL[1].ADDR. Writing a '0' has no effect.

ACL[1].PERM 0x818 Access permissions for region 1 as defined by start address ACL[1].ADDR and size ACL[1].SIZE
ACL[1].UNUSEDO 0x81C Reserved
ACL[2].ADDR 0x820 Start address of region to protect. The start address must be word-aligned.

ACL[2].SIZE 0x824 Size of region to protect counting from address ACL[2].ADDR. Writing a '0' has no effect.

ACL[2].PERM 0x828 Access permissions for region 2 as defined by start address ACL[2].ADDR and size ACL[2].SIZE
ACL[2].UNUSEDO 0x82C Reserved
ACL[3].ADDR 0x830 Start address of region to protect. The start address must be word-aligned.

ACL[3].SIZE 0x834 Size of region to protect counting from address ACL[3].ADDR. Writing a '0' has no effect.

ACL[3].PERM 0x838 Access permissions for region 3 as defined by start address ACL[3].ADDR and size ACL[3].SIZE
ACL[3].UNUSEDO 0x83C Reserved
ACL[4].ADDR 0x840 Start address of region to protect. The start address must be word-aligned.

ACL[4].SIZE 0x844 Size of region to protect counting from address ACL[4].ADDR. Writing a '0' has no effect.

ACL[4].PERM 0x848 Access permissions for region 4 as defined by start address ACL[4].ADDR and size ACL[4].SIZE
ACL[4].UNUSEDO 0x84C Reserved

N
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ACL[S].ADDR 0x850 Start address of region to protect. The start address must be word-aligned.

ACL[5].SIZE 0x854 Size of region to protect counting from address ACL[5].ADDR. Writing a '0' has no effect.

ACL[5].PERM 0x858 Access permissions for region 5 as defined by start address ACL[5].ADDR and size ACL[5].SIZE
ACL[5].UNUSEDO 0x85C Reserved
ACL[6].ADDR 0x860 Start address of region to protect. The start address must be word-aligned.

ACL[6].SIZE 0x864 Size of region to protect counting from address ACL[6].ADDR. Writing a '0' has no effect.

ACL[6].PERM 0x868 Access permissions for region 6 as defined by start address ACL[6].ADDR and size ACL[6].SIZE
ACL[6].UNUSEDO 0x86C Reserved
ACL[7].ADDR 0x870 Start address of region to protect. The start address must be word-aligned.

ACL[7].SIZE 0x874 Size of region to protect counting from address ACL[7].ADDR. Writing a '0' has no effect.

ACL[7].PERM 0x878 Access permissions for region 7 as defined by start address ACL[7].ADDR and size ACL[7].SIZE
ACL[7].UNUSEDO 0x87C Reserved

Table 28: Register overview

6.3.1.1 ACL[n].ADDR (n=0..7)
Address offset: 0x800 + (n x 0x10)
Start address of region to protect. The start address must be word-aligned.

This register can only be written once.

Acce Field Value ID Description

A RW1ADDR Start address of flash region n. The start address must point

to a flash page boundary.

6.3.1.2 ACL[n].SIZE (n=0..7)
Address offset: 0x804 + (n x 0x10)
Size of region to protect counting from address ACL[n].ADDR. Writing a '0' has no effect.

This register can only be written once.

Acce Field Value ID Description

A RW1SIZE Size of flash region n in bytes. Must be a multiple of the

flash page size.

6.3.1.3 ACL[n].PERM (n=0..7)

Address offset: 0x808 + (n x 0x10)
Access permissions for region n as defined by start address ACL[n].ADDR and size ACL[n].SIZE

This register can only be written once.
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Bit number 313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
ID CB
Reset 0x00000000 0 0O0000D0O0OO0DOOODOOOOOOOOOOOOOOOOOOOO
B RW1WRITE Configure write and erase permissions for region n. Writing

a'0" has no effect.

Enable 0 Allow write and erase instructions to region n.
Disable 1 Block write and erase instructions to region n.
C RW1 READ Configure read permissions for region n. Writing a '0' has no
effect.
Enable 0 Allow read instructions to region n.
Disable 1 Block read instructions to region n.

6.4 CCM — AES CCM mode encryption

Cipher block chaining - message authentication code (CCM) mode is an authenticated encryption
algorithm designed to provide both authentication and confidentiality during data transfer. CCM combines
counter mode encryption and CBC-MAC authentication. The CCM terminology "Message authentication
code (MAC)" is called the "Message integrity check (MIC)" in Bluetooth terminology and also in this
document.

The CCM block generates an encrypted keystream that is applied to input data using the XOR operation
and generates the four byte MIC field in one operation. CCM and RADIO can be configured to work
synchronously. CCM will encrypt in time for transmission and decrypt after receiving bytes into memory
from the radio. All operations can complete within the packet RX or TX time. CCM on this device is
implemented according to Bluetooth requirements and the algorithm as defined in IETF RFC3610, and
depends on the AES-128 block cipher. A description of the CCM algorithm can also be found in NIST
Special Publication 800-38C. The Bluetooth specification describes the configuration of counter mode
blocks and encryption blocks to implement compliant encryption for Bluetooth Low Energy.

The CCM block uses EasyDMA to load key counter mode blocks (including the nonce required), and to
read/write plain text and cipher text.

The AES CCM peripheral supports three operations: keystream generation, packet encryption, and packet
decryption. These operations are performed in compliance with the Bluetooth AES CCM 128 bit block
encryption, see Bluetooth Core specification Version 4.0.

The following figure illustrates keystream generation followed by encryption or decryption. The shortcut is

optional.
keystream encryption / decryption
generation
KSGEN ENDKSGEN CRYPT T i ENDCRYPT
! |
SHORTCUT

Figure 31: Keystream generation

6.4.1 Keystream generation

A new keystream needs to be generated before a new packet encryption or packet decryption operation
can start.

A keystream is generated by triggering the KSGEN task. An ENDKSGEN event is generated after the
keystream has been generated.
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Keystream generation, packet encryption, and packet decryption operations utilize the configuration
specified in the data structure pointed to by CNFPTR on page 120. It is necessary to configure this
pointer and its underlying data structure, and register MODE on page 120 before the KSGEN task is
triggered.

The keystream will be stored in the AES CCM peripheral’s temporary memory area, specified by the
SCRATCHPTR on page 121, where it will be used in subsequent encryption and decryption operations.

For default length packets (MODE.LENGTH = Default), the size of the generated keystream is 27 bytes.
When using extended length packets (MODE.LENGTH = Extended), register MAXPACKETSIZE on page

121 specifies the length of the keystream to be generated. The length of the generated keystream must
be greater or equal to the length of the subsequent packet payload to be encrypted or decrypted. The
maximum length of the keystream in extended mode is 251 bytes, which means that the maximum packet
payload size is 251.

If a shortcut is used between the ENDKSGEN event and CRYPT task, pointer INPTR on page 120 and the
pointers OUTPTR on page 121 must also be configured before the KSGEN task is triggered.

6.4.2 Encryption

The AES CCM periheral is able to read an unencrypted packet, encrypt it, and append a four byte MIC field
to the packet.

During packet encryption, the AES CCM peripheral performs the following:

¢ Reads the unencrypted packet located in RAM address specified in the INPTR pointer
e Encrypts the packet
¢ Appends a four byte long Message Integrity Check (MIC) field to the packet

Encryption is started by triggering the CRYPT task with register MODE on page 120 set to ENCRYPTION.
An ENDCRYPT event is generated when packet encryption is completed.

The AES CCM peripheral will also modify the length field of the packet to adjust for the appended MIC
field. It adds four bytes to the length and stores the resulting packet in RAM at the address specified in
pointer OUTPTR on page 121, see Encryption on page 111.

Empty packets (length field is set to 0) will not be encrypted but instead moved unmodified through the
AES CCM peripheral.

AES CCM supports different widths of the LENGTH field in the data structure for encrypted packets. This is
configured in register MODE on page 120.

SCRATCHPTR
INPTR

Unencrypted packet
rypled P H: Header (S0)

L: Length
PL ) Scrateh area RFU: reserved for future use (S1)

OUTPTR PL: unencrypted payload
MODE = ENCRYPTION —» AES CCM EPL: encrypted payload

Encrypted packet
CCM data
EPL ‘ Mic ¢ ‘ structure

CNFPTR

RFU

L+4

E

RFU

Figure 32: Encryption

6.4.3 Decryption

The AES CCM peripheral is able to read an encrypted packet, decrypt it, authenticate the MIC field, and
generate an appropriate MIC status.

During packet decryption, the AES CCM peripheral performs the following:

¢ Reads the encrypted packet located in RAM at the address specified in the INPTR pointer
¢ Decrypts the packet
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¢ Authenticates the packet's MIC field
¢ Generates the appropriate MIC status

The packet header (SO) and payload are included in the MIC authentication. Bits in the packet header can
be masked away by configuring register HEADERMASK on page 122.

Decryption is started by triggering the CRYPT task with register MODE on page 120 set to DECRYPTION.
An ENDCRYPT event is generated when packet decryption is completed.

The AES CCM peripheral modifies the length field of the packet to adjust for the MIC field. It subtracts
four bytes from the length and stores the decrypted packet in RAM at the address specified in the pointer
OUTPTR, see Decryption on page 112.

CCM is only able to decrypt packet payloads that are at least five bytes long (one byte or more encrypted
payload (EPL) and four bytes of MIC). CCM will therefore generate a MIC error for packets where the
length field is setto 1, 2, 3, or 4.

Empty packets (length field is set to 0) will not be decrypted but instead moved unmodified through the
AES CCM peripheral. These packets will always pass the MIC check.

CCM supports different widths of the LENGTH field in the data structure for decrypted packets. This is
configured in register MODE on page 120.

OUTPTR SCRATCHPTR

Unencrypted packet

H: Header (S0)
L: Length

RFU RFU: reserved for future use (S1)

PL ‘47 <€ P{Scratch area

INPTR PL: unencrypted payload
Encrypted packet MODE = DECRYPTION —)» AES CCM EPL: encrypted payload

EPL MIC CCM data
structure

CNFPTR

L+4 | RFU

K

Figure 33: Decryption

6.4.4 AES CCM and RADIO concurrent operation

The CCM peripheral is able to encrypt/decrypt data synchronously to data being transmitted or received
on the radio.

In order for CCM to run synchronously with the radio, the data rate setting in register MODE on page
120 needs to match the radio data rate. The settings in this register apply whenever either the KSGEN or
CRYPT tasks are triggered.

The data rate setting of register MODE on page 120 can also be overridden on-the-fly during an ongoing
encrypt/decrypt operation by the contents of register RATEOVERRIDE on page 122. The data rate setting
in this register applies whenever the RATEOVERRIDE task is triggered. This feature can be useful in cases
where the radio data rate is changed during an ongoing packet transaction.

6.4.5 Encrypting packets on-the-fly in radio transmit mode

When the AES CCM peripheral encrypts a packet on-the-fly while RADIO is transmitting it, RADIO must
read the encrypted packet from the same memory location that the AES CCM peripheral is writing to.

The OUTPTR on page 121 pointer in the AES CCM must point to the same memory location as the
PACKETPTR pointer in the radio, see Configuration of on-the-fly encryption on page 113.
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SCRATCHPTR
INPTR

Unencrypted packet

H: Header (SO)

L: Length
PL P Scratch area RFU: reserved for future use (S1)

PL: unencrypted payload
Encrypted packet MODE = ENCRYPTION —»| AES CCM EPL: encrypted payload

EPL MIC > CCM data
structure

CNFPTR
To remote

receiver
> T
RADIO —>

TXEN —|

7

H‘L

RFU

OUTPTR
&

PACKETPTR

H | L+4 |RFU

Figure 34: Configuration of on-the-fly encryption

In order to match RADIO’s timing, the KSGEN task must be triggered early enough to allow the keystream
generation to complete before packet encryption begins.

For short packets (MODE.LENGTH = Default), the KSGEN task must be triggered before or at the same
time as the START task in RADIO is triggered. In addition, the shortcut between the ENDKSGEN event and
the CRYPT task must be enabled. This use-case is illustrated in On-the-fly encryption of short packets
(MODE.LENGTH = Default) using a PPl connection on page 113. It uses a PPl connection between the
READY event in RADIO and the KSGEN task in the AES CCM peripheral.

For long packets (MODE.LENGTH = Extended), the keystream generation needs to start earlier, such as
when the TXEN task in RADIO is triggered.

Refer to Timing specification on page 122 for information about the time needed for generating a
keystream.

SHORTCUT

ENDKSGEN CRYPT

keystream

AES CCM 5
generation

encryption

y
KSGEN ENDCRYPT
v
PPI

READY

RADIO RU P ‘ A ‘ H ‘ L ‘RFU‘ EPL ‘ MIC ‘ CRC

A
TXEN END

READY START

¥

RU: Ramp-up of RADIO H: Header (S0) EPL: encrypted payload
P: Preamble SHORTCUT L: Length
A: Address RFU: reserved for future use (S1)

Figure 35: On-the-fly encryption of short packets (MODE.LENGTH = Default) using a PPl connection

6.4.6 Decrypting packets on-the-fly in RADIO receive mode

When the AES CCM peripheral decrypts a packet on-the-fly while RADIO is receiving it, the AES CCM
peripheral must read the encrypted packet from the same memory location that RADIO is writing to.

The INPTR on page 120 pointer in the AES CCM must point to the same memory location as the
PACKETPTR pointer in RADIO, see Configuration of on-the-fly decryption on page 114.

N

NORDIC"

SEMICONDUCTOR

4452 021v1.5 113



Peripherals

OUTPTR SCRATCHPTR

Unencrypted packet

H: Header (SO)
L: Length

PL P Scratch area RFU: reserved for future use (S1)

PL: unencrypted payload
PACKETPTR Encrypted packet MODE = DECRYPTION —»| AES CCM EPL: encrypted payload

EPL MIC > CCM data
structure

CNFPTR
From remote

i / transmitter
RADIO «

7

H‘L

RFU

INPTR
&

H | L+4 |RFU

RXEN—

Figure 36: Configuration of on-the-fly decryption

In order to match RADIO’s timing, the KSGEN task must be triggered early enough to allow the keystream
generation to complete before the decryption of the packet shall start.

For short packets (MODE.LENGTH = Default) the KSGEN task must be triggered no later than when the
START task in RADIO is triggered. In addition, the CRYPT task must be triggered no earlier than when the
ADDRESS event is generated by RADIO.

If the CRYPT task is triggered exactly at the same time as the ADDRESS event is generated by RADIO, the
AES CCM peripheral will guarantee that the decryption is completed no later than when the END event in
RADIO is generated.

This use-case is illustrated in On-the-fly decryption of short packets (MODE.LENGTH = Default) using a PPI
connection on page 114 using a PPl connection between the ADDRESS event in RADIO and the CRYPT
task in the AES CCM peripheral. The KSGEN task is triggered from the READY event in RADIO through a PPI
connection.

For long packets (MODE.LENGTH = Extended) the keystream generation will need to start even earlier,
such as when the RXEN task in RADIO is triggered.

Refer to Timing specification on page 122 for information about the time needed for generating a
keystream.

AES CCM keystream decryption
generation
A A
KSGEN ENDKSGEN CRYPT ENDCRYPT
P v P v
PPI PPI
1
READY ADDRESS
RADIO RU ‘ P ‘ A H ‘ L ‘ RFU ‘ EPL ‘ MIC ‘ CRC
A
RXEN END
\4
READY START
¥
RU: Ramp-up of RADIO SHORTCUT H: Header (S0) EPL: encrypted payload
P: Preamble L: Length [] : RADIO receiving noise
A: Address RFU: reserved for future use (S1)

Figure 37: On-the-fly decryption of short packets (MODE.LENGTH = Default) using a PPI connection

6.4.7 CCM data structure

The CCM data structure is located in Data RAM at the memory location specified by the CNFPTR pointer
register.
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Property Address offset Description
KEY 0 16 byte AES key
PKTCTR 16 OctetO (LSO) of packet counter
17 Octet1 of packet counter
18 Octet2 of packet counter
19 Octet3 of packet counter
20 Bit 6 — Bit 0: Octet4 (7 most significant bits of packet counter, with Bit 6 being the most

significant bit) Bit7: Ignored

21 Ignored
22 Ignored
23 Ignored
24 Bit O: Direction bit Bit 7 — Bit 1: Zero padded
v 25 8 byte initialization vector (V) OctetO (LSO) of IV, Octetl of IV, ..., Octet7 (MSO) of IV

Table 29: CCM data structure overview

The NONCE vector (as specified by the Bluetooth Core Specification) will be generated by hardware based
on the information specified in the CCM data structure from CCM data structure overview on page 115 .

Property Address offset Description
HEADER 0 Packet Header
LENGTH 1 Number of bytes in unencrypted payload
RFU 2 Reserved Future Use
PAYLOAD 3 Unencrypted payload
Table 30: Data structure for unencrypted packet
Property Address offset Description
HEADER 0 Packet Header
LENGTH 1 Number of bytes in encrypted payload including length of MIC
LENGTH will be O for empty packets since the MIC is not added to empty packets
RFU 2 Reserved Future Use
PAYLOAD 3 Encrypted payload
MIC 3 + payload length ENCRYPT: 4 bytes encrypted MIC

MIC is not added to empty packets

Table 31: Data structure for encrypted packet

6.4.8 EasyDMA and ERROR event

CCM implements an EasyDMA mechanism for reading and writing to RAM.

When the CPU and EasyDMA enabled peripherals access the same RAM block at the same time, increased
bus collisions might disrupt on-the-fly encryption. This will generate an ERROR event.

EasyDMA stops accessing RAM when the ENDKSGEN and ENDCRYPT events are generated.

If the CNFPTR, SCRATCHPTR, INPTR, and the OUTPTR are not pointing to the Data RAM region, an
EasyDMA transfer may result in a HardFault or RAM corruption. See Memory on page 19 for more
information about the different memory regions.
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6.4.9 Registers

0x4000F000 ccM ccMm AES counter with CBC-MAC (CCM) mode

block encryption

Table 32: Instances

TASKS_KSGEN 0x000 Start generation of keystream. This operation will stop by itself when completed.
TASKS_CRYPT 0x004 Start encryption/decryption. This operation will stop by itself when completed.

TASKS_STOP 0x008 Stop encryption/decryption

TASKS_RATEOVERRIDE 0x00C Override DATARATE setting in MODE register with the contents of the RATEOVERRIDE register

for any ongoing encryption/decryption

EVENTS_ENDKSGEN 0x100 Keystream generation complete

EVENTS_ENDCRYPT 0x104 Encrypt/decrypt complete

EVENTS_ERROR 0x108 CCM error event Deprecated
SHORTS 0x200 Shortcuts between local events and tasks

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

MICSTATUS 0x400 MIC check result

ENABLE 0x500 Enable

MODE 0x504 Operation mode

CNFPTR 0x508 Pointer to data structure holding the AES key and the NONCE vector
INPTR 0x50C Input pointer

OUTPTR 0x510 Output pointer

SCRATCHPTR 0x514 Pointer to data area used for temporary storage

MAXPACKETSIZE 0x518 Length of keystream generated when MODE.LENGTH = Extended
RATEOVERRIDE 0x51C Data rate override setting.

HEADERMASK 0x520 Header (SO) mask.

Table 33: Register overview

6.4.9.1 TASKS KSGEN
Address offset: 0x000

Start generation of keystream. This operation will stop by itself when completed.

ID Acce Field Value ID Description

A W TASKS_KSGEN Start generation of keystream. This operation will stop by
itself when completed.

Trigger 1 Trigger task

6.4.9.2 TASKS _CRYPT
Address offset: 0x004

Start encryption/decryption. This operation will stop by itself when completed.
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ID Acce Field Value ID Value Description

A W TASKS_CRYPT Start encryption/decryption. This operation will stop by
itself when completed.

Trigger 1 Trigger task

6.4.9.3 TASKS_STOP
Address offset: 0x008

Stop encryption/decryption

ID Acce Field Value ID Description
A W TASKS_STOP Stop encryption/decryption
Trigger 1 Trigger task

6.4.9.4 TASKS_RATEOVERRIDE

Address offset: 0x00C

Override DATARATE setting in MODE register with the contents of the RATEOVERRIDE register for any
ongoing encryption/decryption

ID Acce Field Description

A W TASKS_RATEOVERRIDE Override DATARATE setting in MODE register with the
contents of the RATEOVERRIDE register for any ongoing
encryption/decryption

Trigger 1 Trigger task

6.4.9.5 EVENTS_ENDKSGEN
Address offset: 0x100

Keystream generation complete

ID Acce Field Description

A RW EVENTS_ENDKSGEN Keystream generation complete
NotGenerated 0 Event not generated
Generated 1 Event generated

6.4.9.6 EVENTS_ENDCRYPT
Address offset: 0x104
Encrypt/decrypt complete
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Acce Field Value ID Description
A RW EVENTS_ENDCRYPT Encrypt/decrypt complete
NotGenerated 0 Event not generated
Generated 1 Event generated

6.4.9.7 EVENTS_ERROR ( Deprecated )
Address offset: 0x108

CCM error event

Acce Field Value ID Description
A RW EVENTS_ERROR CCM error event Deprecated
NotGenerated 0 Event not generated
Generated 1 Event generated

6.4.9.8 SHORTS
Address offset: 0x200

Shortcuts between local events and tasks

Acce Field Value ID Description
A RW ENDKSGEN_CRYPT Shortcut between event ENDKSGEN and task CRYPT
Disabled 0 Disable shortcut
Enabled 1 Enable shortcut

6.4.9.9 INTENSET
Address offset: 0x304

Enable interrupt

Acce Field Value ID Description

A RW ENDKSGEN Write '1' to enable interrupt for event ENDKSGEN
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

B RW ENDCRYPT Write '1' to enable interrupt for event ENDCRYPT
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

C RW ERROR Write '1' to enable interrupt for event ERROR Deprecated
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Acce Field Value ID Description
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.4.9.10 INTENCLR
Address offset: 0x308

Disable interrupt

Acce Field Value ID Description

A RW ENDKSGEN Write '1' to disable interrupt for event ENDKSGEN
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

B RW ENDCRYPT Write '1' to disable interrupt for event ENDCRYPT
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

C RW ERROR Write '1' to disable interrupt for event ERROR Deprecated
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.4.9.11 MICSTATUS
Address offset: 0x400
MIC check result

ID Acce Field Value ID Description

A R MICSTATUS The result of the MIC check performed during the previous
decryption operation
CheckFailed 0 MIC check failed
CheckPassed 1 MIC check passed

6.4.9.12 ENABLE
Address offset: 0x500

Enable
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Acce Field Value ID Description
A RW ENABLE Enable or disable CCM
Disabled 0 Disable
Enabled 2 Enable

6.4.9.13 MODE
Address offset: 0x504

Operation mode

Acce Field Value ID Description

A RW MODE The mode of operation to be used. Settings in this register
apply whenever either the KSGEN task or the CRYPT task is

triggered.
Encryption 0 AES CCM packet encryption mode
Decryption 1 AES CCM packet decryption mode
B RW DATARATE Radio data rate that the CCM shall run synchronous with
1Mbit 0 1 Mbps
2Mbit 1 2 Mbps
125Kbps 2 125 kbps
500Kbps 3 500 kbps
C RW LENGTH Packet length configuration
Default 0 Default length. Effective length of LENGTH field in
encrypted/decrypted packet is 5 bits. A keystream for
packet payloads up to 27 bytes will be generated.
Extended 1 Extended length. Effective length of LENGTH field in

encrypted/decrypted packet is 8 bits. A keystream for
packet payloads up to MAXPACKETSIZE bytes will be

generated.

6.4.9.14 CNFPTR
Address offset: 0x508

Pointer to data structure holding the AES key and the NONCE vector

ID Acce Field Value ID Description

A RW CNFPTR Pointer to the data structure holding the AES key and the

CCM NONCE vector (see table CCM data structure overview)

6.4.9.15 INPTR
Address offset: 0x50C

Input pointer
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Acce Field Value ID Value Description
A RW INPTR Input pointer
6.4.9.16 OUTPTR

Address offset: 0x510

Output pointer

Acce Field Value ID Description
A RW OUTPTR Output pointer
6.4.9.17 SCRATCHPTR

Address offset: 0x514

Pointer to data area used for temporary storage

Acce Field Value ID Description

A RW SCRATCHPTR Pointer to a scratch data area used for temporary storage
during keystream generation, MIC generation and

encryption/decryption.

The scratch area is used for temporary storage of data

during keystream generation and encryption.

When MODE.LENGTH = Default, a space of 43 bytes is
required for this temporary storage. When MODE.LENGTH
= Extended, a space of (16 + MAXPACKETSIZE) bytes is

required.

6.4.9.18 MAXPACKETSIZE
Address offset: 0x518
Length of keystream generated when MODE.LENGTH = Extended

ID Acce Field Value ID Description

A RW MAXPACKETSIZE [0x001B..0x00FB] Length of keystream generated when MODE.LENGTH =
Extended. This value must be greater than or equal to the

subsequent packet payload to be encrypted/decrypted.
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6.4.9.19 RATEOVERRIDE
Address offset: 0x51C

Data rate override setting.

Override value to be used instead of the setting of MODE.DATARATE. This override value applies when the
RATEOVERRIDE task is triggered.

D Acce Field Value ID Description
A RW RATEOVERRIDE Data rate override setting
1Mbit 0 1 Mbps
2Mbit 1 2 Mbps
125Kbps 2 125 kbps
500Kbps 3 500 kbps

6.4.9.20 HEADERMASK
Address offset: 0x520
Header (S0) mask.

Bitmask for packet header (S0) before MIC generation/authentication.

D Acce Field Value ID Description

A RW HEADERMASK Header (SO) mask

6.4.10 Electrical specification

6.4.10.1 Timing specification

tigen Time needed for keystream generation (given priority access 50 us

to destination RAM block)

6.5 COMP — Comparator

The comparator (COMP) compares an input voltage (VIN+) against a second input voltage (VIN-). VIN+ can
be derived from an analog input pin (AINO-AIN7). VIN- can be derived from multiple sources depending on
the operation mode of the comparator.

The main features of COMP are the following:

* Inputrange from 0V to VDD
¢ Single-ended mode

¢ Fully flexible hysteresis using a 64-level reference ladder
¢ Differential mode
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¢ Configurable hysteresis
o Reference inputs (VREF):

e VDD
¢ External reference from AINO to AIN7 (between 0 V and VDD)
e Internal references 1.2V, 1.8V, and 2.4V

¢ Three speed/power consumption modes:

e Low-power
e Normal
¢ High-speed
e Event generation on output changes
e UP event on VIN- > VIN+
e DOWN event on VIN- < VIN+

e CROSS event on VIN+ and VIN- crossing
e READY event on core and internal reference (if used) ready

MUX PSEL

— 3T1dNVS

(— 1MVIS
(4—— dOlS

VIN+ VIN-
-

MODE Comparator
core HYST
[
>
RESULT Output

-

+

0 =BELOW (VIN+ < VIN-)
1=ABOVE (VIN+ > VIN-)

dn

SSOHO w—
NMOd —
AQVIH 4——y

Figure 38: Comparator overview

Once enabled (using the ENABLE register), the comparator is started by triggering the START task and
stopped by triggering the STOP task. The comparator will generate a READY event to indicate when it is
ready for use and the output is correct. The delay between START and READY is tjn7 rerstarr if an internal
reference is selected, or t compsTarT if an external reference is used. When the COMP module is started,
events will be generated every time VIN+ crosses VIN-.

Operation modes

The comparator can be configured to operate in two main operation modes: differential mode and single-
ended mode. See the MODE register for more information. In both operation modes, the comparator can
operate in different speed and power consumption modes (low-power, normal and high-speed). High-
speed mode will consume more power compared to low-power mode, and low-power mode will result in
slower response time compared to high-speed mode.
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Use the PSEL register to select any of the AINO-AIN7 pins as VIN+ input, regardless of the operation mode
selected for the comparator. The source of VIN- depends on which of the following operation mode are
used:

¢ Differential mode - Derived directly from AINO to AIN7

¢ Single-ended mode - Derived from VREF. VREF can be derived from VDD, AINO-AIN7 or internal 1.2V,
1.8V and 2.4 V references.

The selected analog pins will be acquired by the comparator once it is enabled.

An optional hysteresis on VIN+ and VIN- can be enabled when the module is used in differential mode
through the HYST register. In single-ended mode, VUP and VDOWN thresholds can be set to implement
a hysteresis using the reference ladder (see Comparator in single-ended mode on page 126). This
hysteresis is in the order of magnitude of Vprrhyst, and shall prevent noise on the signal to create
unwanted events. See Hysteresis example where VIN+ starts below VUP on page 126 for an illustration
of the effect of an active hysteresis on a noisy input signal.

An upward crossing will generate an UP event and a downward crossing will generate a DOWN event. The
CROSS event will be generated every time there is a crossing, independent of direction.

The immediate value of the comparator can be sampled to RESULT register by triggering the SAMPLE task.

6.5.1 Shared resources

The COMP shares analog resources with other analog peripherals.

While it is possible to use the SAADC at the same time as the COMP, selecting the same analog input pin
for both peripherals is not supported.

Additionally, COMP shares registers and other resources with other peripherals that have the same ID as
the COMP. See Peripherals with shared ID on page 99 for more information.

The COMP peripheral shall not be disabled (by writing to the ENABLE register) before the peripheral has
been stopped. Failing to do so may result in unpredictable behavior.

6.5.2 Differential mode

In differential mode, the reference input VIN- is derived directly from one of the AINXx pins.

Before enabling the comparator via the ENABLE register, the following registers must be configured for the
differential mode:

e PSEL

e MODE

e EXTREFSEL
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MUX 4—{ PSEL

‘ ‘ EXTREFSEL }—» MUX
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MODE Comparator
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VIN-

———»

dn
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Output
0 = BELOW (VIN+ < VIN-)
1= ABOVE (VIN+ > VIN-)

Figure 39: Comparator in differential mode

Note: Depending on the device, not all the analog inputs may be available for each MUX. See
definitions for PSEL and EXTREFSEL for more information about which analog pins are available on a
particular device.

When the HYST register is turned on during this mode, the output of the comparator and associated
events do the following:

¢ Change from ABOVE to BELOW when VIN+ drops below VIN- - (Vpieenyst/2)
e Change from BELOW to ABOVE when VIN+ raises above VIN- + (Vpirrnyst/2)

This behavior is illustrated in the following figure.

VIN+

VIN- + (Voirruyst / 2)

VIN- - (Vorrrnyst / 2)

Output

ABOVE
(VIN+ > (VIN- + Vpirenyst /2))

BELOW Y
(VIN+ < (VIN- - Voigruyst /2))/1

ABOVE
(VIN+ > (VIN- + Vpenyst /2))

BELOW

Figure 40: Hysteresis enabled in differential mode

6.5.3 Single-ended mode

In single-ended mode, VIN- is derived from the reference ladder.

\J

Before enabling the comparator via the ENABLE register, the following registers must be configured for the
single-ended mode:

e PSEL
e MODE
e REFSEL

e EXTREFSEL
e TH

4452 _021v1.5
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The reference ladder uses the reference voltage (VREF) to derive two new voltage references, VUP and
VDOWN. VUP and VDOWN are configured using THUP and THDOWN respectively in the TH register. VREF
can be derived from any of the available reference sources, configured using the EXTREFSEL and REFSEL
registers as shown in the following figure. When AREF is selected in the REFSEL register, the EXTREFSEL
register is used to select one of the AINO-AIN7 analog input pins as reference input. The selected analog
pins will be acquired by the comparator once it is enabled.

PSEL

MUX
<1
>
Y
3
VIN+
+

MODE
RESULT  |le—i

—— 31dNVS

—— dOlS

VUuP

Comparator
core

- |-

0 [

TH ‘

‘ REFSEL ‘ ‘EXTREFSEL }—»

VDD

VIN-

MUX
VDOWN

HYST
[-—

Output

dn

-
SSOH0  -——]
NMOQ  —|
AQVIY -—|

0 =BELOW (VIN+ < VIN-)
1= ABOVE (VIN+ > VIN-)

Reference

VREF
ladder [

MUX

__ AREF

1Vv2

1v8

2v4

Figure 41: Comparator in single-ended mode

Note: Depending on the device, not all the analog inputs may be available for each MUX. See
definitions for PSEL and EXTREFSEL for more information about which analog pins are available on a
particular device.

When the comparator core detects that VIN+ > VIN-, i.e. ABOVE as per the RESULT register, VIN- will switch
to VDOWN. When VIN+ falls below VIN- again, VIN- will be switched back to VUP. By specifying VUP larger

than VDOWN, a hysteresis can be generated as illustrated in the following figures.

Writing to HYST has no effect in single-ended mode, and the content of this register is ignored.

VIN+

>

VDOWN

\J

Output

BELOW (VIN+ < VIN-)

ABOVE (VIN+ > VIN-)

BELOW

VIN-

VUP

VDOWN

VUP

RESULT

BELOW

ABOVE

—| READY|

|

CPU

START
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Figure 42: Hysteresis example where VIN+ starts below VUP
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Figure 43: Hysteresis example where VIN+ starts above VUP

6.5.4 Registers

General purpose comparator

0x40013000

TASKS_START
TASKS_STOP
TASKS_SAMPLE
EVENTS_READY
EVENTS_DOWN
EVENTS_UP
EVENTS_CROSS
SHORTS

INTEN
INTENSET
INTENCLR
RESULT

ENABLE

PSEL

REFSEL
EXTREFSEL

TH

MODE

HYST

4452 _021v1.5

comp

0x000
0x004
0x008
0x100
0x104
0x108
0x10C
0x200
0x300
0x304
0x308
0x400
0x500
0x504
0x508
0x50C
0x530
0x534
0x538

comp

Table 34: Instances

Start comparator
Stop comparator

Sample comparator value

COMP is ready and output is valid

Downward crossing

Upward crossing

Downward or upward crossing

Shortcuts between local events and tasks

Enable or disable interrupt
Enable interrupt

Disable interrupt
Compare result

COMP enable

Pin select

Reference source select for single-ended mode

External reference select

Threshold configuration for hysteresis unit

Mode configuration

Comparator hysteresis enable

Table 35: Register overview
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6.5.4.1 TASKS START
Address offset: 0x000

ID Acce Field Description
A W TASKS_START Start comparator
Trigger 1 Trigger task

6.5.4.2 TASKS_STOP
Address offset: 0x004

ID Acce Field Value ID Description
A W TASKS_STOP Stop comparator
Trigger 1 Trigger task

6.5.4.3 TASKS_SAMPLE
Address offset: 0x008

Sample comparator value

ID Acce Field Value ID Value Description
A W TASKS_SAMPLE Sample comparator value
Trigger 1 Trigger task

6.5.4.4 EVENTS_READY
Address offset: 0x100

COMP is ready and output is valid

ID Acce Field Value ID Description

A RW EVENTS_READY COMP is ready and output is valid
NotGenerated 0 Event not generated
Generated 1 Event generated

NORDIC
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6.5.4.5 EVENTS_DOWN
Address offset: 0x104

Downward crossing

Acce Field Value ID

Description

A RW EVENTS_DOWN
NotGenerated

Generated

6.5.4.6 EVENTS_UP
Address offset: 0x108

Upward crossing

Acce Field Value ID

Downward crossing
Event not generated

Event generated

Description

A RW EVENTS_UP
NotGenerated

Generated

6.5.4.7 EVENTS_CROSS
Address offset: 0x10C

Downward or upward crossing

Acce Field Value ID

Upward crossing
Event not generated

Event generated

A RW EVENTS_CROSS
NotGenerated

Generated

6.5.4.8 SHORTS
Address offset: 0x200

Shortcuts between local events and tasks

Description

Downward or upward crossing
Event not generated

Event generated

ID Acce Field Value ID

Description

A RW READY_SAMPLE
Disabled
Enabled

4452 _021v1.5

Shortcut between event READY and task SAMPLE
Disable shortcut

Enable shortcut
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Acce Field Value ID

Description

B RW READY_STOP
Disabled
Enabled
C  RW DOWN_STOP
Disabled
Enabled
D RW UP_STOP
Disabled
Enabled

m

RW CROSS_STOP
Disabled
Enabled

6.5.4.9 INTEN
Address offset: 0x300

Enable or disable interrupt

Acce Field Value ID

Shortcut between event READY and task STOP
Disable shortcut

Enable shortcut

Shortcut between event DOWN and task STOP
Disable shortcut

Enable shortcut

Shortcut between event UP and task STOP
Disable shortcut

Enable shortcut

Shortcut between event CROSS and task STOP
Disable shortcut

Enable shortcut

Description

A RW READY
Disabled
Enabled
B RW DOWN
Disabled
Enabled
C RW UP
Disabled
Enabled
D RW CROSS
Disabled
Enabled

6.5.4.10 INTENSET
Address offset: 0x304

Enable interrupt

ID Acce Field Value ID

A RW READY
Set
Disabled
Enabled
B RW DOWN

4452 _021v1.5
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Enable or disable interrupt for event READY
Disable

Enable

Enable or disable interrupt for event DOWN
Disable

Enable

Enable or disable interrupt for event UP
Disable

Enable

Enable or disable interrupt for event CROSS
Disable

Enable

Description

Write '1' to enable interrupt for event READY
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event DOWN
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ID Acce Field Value ID Description
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW UP Write '1' to enable interrupt for event UP
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
D RW CROSS Write '1' to enable interrupt for event CROSS
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.5.4.11 INTENCLR
Address offset: 0x308

Disable interrupt

Acce Field Value ID Description

A RW READY Write '1' to disable interrupt for event READY
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

B RW DOWN Write '1' to disable interrupt for event DOWN
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

C RW UP Write '1' to disable interrupt for event UP
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

D RW CROSS Write '1' to disable interrupt for event CROSS
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.5.4.12 RESULT
Address offset: 0x400

Compare result
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Acce Field Value ID Description
A R RESULT Result of last compare. Decision point SAMPLE task.
Below 0 Input voltage is below the threshold (VIN+ < VIN-)
Above 1 Input voltage is above the threshold (VIN+ > VIN-)

6.5.4.13 ENABLE
Address offset: 0x500

COMP enable

Acce Field Value ID Description
A RW ENABLE Enable or disable COMP
Disabled 0 Disable
Enabled 2 Enable

6.5.4.14 PSEL
Address offset: 0x504

Pin select

Acce Field Value ID Description
A RW PSEL Analog pin select
AnalogInput0 0 AINO selected as analog input
Analoginputl 1 AIN1 selected as analog input
Analoglnput2 2 AIN2 selected as analog input
Analoglnput3 3 AIN3 selected as analog input
Analoginput4 4 AIN4 selected as analog input
AnalogInput5 5 AINS selected as analog input
AnalogInputé 6 AING selected as analog input
Analoglnput7 7 AIN7 selected as analog input

6.5.4.15 REFSEL
Address offset: 0x508

Reference source select for single-ended mode
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Acce Field Value ID Description
A RW REFSEL Reference select
Int1v2 0 VREF = internal 1.2 V reference (VDD >= 1.7 V)
Int1vs 1 VREF = internal 1.8 V reference (VDD >= VREF + 0.2 V)
Int2v4 2 VREF = internal 2.4 V reference (VDD >= VREF + 0.2 V)
VDD 4 VREF =VDD
ARef 5 VREF = AREF

6.5.4.16 EXTREFSEL
Address offset: 0x50C

External reference select

Acce Field Value ID Description

A RW EXTREFSEL External analog reference select

AnalogReference0 Use AINO as external analog reference
AnalogReferencel Use AIN1 as external analog reference
AnalogReference2 Use AIN2 as external analog reference
AnalogReference3 Use AIN3 as external analog reference
AnalogReference4 Use AIN4 as external analog reference
AnalogReference5 Use AINS as external analog reference

AnalogReference6 Use AING6 as external analog reference

N oo A W N Lk O

AnalogReference7 Use AIN7 as external analog reference

6.5.4.17 TH
Address offset: 0x530

Threshold configuration for hysteresis unit

ID Acce Field Value ID Description
A RW THDOWN [63:0] VDOWN = (THDOWN+1)/64*VREF
B RW THUP [63:0] VUP = (THUP+1)/64*VREF

6.5.4.18 MODE
Address offset: 0x534

Mode configuration
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ID Acce Field Value ID Description

A RW SP Speed and power modes
Low 0 Low-power mode
Normal 1 Normal mode
High 2 High-speed mode

B RW MAIN Main operation modes
SE 0 Single-ended mode
Diff 1 Differential mode

6.5.4.19 HYST

Address offset: 0x538

Comparator hysteresis enable

D Acce Field Value ID Description

A RW HYST Comparator hysteresis
NoHyst 0 Comparator hysteresis disabled
Hyst50mV 1 Comparator hysteresis enabled

6.5.5 Electrical specification

6.5.5.1 COMP Electrical Specification

teropDLYLP Propagation delay, Low-power mode®® 0.6 us
tPROPDLYN Propagation delay, Normal mode®? 0.2 Hs
tprOPDLYHS Propagation delay, High-speed mode®? 01 Hs
VDIFFHYST Optional hysteresis applied to differential input 10 30 90 mV
VVDD-VREF Required difference between VDD and a selected VREF, VDD 0.3 Vv
> VREF

tINT_REF,START Startup time for the internal bandgap reference 50 80 us
EINT_ReF Internal bandgap reference error -3 3 %
VINPUTOFFSET Input offset -15 15 mV
tcomp,START Startup time for the comparator core 3 us

6.6 ECB — AES electronic codebook mode encryption

The AES electronic codebook mode encryption (ECB) can be used for a range of cryptographic functions
like hash generation, digital signatures, and keystream generation for data encryption/decryption. The ECB
encryption block supports 128 bit AES encryption (encryption only, not decryption).

13 Propagation delay is with 10 mV overdrive.
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AES ECB operates with EasyDMA access to system Data RAM for in-place operations on cleartext
and ciphertext during encryption. ECB uses the same AES core as the CCM and AAR blocks, and is an
asynchronous operation which may not complete if the AES core is busy.

AES ECB features:

e 128 bit AES encryption

e Supports standard AES ECB block encryption
e Memory pointer support

¢ DMA data transfer

AES ECB performs a 128 bit AES block encrypt. At the STARTECB task, data and key is loaded into the
algorithm by EasyDMA. When output data has been written back to memory, the ENDECB event is
triggered.

AES ECB can be stopped by triggering the STOPECB task.

6.6.1 Shared resources

The ECB, CCM, and AAR share the same AES module. The ECB will always have lowest priority, and if there
is a sharing conflict during encryption, the ECB operation will be aborted and an ERRORECB event will be
generated.

6.6.2 EasyDMA

The ECB implements an EasyDMA mechanism for reading and writing to the Data RAM. This DMA cannot
access the program memory or any other parts of the memory area except RAM.

If the ECBDATAPTR is not pointing to the Data RAM region, an EasyDMA transfer may result in a HardFault
or RAM corruption. See Memory on page 19 for more information about the different memory regions.

The EasyDMA will have finished accessing the Data RAM when the ENDECB or ERRORECB is generated.

6.6.3 ECB data structure

Block encrypt input and output is stored in the same data structure. ECBDATAPTR should point to this data
structure before STARTECB is initiated.

Property Address offset Description

KEY 0 16 byte AES key

CLEARTEXT 16 16 byte AES cleartext input block
CIPHERTEXT 32 16 byte AES ciphertext output block

Table 36: ECB data structure overview

6.6.4 Registers

Base address Peripheral Instance Description Configuration
0x4000E000 ECB ECB AES electronic code book (ECB) mode

block encryption

Table 37: Instances
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TASKS_STARTECB 0x000 Start ECB block encrypt

TASKS_STOPECB 0x004 Abort a possible executing ECB operation

EVENTS_ENDECB 0x100 ECB block encrypt complete

EVENTS_ERRORECB 0x104 ECB block encrypt aborted because of a STOPECB task or due to an error
INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

ECBDATAPTR 0x504 ECB block encrypt memory pointers

Table 38: Register overview

6.6.4.1 TASKS_STARTECB
Address offset: 0x000
Start ECB block encrypt

If a crypto operation is already running in the AES core, the STARTECB task will not start a new encryption
and an ERRORECB event will be triggered.

ID Acce Field Value ID Description

A W  TASKS_STARTECB Start ECB block encrypt

If a crypto operation is already running in the AES core,
the STARTECB task will not start a new encryption and an
ERRORECB event will be triggered.

Trigger 1 Trigger task

6.6.4.2 TASKS_STOPECB
Address offset: 0x004
Abort a possible executing ECB operation

If a running ECB operation is aborted by STOPECB, the ERRORECB event is triggered.

ID Acce Field Value ID Description

A W  TASKS_STOPECB Abort a possible executing ECB operation

If a running ECB operation is aborted by STOPECB, the
ERRORECB event is triggered.

Trigger 1 Trigger task

6.6.4.3 EVENTS_ENDECB
Address offset: 0x100

ECB block encrypt complete
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Acce Field Value ID Description
A RW EVENTS_ENDECB ECB block encrypt complete
NotGenerated 0 Event not generated
Generated 1 Event generated

6.6.4.4 EVENTS_ERRORECB
Address offset: 0x104

ECB block encrypt aborted because of a STOPECB task or due to an error

Acce Field Value ID Description

A RW EVENTS_ERRORECB ECB block encrypt aborted because of a STOPECB task or
due to an error
NotGenerated 0 Event not generated

Generated 1 Event generated

6.6.4.5 INTENSET
Address offset: 0x304

Enable interrupt

Acce Field Value ID Description

A RW ENDECB Write '1' to enable interrupt for event ENDECB
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

B RW ERRORECB Write '1' to enable interrupt for event ERRORECB
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.6.4.6 INTENCLR
Address offset: 0x308

Disable interrupt
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D Acce Field Value ID Description

A RW ENDECB Write '1' to disable interrupt for event ENDECB
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

B RW ERRORECB Write '1' to disable interrupt for event ERRORECB
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.6.4.7 ECBDATAPTR
Address offset: 0x504

ECB block encrypt memory pointers

D Acce Field Value ID Description

A RW ECBDATAPTR Pointer to the ECB data structure (see Table 1 ECB data

structure overview)

6.6.5 Electrical specification

6.6.5.1 ECB Electrical Specification

tecs Run time per 16 byte block in all modes 7.2 us

6.7 EGU — Event generator unit

Event generator unit (EGU) provides support for interlayer signaling. This means providing support for
atomic triggering of both CPU execution and hardware tasks, from both firmware (by CPU) and hardware
(by PPI). This feature can be used for triggering CPU execution at a lower priority execution from a higher
priority execution, or to handle a peripheral's interrupt service routine (ISR) execution at a lower priority
for some of its events. However, triggering any priority from any priority is possible.

Listed here are the main EGU features:

e Software-enabled interrupt triggering
* Separate interrupt vectors for every EGU instance
e Up to 16 separate event flags per interrupt for multiplexing

Each instance of EGU implements a set of tasks which can individually be triggered to generate
the corresponding event. For example, the corresponding event for TASKS_TRIGGER([n] is
EVENTS_TRIGGERED[n]. See Instances on page 139 for a list of EGU instances.
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6.7.1 Registers

Base address Peripheral Instance Description Configuration
0x40014000 EGU EGUO Event generator unit 0
0x40015000 EGU EGU1 Event generator unit 1
0x40016000 EGU EGU2 Event generator unit 2
0x40017000 EGU EGU3 Event generator unit 3
0x40018000 EGU EGU4 Event generator unit 4
0x40019000 EGU EGU5 Event generator unit 5

Table 39: Instances

Register Offset Description

TASKS_TRIGGER[0] 0x000 Trigger O for triggering the corresponding TRIGGERED[0] event
TASKS_TRIGGER[1] 0x004 Trigger 1 for triggering the corresponding TRIGGERED[1] event
TASKS_TRIGGER[2] 0x008 Trigger 2 for triggering the corresponding TRIGGERED[2] event
TASKS_TRIGGER(3] 0x00C Trigger 3 for triggering the corresponding TRIGGERED[3] event
TASKS_TRIGGER[4] 0x010 Trigger 4 for triggering the corresponding TRIGGERED[4] event
TASKS_TRIGGER[5] 0x014 Trigger 5 for triggering the corresponding TRIGGERED[5] event
TASKS_TRIGGER[6] 0x018 Trigger 6 for triggering the corresponding TRIGGERED[6] event
TASKS_TRIGGER[7] 0x01C Trigger 7 for triggering the corresponding TRIGGERED[7] event
TASKS_TRIGGER[8] 0x020 Trigger 8 for triggering the corresponding TRIGGERED[8] event
TASKS_TRIGGER(9] 0x024 Trigger 9 for triggering the corresponding TRIGGERED[9] event
TASKS_TRIGGER[10] 0x028 Trigger 10 for triggering the corresponding TRIGGERED[10] event
TASKS_TRIGGER[11] 0x02C Trigger 11 for triggering the corresponding TRIGGERED[11] event
TASKS_TRIGGER[12] 0x030 Trigger 12 for triggering the corresponding TRIGGERED[12] event
TASKS_TRIGGER[13] 0x034 Trigger 13 for triggering the corresponding TRIGGERED[13] event
TASKS_TRIGGER[14] 0x038 Trigger 14 for triggering the corresponding TRIGGERED[14] event
TASKS_TRIGGER[15] 0x03C Trigger 15 for triggering the corresponding TRIGGERED[15] event
EVENTS_TRIGGEREDI[0] 0x100 Event number O generated by triggering the corresponding TRIGGER[0] task
EVENTS_TRIGGERED[1] 0x104 Event number 1 generated by triggering the corresponding TRIGGER[1] task
EVENTS_TRIGGERED[2] 0x108 Event number 2 generated by triggering the corresponding TRIGGER([2] task
EVENTS_TRIGGERED[3] 0x10C Event number 3 generated by triggering the corresponding TRIGGER[3] task
EVENTS_TRIGGERED[4] 0x110 Event number 4 generated by triggering the corresponding TRIGGER[4] task
EVENTS_TRIGGEREDI5] 0x114 Event number 5 generated by triggering the corresponding TRIGGER([5] task
EVENTS_TRIGGERED[6] 0x118 Event number 6 generated by triggering the corresponding TRIGGER([6] task
EVENTS_TRIGGERED[7] 0x11C Event number 7 generated by triggering the corresponding TRIGGER([7] task
EVENTS_TRIGGEREDI[8] 0x120 Event number 8 generated by triggering the corresponding TRIGGER([8] task
EVENTS_TRIGGERED[9] 0x124 Event number 9 generated by triggering the corresponding TRIGGER[9] task
EVENTS_TRIGGERED[10] 0x128 Event number 10 generated by triggering the corresponding TRIGGER[10] task
EVENTS_TRIGGERED[11] 0x12C Event number 11 generated by triggering the corresponding TRIGGER[11] task
EVENTS_TRIGGERED[12] 0x130 Event number 12 generated by triggering the corresponding TRIGGER[12] task
EVENTS_TRIGGERED[13] 0x134 Event number 13 generated by triggering the corresponding TRIGGER[13] task
EVENTS_TRIGGERED[14] 0x138 Event number 14 generated by triggering the corresponding TRIGGER[14] task
EVENTS_TRIGGERED[15] 0x13C Event number 15 generated by triggering the corresponding TRIGGER[15] task
INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

Table 40: Register overview

6.7.1.1 TASKS_TRIGGER[n] (n=0..15)

Address offset: 0x000 + (n x 0x4)
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Trigger n for triggering the corresponding TRIGGERED[n] event

ID Acce Field Value ID Description
A W TASKS_TRIGGER Trigger n for triggering the corresponding TRIGGERED[n]
event
Trigger 1 Trigger task

6.7.1.2 EVENTS_TRIGGERED[n] (n=0..15)
Address offset: 0x100 + (n x Ox4)

Event number n generated by triggering the corresponding TRIGGER[n] task

ID Acce Field Description
A RW EVENTS_TRIGGERED Event number n generated by triggering the corresponding
TRIGGER([n] task
NotGenerated 0 Event not generated
Generated 1 Event generated

6.7.1.3 INTEN
Address offset: 0x300

Enable or disable interrupt

ID Acce Field Description

A-P RW TRIGGERED]i] (i=0..15) Enable or disable interrupt for event TRIGGEREDi]
Disabled 0 Disable
Enabled 1 Enable

6.7.1.4 INTENSET
Address offset: 0x304

Enable interrupt

ID Acce Field Value ID Description

A-P RW TRIGGERED(i] (i=0..15) Write '1' to enable interrupt for event TRIGGEREDi]
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
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6.7.1.5 INTENCLR
Address offset: 0x308

Disable interrupt

ID Acce Field Value ID Description

A-P RW TRIGGEREDIi] (i=0..15) Write '1' to disable interrupt for event TRIGGERED]
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.7.2 Electrical specification

6.7.2.1 EGU Electrical Specification

tegu,evt Latency between setting an EGU event flag and the system 1 cycles

setting an interrupt

6.8 GPIO — General purpose input/output

The general purpose input/output pins (GPIOs) are grouped as one or more ports, with each port having
up to 32 GPIOs.

The number of ports and GPIOs per port varies with product variant and package. Refer to Registers on
page 144 and Pin assignments on page 560 for more information about the number of GPIOs that are
supported.

GPIO has the following user-configurable features:

e Up to 32 GPIO pins per GPIO port

e Output drive strength

Internal pull-up and pull-down resistors

Wake-up from high or low level triggers on all pins

Trigger interrupt on state changes on any pin

All pins can be used by the PPI task/event system

One or more GPIO outputs can be controlled through the PPl and GPIOTE channels

e Any pin can be mapped to a peripheral for layout flexibility

¢ GPIO state changes captured on the SENSE signal can be stored by the LATCH register

The GPIO port peripheral implements up to 32 pins, PINO through PIN31. Each of these pins can be
individually configured in the PIN_CNF[n] registers (n=0..31).

The following parameters can be configured through these registers:

e Direction

¢ Drive strength

¢ Enabling of pull-up and pull-down resistors
e Pinsensing

¢ Input buffer disconnect
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¢ Analog input (for selected pins)

The PIN_CNF registers are retained registers. See POWER — Power supply on page 61 for more
information about retained registers.

6.8.1 Pin configuration

Pins can be individually configured through the SENSE field in the PIN_CNF[n] register to detect either a
high or low level input.

When the correct level is detected on a configured pin, the sense mechanism will set the DETECT signal
high. Each pin has a separate DETECT signal. Default behavior, defined by the DETECTMODE register,
combines all DETECT signals from the pins in the GPIO port into one common DETECT signal and routes it
through the system to be utilized by other peripherals. This mechanism is functional in both System ON
and System OFF mode. See GPIO port and the GPIO pin details on page 142.

The following figure illustrates the GPIO port containing 32 individual pins, where PINO is shown in more
detail for reference. All signals on the left side of the illustration are used by other peripherals in the
system and therefore not directly available to the CPU.

LDETECT

PINO
ANAEN [ i ““\\\\ GPIO port

DIR_OVERRIDE [ >
DETECTMODE S . PIN[0].CNF.DRIVE ' | E

b OUT_OVERRIDE [ ; ; i | PINO PINO

DETECT G—\ LATCH OouT [ >+ Y ¢ I |
FETai b— | =

PIN[0].CNF.DIR §
/ PINO.DETECT r | 7
Sense '7 '4‘3\‘\’7
PIN1.DETECT 4@

PIN[O].CNF.SENSE PINIO].CNF.PULL

PIN31.DETECT PINOLONG NPUT
| PIN31 PIN31

A PIN[311.0UT
| PIN[31].IN
INPUT_OVERRIDE[ > !
ANAIN ]
O: output buffer I: input buffer

Figure 44: GPIO port and the GPIO pin details

Pins should be in a level that cannot trigger the sense mechanism before being enabled. If the SENSE
condition configured in the PIN_CNF registers is met when the sense mechanism is enabled, the DETECT
signal will immediately go high. A PORT event is triggered if the DETECT signal was low before enabling the
sense mechanism. See GPIOTE — GPIO tasks and events on page 149.

See the following peripherals for more information about how the DETECT signal is used:

e POWER — Power supply on page 61 - uses the DETECT signal to exit from System OFF mode.
e GPIOTE — GPIO tasks and events on page 149 - uses the DETECT signal to generate the PORT event.

When a pin's PINx.DETECT signal goes high, a flag is set in the LATCH register. For example, when the
PINO.DETECT signal goes high, bit 0 in the LATCH register is set to 1. If the CPU performs a clear operation
on a bit in the LATCH register when the associated PINx.DETECT signal is high, the bit in the LATCH register
will not be cleared. The LATCH register will only be cleared if the CPU explicitly clears it by writinga 1 to
the bit that shall be cleared, i.e. the LATCH register will not be affected by a PINx.DETECT signal being set
low.

The LDETECT signal will be set high when one or more bits in the LATCH register are 1. The LDETECT signal
will be set low when all bits in the LATCH register are successfully cleared to 0.

If one or more bits in the LATCH register are 1 after the CPU has performed a clear operation on the LATCH
register, a rising edge will be generated on the LDETECT signal. This is illustrated in DETECT signal behavior
on page 143.
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Note: The CPU can read the LATCH register at any time to check if a SENSE condition has been
met on any of the GPIO pins. This is still valid if that condition is no longer met at the time the CPU
gueries the LATCH register. This mechanism will work even if the LDETECT signal is not used as the
DETECT signal.

The LDETECT signal is by default not connected to the GPIO port's DETECT signal, but via the DETECTMODE
register. It is possible to change from default behavior to the DETECT signal that is derived directly from
the LDETECT signal. See GPIO port and the GPIO pin details on page 142. The following figure illustrates
the DETECT signal behavior for these two alternatives.

PIN31.DETECT
PIN1.DETECT ‘
PINO.DETECT e
DETECT
(Default mode)
LATCH.31 \—
LATCH.1
LATCH.0 _
DETECT
(LDETECT mode)
>
[
g 7 o 3
=) = = o

LATCH

LATCH

LATCH
LATCH

Figure 45: DETECT signal behavior

A GPIO pin input buffer can be disconnected from the pin to enable power savings when the pin is not
used as an input, see GPIO port and the GPIO pin details on page 142. Input buffers must be connected
to get a valid input value in the IN register, and for the sense mechanism to get access to the pin.

Other peripherals in the system can connect to GPIO pins and override their output value and
configuration, or read their analog or digital input value. See GPIO port and the GPIO pin details on page
142.

Selected pins also support analog input signals, see ANAIN in GPIO port and the GPIO pin details on page
142. The assignment of the analog pins can be found in Pin assignments on page 560.

Note: When a pin is configured as digital input, increased current consumption occurs when the
input voltage is between V, and V4. It is good practice to ensure that the external circuitry does
not drive that pin to levels between V, and V4 for a long period of time.
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6.8.2 Registers

Base address
0x50000000
0x50000000

0x50000300

Register
ouT
OUTSET
OUTCLR
IN

DIR
DIRSET
DIRCLR
LATCH

DETECTMODE
PIN_CNF[0]
PIN_CNF[1]
PIN_CNF[2]
PIN_CNF(3]
PIN_CNF[4]
PIN_CNF[5]
PIN_CNF[6]
PIN_CNF(7]
PIN_CNF[8]
PIN_CNF[9]
PIN_CNF[10]
PIN_CNF[11]
PIN_CNF[12]
PIN_CNF[13]
PIN_CNF[14]
PIN_CNF[15]
PIN_CNF[16]
PIN_CNF[17]
PIN_CNF[18]
PIN_CNF([19]
PIN_CNF[20]
PIN_CNF([21]
PIN_CNF[22]
PIN_CNF[23]
PIN_CNF[24]
PIN_CNF[25]
PIN_CNF[26]
PIN_CNF([27]
PIN_CNF[28]
PIN_CNF[29]
PIN_CNF([30]

4452 021v1.5

Peripheral
GPIO
GPIO

GPIO

Offset
0x504
0x508
0x50C
0x510
0x514
0x518
0x51C
0x520

0x524
0x700
0x704
0x708
0x70C
0x710
0x714
0x718
0x71C
0x720
0x724
0x728
0x72C
0x730
0x734
0x738
0x73C
0x740
0x744
0x748
0x74C
0x750
0x754
0x758
0x75C
0x760
0x764
0x768
0x76C
0x770
0x774
0x778

Instance Description Configuration
GPIO General purpose input and output Deprecated
PO General purpose input and output, port P0.00 to P0.31 implemented
0
P1 General purpose input and output, port P1.00 to P1.09 implemented

1

Table 41: Instances

Description

Write GPIO port

Set individual bits in GPIO port

Clear individual bits in GPIO port

Read GPIO port
Direction of GPIO pins
DIR set register

DIR clear register

Latch register indicating what GPIO pins that have met the criteria set in the PIN_CNF[n].SENSE

registers

Select between default DETECT signal behavior and LDETECT mode

Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins
Configuration of GPIO pins

144
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PIN_CNF[31] 0x77C Configuration of GPIO pins
Table 42: Register overview

6.8.2.1 OUT

Address offset: 0x504

Write GPIO port

ID Acce Field Value ID Description

A-f  RW PIN[i] (i=0..31) Pini
Low 0 Pin driver is low
High 1 Pin driver is high

6.8.2.2 OUTSET
Address offset: 0x508
Set individual bits in GPIO port

Read: reads value of OUT register.

ID Acce Field Value ID Description
A-f  RW PIN[i] (i=0..31) Pini

Low 0 Read: pin driver is low

High 1 Read: pin driver is high

Set 1 Write: a '1' sets the pin high; a '0' has no effect
6.8.2.3 OUTCLR

Address offset: 0x50C
Clear individual bits in GPIO port

Read: reads value of OUT register.

ID Acce Field Value ID Description
Af  RW PIN[i] (i=0..31) Pini

Low 0 Read: pin driver is low

High 1 Read: pin driver is high

Clear 1 Write: a '1' sets the pin low; a '0' has no effect
6.8.2.4IN

Address offset: 0x510
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Read GPIO port

ID Acce Field Value ID Description

Af R PIN[i] (i=0..31) Pini
Low 0 Pin input is low
High 1 Pin input is high

6.8.2.5 DIR
Address offset: 0x514

Direction of GPIO pins

ID Acce Field Value ID Description

Af  RW PIN[i] (i=0..31) Pin i
Input 0 Pin set as input
Output 1 Pin set as output

6.8.2.6 DIRSET
Address offset: 0x518

DIR set register

Read: reads value of DIR register.

ID Acce Field Value ID Description
A-f  RW PIN[i] (i=0..31) Set as output pin i
Input 0 Read: pin set as input
Output 1 Read: pin set as output
Set 1 Write: a '1' sets pin to output; a '0' has no effect

6.8.2.7 DIRCLR
Address offset: 0x51C
DIR clear register

Read: reads value of DIR register.
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Acce Field Value ID Description
A-f  RW PIN[i] (i=0..31) Set as input pin i
Input 0 Read: pin set as input
Output 1 Read: pin set as output
Clear 1 Write: a '1' sets pin to input; a '0' has no effect

6.8.2.8 LATCH
Address offset: 0x520
Latch register indicating what GPIO pins that have met the criteria set in the PIN_CNF[n].SENSE registers

Acce Field Value ID Description

A-f  RW PIN[i] (i=0..31) Status on whether PINi has met criteria set in
PIN_CNFi.SENSE register. Write '1' to clear.
Notlatched 0 Criteria has not been met

Latched 1 Criteria has been met

6.8.2.9 DETECTMODE

Address offset: 0x524

Select between default DETECT signal behavior and LDETECT mode

Acce Field Value ID Description
A RW DETECTMODE Select between default DETECT signal behavior and
LDETECT mode
Default 0 DETECT directly connected to PIN DETECT signals
LDETECT 1 Use the latched LDETECT behavior

6.8.2.10 PIN_CNF[n] (n=0..31)
Address offset: 0x700 + (n x Ox4)

Configuration of GPIO pins

Acce Field Value ID Description
A RW DIR Pin direction. Same physical register as DIR register
Input 0 Configure pin as an input pin
Output 1 Configure pin as an output pin
B RW INPUT Connect or disconnect input buffer
Connect 0 Connect input buffer
Disconnect 1 Disconnect input buffer
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ID Acce Field Value ID Description
C RW PULL Pull configuration
Disabled 0 No pull
Pulldown 1 Pull down on pin
Pullup 3 Pull up on pin
D RW DRIVE Drive configuration
S0S1 0 Standard '0', standard '1'
HOS1 1 High drive '0', standard '1'
SOH1 2 Standard '0', high drive '1'
HOH1 3 High drive '0', high 'drive '1"
DOS1 4 Disconnect '0' standard '1' (normally used for wired-or
connections)
DOH1 5 Disconnect '0', high drive '1' (normally used for wired-or
connections)
SoD1 6 Standard '0". disconnect '1' (normally used for wired-and
connections)
HOD1 7 High drive '0', disconnect '1' (normally used for wired-and
connections)
E RW SENSE Pin sensing mechanism
Disabled 0 Disabled
High 2 Sense for high level
Low 3 Sense for low level

6.8.3 Electrical specification

6.8.3.1 GPIO Electrical Specification

Vi Input high voltage 0.7 x VDD Vv
VDD
Vi Input low voltage VSS 0.3x \
VDD

VoH,sp Output high voltage, standard drive, 0.5 mA, VDD > 1.7 VDD -0.4 VDD \Y

VoH,HDH Output high voltage, high drive, 5 mA, VDD 2 2.7 V VDD - 0.4 VDD Y

VoH,HoL Output high voltage, high drive, 3 mA, VDD 2 1.7 V VDD -0.4 VDD Vv

VoL,sp Output low voltage, standard drive, 0.5 mA, VDD > 1.7 VSS VSS+0.4 V

VoL HbH Output low voltage, high drive, 5 mA, VDD 2 2.7 V VSS VSS+0.4 V

Vor,HoL Output low voltage, high drive, 3 mA, VDD 2 1.7 V VSS VSS+0.4 V

lo,sp Current at VSS+0.4 V, output set low, standard drive, VDD 2 1 2 4 mA
1.7

lot,HoH Current at VSS+0.4 V, output set low, high drive, VDD > 2.7 V 6 10 15 mA

lo,HoL Current at VSS+0.4 V, output set low, high drive, VDD 2 1.7 V 3 mA

loH,sp Current at VDD-0.4 V, output set high, standard drive, VDD 1 2 4 mA
21.7

loH,HDH Current at VDD-0.4 V, output set high, high drive, VDD 2 2.7 6 9 14 mA
\

lom,HDL Current at VDD-0.4 V, output set high, high drive, VDD > 1.7 3 mA
\
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Symbol Description Min. Typ. Max. Units
tRE15pF Rise/fall time, standard drive mode, 10-90%, 15 pF load* 9 ns
tRF,25pF Rise/fall time, standard drive mode, 10-90%, 25 pF load* 13 ns
tRF,50pF Rise/fall time, standard drive mode, 10-90%, 50 pF load** 25 ns
tHRF15pF Rise/Fall time, high drive mode, 10-90%, 15 pF load™ 4 ns
tHRF25pF Rise/Fall time, high drive mode, 10-90%, 25 pF load** 5 ns
tHRF50pF Rise/Fall time, high drive mode, 10-90%, 50 pF load** 8 ns
Rpy Pull-up resistance 11 13 16 kQ
Rpp Pull-down resistance 11 13 16 kQ
Cpap Pad capacitance 3 pF

6.8.3.2 NFC Pads Electrical Specification

Symbol Description Min. Typ. Max. Units

CpaD_NFC Pad capacitance on NFC pads 4 pF

INFC_LEAK Leakage current between NFC pads when driven to different 1 10 HA
states

INFC_LEAK_EXT Leakage current between NFC pads when driven to different 1 15 LA

states, extended temperature range

6.9 GPIOTE — GPIO tasks and events

The GPIO tasks and events (GPIOTE) module provides functionality for accessing GPIO pins using tasks and
events. Each GPIOTE channel can be assigned to one pin.

A GPIOTE block enables GPIOs to generate events on pin state change which can be used to carry out tasks
through the PPI system. A GPIO can also be driven to change state on system events using the PPI system.
Tasks and events are briefly introduced in Peripheral interface on page 98, and GPIO is described in

more detail in GPIO — General purpose input/output on page 141.

Low power detection of pin state changes is possible when in System ON or System OFF.
Instance Number of GPIOTE channels
GPIOTE 8

Table 43: GPIOTE properties

Up to three tasks can be used in each GPIOTE channel for performing write operations to a pin. Two tasks
are fixed (SET and CLR), and one (OUT) is configurable to perform following operations:

e Set
e (Clear
e Toggle

An event can be generated in each GPIOTE channel from one of the following input conditions:
¢ Rising edge
¢ Falling edge
e Any change

14 . . . .
Rise and fall times based on simulations
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6.9.1 Pin events and tasks

The GPIOTE module has a number of tasks and events that can be configured to operate on individual
GPIO pins.

The tasks SET[n], CLR[n], and OUT[n] can write to individual pins, and events IN[n] can be generated from
input changes of individual pins.

The SET task will set the pin selected in GPIOTE.CONFIG[n].PSEL to high. The CLR task will set the pin low.

The effect of the OUT task on the pin is configurable in CONFIG[n].POLARITY. It can set the pin high, set it
low, or toggle it.

Tasks and events are configured using the CONFIG[n] registers. One CONFIG[n] register is associated with a
set of SET[n], CLR[n], and OUT[n] tasks and IN[n] events.

As long as a SET[n], CLR[n], and OUT[n] task or an IN[n] event is configured to control pin n, the pin's
output value will only be updated by the GPIOTE module. The pin's output value, as specified in the GPIO,
will be ignored as long as the pin is controlled by GPIOTE. Attempting to write to the pin as a normal GPIO
pin will have no effect. When the GPIOTE is disconnected from a pin, the associated pin gets the output
and configuration values specified in the GPIO module, see MODE field in CONFIG[n] register.

When conflicting tasks are triggered simultaneously (i.e. during the same clock cycle) in one channel, the
priority of the tasks is as described in the following table.

Priority Task
1 out
2 CLR
3 SET

Table 44: Task priorities

When setting the CONFIG[n] registers, MODE=Disabled does not have the same effect as MODE=Task and
POLARITY=None. In the latter case, a CLR or SET task occurring at the exact same time as OUT will end up
with no change on the pin, based on the priorities described in the table above.

When a GPIOTE channel is configured to operate on a pin as a task, the initial value of that pin is
configured in the OUTINIT field of CONFIG[n].

6.9.2 Port event
PORT is an event that can be generated from multiple input pins using the GPIO DETECT signal.

The event will be generated on the rising edge of the DETECT signal. See GPIO — General purpose input/
output on page 141 for more information about the DETECT signal.

The GPIO DETECT signal will not wake the system up again if the system is put into System ON IDLE while
the DETECT signal is high. Clear all DETECT sources before entering sleep. If the LATCH register is used as
a source, a new rising edge will be generated on DETECT if any bit in LATCH is still high after clearing all
or part of the register. This could occur if one of the PINX.DETECT signals is still high, for example. See Pin
configuration on page 142 for more information.

Setting the system to System OFF while DETECT is high will cause a wakeup from System OFF reset.

This feature is always enabled even if the peripheral itself appears to be IDLE, meaning no clocks or
other power intensive infrastructure have to be requested to keep this feature enabled. This feature can
therefore be used to wake up the CPU from a WFI or WFE type sleep in System ON when all peripherals
and the CPU are idle, meaning the lowest power consumption in System ON mode.

In order to prevent spurious interrupts from the PORT event while configuring the sources, the following
must be performed:
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1. Disable interrupts on the PORT event (through INTENCLR.PORT).

2. Configure the sources (PIN_CNF[n].SENSE).

3. Clear any potential event that could have occurred during configuration (write '0' to EVENTS_PORT).
4. Enable interrupts (through INTENSET.PORT).

6.9.3 Tasks and events pin configuration
Each GPIOTE channel is associated with one physical GPIO pin through the CONFIG.PSEL field.

When Event mode is selected in CONFIG.MODE, the pin specified by CONFIG.PSEL will be configured

as an input, overriding the DIR setting in GPIO. Similarly, when Task mode is selected in CONFIG.MODE,
the pin specified by CONFIG.PSEL will be configured as an output overriding the DIR setting and OUT
value in GPIO. When Disabled is selected in CONFIG.MODE, the pin specified by CONFIG.PSEL will use its
configuration from the PIN[n].CNF registers in GPIO.

Note: A pin can only be assigned to one GPIOTE channel at a time. Failing to do so may result in
unpredictable behavior.

6.9.4 Registers

Base address Peripheral Instance Description Configuration

0x40006000 GPIOTE GPIOTE GPIO tasks and events

Table 45: Instances

Register Offset Description

TASKS_OUTIO0] 0x000 Task for writing to pin specified in CONFIG[0].PSEL. Action on pin is configured in
CONFIG[0].POLARITY.

TASKS_OUTI[1] 0x004 Task for writing to pin specified in CONFIG[1].PSEL. Action on pin is configured in
CONFIG[1].POLARITY.

TASKS_OUT([2] 0x008 Task for writing to pin specified in CONFIG[2].PSEL. Action on pin is configured in
CONFIG[2].POLARITY.
TASKS_OUT(3] 0x00C Task for writing to pin specified in CONFIG[3].PSEL. Action on pin is configured in

CONFIG[3].POLARITY.

TASKS_OUT[4] 0x010 Task for writing to pin specified in CONFIG[4].PSEL. Action on pin is configured in
CONFIG[4].POLARITY.

TASKS_OUT(5] 0x014 Task for writing to pin specified in CONFIG[5].PSEL. Action on pin is configured in
CONFIG[5].POLARITY.

TASKS_OUT([6] 0x018 Task for writing to pin specified in CONFIG[6].PSEL. Action on pin is configured in

CONFIG[6].POLARITY.

TASKS_OUT[7] 0x01C Task for writing to pin specified in CONFIG[7].PSEL. Action on pin is configured in
CONFIG[7].POLARITY.

TASKS_SET[O0] 0x030 Task for writing to pin specified in CONFIG[0].PSEL. Action on pin is to set it high.

TASKS_SET[1] 0x034 Task for writing to pin specified in CONFIG[1].PSEL. Action on pin is to set it high.

TASKS_SET[2] 0x038 Task for writing to pin specified in CONFIG[2].PSEL. Action on pin is to set it high.

TASKS_SETI[3] 0x03C Task for writing to pin specified in CONFIG[3].PSEL. Action on pin is to set it high.

TASKS_SET([4] 0x040 Task for writing to pin specified in CONFIG[4].PSEL. Action on pin is to set it high.

TASKS_SET[5] 0x044 Task for writing to pin specified in CONFIG[5].PSEL. Action on pin is to set it high.

TASKS_SET[6] 0x048 Task for writing to pin specified in CONFIG[6].PSEL. Action on pin is to set it high.

TASKS_SET[7] 0x04C Task for writing to pin specified in CONFIG[7].PSEL. Action on pin is to set it high.

TASKS_CLR[O] 0x060 Task for writing to pin specified in CONFIG[0].PSEL. Action on pin is to set it low.

TASKS_CLR[1] 0x064 Task for writing to pin specified in CONFIG[1].PSEL. Action on pin is to set it low.

TASKS_CLR[2] 0x068 Task for writing to pin specified in CONFIG[2].PSEL. Action on pin is to set it low.
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TASKS_CLR[3] 0x06C Task for writing to pin specified in CONFIG[3].PSEL. Action on pin is to set it low.
TASKS_CLR[4] 0x070 Task for writing to pin specified in CONFIG[4].PSEL. Action on pin is to set it low.
TASKS_CLR[5] 0x074 Task for writing to pin specified in CONFIG[5].PSEL. Action on pin is to set it low.
TASKS_CLR[6] 0x078 Task for writing to pin specified in CONFIG[6].PSEL. Action on pin is to set it low.
TASKS_CLR[7] 0x07C Task for writing to pin specified in CONFIG[7].PSEL. Action on pin is to set it low.
EVENTS_IN[O] 0x100 Event generated from pin specified in CONFIG[0].PSEL

EVENTS_IN[1] 0x104 Event generated from pin specified in CONFIG[1].PSEL

EVENTS_IN[2] 0x108 Event generated from pin specified in CONFIG[2].PSEL

EVENTS_IN[3] 0x10C Event generated from pin specified in CONFIG[3].PSEL

EVENTS_IN[4] 0x110 Event generated from pin specified in CONFIG[4].PSEL

EVENTS_IN[5] 0x114 Event generated from pin specified in CONFIG[5].PSEL

EVENTS_IN[6] 0x118 Event generated from pin specified in CONFIG[6].PSEL

EVENTS_IN[7] 0x11C Event generated from pin specified in CONFIG[7].PSEL

EVENTS_PORT 0x17C Event generated from multiple input GPIO pins with SENSE mechanism enabled
INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

CONFIG[0] 0x510 Configuration for OUT[n], SET[n], and CLR[n] tasks and IN[n] event

CONFIG[1] 0x514 Configuration for OUT[n], SET[n], and CLR[n] tasks and IN[n] event

CONFIG[2] 0x518 Configuration for OUT[n], SET[n], and CLR[n] tasks and IN[n] event

CONFIG[3] 0x51C Configuration for OUT[n], SET[n], and CLR[n] tasks and IN[n] event

CONFIG[4] 0x520 Configuration for OUT[n], SET[n], and CLR[n] tasks and IN[n] event

CONFIG[5] 0x524 Configuration for OUT[n], SET[n], and CLR[n] tasks and IN[n] event

CONFIG[6] 0x528 Configuration for OUT[n], SET[n], and CLR[n] tasks and IN[n] event

CONFIG[7] 0x52C Configuration for OUT[n], SET[n], and CLR[n] tasks and IN[n] event

Table 46: Register overview

6.9.4.1 TASKS_OUT[n] (n=0..7)
Address offset: 0x000 + (n x Ox4)
Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is configured in CONFIG[n].POLARITY.

Acce Field Value ID Description

A W TASKS_OUT Task for writing to pin specified in CONFIG[n].PSEL. Action
on pin is configured in CONFIG[n].POLARITY.
Trigger 1 Trigger task

6.9.4.2 TASKS _SET[n] (n=0..7)
Address offset: 0x030 + (n x Ox4)

Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is to set it high.

Acce Field Value ID Description

A W  TASKS_SET Task for writing to pin specified in CONFIG[n].PSEL. Action
on pin is to set it high.

Trigger 1 Trigger task
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6.9.4.3 TASKS_CLR[n] (n=0..7)
Address offset: 0x060 + (n x 0x4)
Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is to set it low.

ID Acce Field Value ID Description

A W TASKS_CLR Task for writing to pin specified in CONFIG[n].PSEL. Action
on pin is to set it low.

Trigger 1 Trigger task

6.9.4.4 EVENTS_IN[n] (n=0..7)
Address offset: 0x100 + (n x Ox4)

Event generated from pin specified in CONFIG[n].PSEL

ID Acce Field Value ID Description

A RW EVENTS_IN Event generated from pin specified in CONFIG[n].PSEL
NotGenerated 0 Event not generated
Generated 1 Event generated

6.9.4.5 EVENTS_PORT
Address offset: 0x17C

Event generated from multiple input GPIO pins with SENSE mechanism enabled

ID Acce Field Value ID Value Description
A RW EVENTS_PORT Event generated from multiple input GPIO pins with SENSE
mechanism enabled
NotGenerated 0 Event not generated

Generated 1 Event generated

6.9.4.6 INTENSET
Address offset: 0x304

Enable interrupt
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ID Acce Field Value ID Description

A-H RW INJi] (i=0..7) Write '1' to enable interrupt for event IN[i]
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

| RW PORT Write '1' to enable interrupt for event PORT
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.9.4.7 INTENCLR
Address offset: 0x308

Disable interrupt

ID Acce Field Value ID Description

A-H RW IN[i] (i=0..7) Write '1' to disable interrupt for event IN[i]
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

| RW PORT Write '1' to disable interrupt for event PORT
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.9.4.8 CONFIG[n] (n=0..7)
Address offset: 0x510 + (n x Ox4)

Configuration for OUT[n], SET[n], and CLR[n] tasks and IN[n] event

ID Acce Field Value ID Description
A RW MODE Mode
Disabled 0 Disabled. Pin specified by PSEL will not be acquired by the

GPIOTE module.

Event 1 Event mode

The pin specified by PSEL will be configured as an input and
the IN[n] event will be generated if operation specified in

POLARITY occurs on the pin.
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Acce Field Value ID Description

Task 3 Task mode

The GPIO specified by PSEL will be configured as an output
and triggering the SET[n], CLR[n] or OUT[n] task will
perform the operation specified by POLARITY on the pin.
When enabled as a task the GPIOTE module will acquire the
pin and the pin can no longer be written as a regular output
pin from the GPIO module.
B RW PSEL [0..31] GPIO number associated with SET[n], CLR[n], and OUT[n]
tasks and IN[n] event
C RW PORT [0..1] Port number
D RW POLARITY When In task mode: Operation to be performed on output
when OUT[n] task is triggered. When In event mode:
Operation on input that shall trigger IN[n] event.
None 0 Task mode: No effect on pin from OUT[n] task. Event mode:
no IN[n] event generated on pin activity.
LoToHi 1 Task mode: Set pin from OUT[n] task. Event mode: Generate
IN[n] event when rising edge on pin.
HiToLo 2 Task mode: Clear pin from OUT[n] task. Event mode:
Generate IN[n] event when falling edge on pin.
Toggle 3 Task mode: Toggle pin from OUT[n]. Event mode: Generate
IN[n] when any change on pin.
E RW OUTINIT When in task mode: Initial value of the output when the

GPIOTE channel is configured. When in event mode: No

effect.
Low 0 Task mode: Initial value of pin before task triggering is low
High 1 Task mode: Initial value of pin before task triggering is high

6.9.5 Electrical specification

6.10 IZS — Inter-IC sound interface

The I%S (Inter-1C Sound) module, supports the original two-channel 1%s format, and left or right-aligned
formats. It implements EasyDMA for sample transfer directly to and from RAM without CPU intervention.

The I%S peripheral has the following main features:

¢ Master and Slave mode

¢ Simultaneous bi-directional (TX and RX) audio streaming
e Original 1S and left- or right-aligned format

e 8,16 and 24-bit sample width

e Low-jitter Master Clock generator

e Various sample rates
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Figure 46: I’S master

6.10.1 Mode

The 1%S protocol specification defines two modes of operation, Master and Slave.

The I*S mode decides which of the two sides (Master or Slave) shall provide the clock signals LRCK and
SCK, and these signals are always supplied by the Master to the Slave.

6.10.2 Transmitting and receiving

The 1S module supports both transmission (TX) and reception (RX) of serial data. In both cases the serial
data is shifted synchronously to the clock signals SCK and LRCK.

TX data is written to the SDOUT pin on the falling edge of SCK, and RX data is read from the SDIN pin on
the rising edge of SCK. The most significant bit (MSB) is always transmitted first.

TX and RX are available in both Master and Slave modes and can be enabled/disabled independently in
the CONFIG.TXEN on page 169 and CONFIG.RXEN on page 169.

Transmission and/or reception is started by triggering the START task. When started and transmission
is enabled (in CONFIG.TXEN on page 169), the TXPTRUPD event will be generated for every
RXTXD.MAXCNT on page 172 number of transmitted data words (containing one or more samples).
Similarly, when started and reception is enabled (in CONFIG.RXEN on page 169), the RXPTRUPD event
will be generated for every RXTXD.MAXCNT on page 172 received data words.
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Figure 47: Transmitting and receiving. CONFIG.FORMAT = Aligned,
CONFIG.SWIDTH = 8Bit, CONFIG.CHANNELS = Stereo, RXTXD.MAXCNT = 1.

6.10.3 Left right clock (LRCK)

The Left Right Clock (LRCK), often referred to as "word clock", "sample clock" or "word select" in %S
context, is the clock defining the frames in the serial bit streams sent and received on SDOUT and SDIN,
respectively.

In 12S mode, each frame contains one left and right sample pair, with the left sample being transferred
during the low half period of LRCK followed by the right sample being transferred during the high period of
LRCK.

In Aligned mode, each frame contains one left and right sample pair, with the left sample being
transferred during the high half period of LRCK followed by the right sample being transferred during the
low period of LRCK.

Consequently, the LRCK frequency is equivalent to the audio sample rate.

When operating in Master mode, the LRCK is generated from the MCK, and the frequency of LRCK is then
given as:

LRCK = MCK / CONFIG.RATIO

LRCK always toggles around the falling edge of the serial clock SCK.

6.10.4 Serial clock (SCK)

The serial clock (SCK), often referred to as the serial bit clock, pulses once for each data bit being
transferred on the serial data lines SDIN and SDOUT.

When operating in Master mode the SCK is generated from the MCK, and the frequency of SCK is then
given as:

SCK = 2 * LRCK * CONFIG.SWIDTH

The falling edge of the SCK falls on the toggling edge of LRCK.

When operating in Slave mode SCK is provided by the external 1S master.
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6.10.5 Master clock (MCK)

The master clock (MCK) is the clock from which LRCK and SCK are derived when operating in Master mode.

The MCK is generated by an internal MCK generator. This generator always needs to be enabled when in
Master mode, but the generator can also be enabled when in Slave mode. Enabling the generator when

in slave mode can be useful in the case where the external Master is not able to generate its own master
clock.

The MCK generator is enabled/disabled in the register CONFIG.MCKEN on page 169, and the generator
is started or stopped by the START or STOP tasks.

In Master mode the LRCK and the SCK frequencies are closely related, as both are derived from MCK and
set indirectly through CONFIG.RATIO on page 170 and CONFIG.SWIDTH on page 171.

When configuring these registers, the user is responsible for fulfilling the following requirements:

1. SCK frequency can never exceed the MCK frequency, which can be formulated as:

CONFIG.RATIO >= 2 * CONFIG.SWIDTH

2. The MCK/LRCK ratio shall be a multiple of 2 * CONFIG.SWIDTH, which can be formulated as:

Integer = (CONFIG.RATIO / (2 * CONFIG.SWIDTH))
The MCK signal can be routed to an output pin (specified in PSEL.MCK) to supply external 1S devices that
require the MCK to be supplied from the outside.

When operating in Slave mode, the 1°S module does not use the MCK and the MCK generator does not
need to be enabled.

Lox { MCK LML o L g o

LRCK /S ey /T A,

SWIDTH
SCK LI L mmrfrmrrmrjgrir

Figure 48: Relation between RATIO, MCK and LRCK.

Desired LRCK CONFIG.SWID' CONFIG.RATIC CONFIG.MCKF MCK [Hz] LRCK [Hz] LRCK error
[Hz] [%]
16000 16Bit 32X 32MDIV63 507936.5 15873.0 -0.8
16000 16Bit 64X 32MDIV31 1032258.1 16129.0 0.8
16000 16Bit 256X 32MDIV8 4000000.0 15625.0 -2.3
32000 16Bit 32X 32MDIV31 1032258.1 32258.1 0.8
32000 16Bit 64X 32MDIV16 2000000.0 31250.0 -2.3
44100 16Bit 32X 32MDIV23 1391304.3 43478.3 -1.4
44100 16Bit 64X 32MDIV11 2909090.9 45454.5 3.1

Table 47: Configuration examples

6.10.6 Width, alignment and format

The CONFIG.SWIDTH register primarily defines the sample width of the data written to memory. In master
mode, it then also sets the amount of bits per frame. In Slave mode it controls padding/trimming if
required. Left, right, transmitted, and received samples always have the same width. The CONFIG.FORMAT
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register specifies the position of the data frames with respect to the LRCK edges in both Master and Slave
modes.

When using %S format, the first bit in a half-frame (containing one left or right sample) gets sampled on
the second rising edge of the SCK after a LRCK edge. When using Aligned mode, the first bit in a half-frame
gets sampled on the first rising edge of SCK following a LRCK edge.

For data being received on SDIN the sample value can be either right or left-aligned inside a half-frame, as
specified in CONFIG.ALIGN on page 171. CONFIG.ALIGN on page 171 affects only the decoding of the
incoming samples (SDIN), while the outgoing samples (SDOUT) are always left-aligned (or justified).

When using left-alignment, each half-frame starts with the MSB of the sample value (both for data being
sent on SDOUT and received on SDIN).

When using right-alignment, each half-frame of data being received on SDIN ends with the LSB of the
sample value, while each half-frame of data being sent on SDOUT starts with the MSB of the sample value
(same as for left-alignment).

In Master mode, the size of a half-frame (in number of SCK periods) equals the sample width (in number
of bits), and in this case the alignment setting does not care as each half-frame in any case will start with
the MSB and end with the LSB of the sample value.

In slave mode, however, the sample width does not need to equal the frame size. This means you might
have extra or fewer SCK pulses per half-frame than what the sample width specified in CONFIG.SWIDTH
requires.

In the case where we use left-alignment and the number of SCK pulses per half-frame is higher than the
sample width, the following will apply:

¢ For data received on SDIN, all bits after the LSB of the sample value will be discarded.
* For data sent on SDOUT, all bits after the LSB of the sample value will be 0.

In the case where we use left-alighment and the number of SCK pulses per frame is lower than the
sample width, the following will apply:

¢ Data sent and received on SDOUT and SDIN will be truncated with the LSBs being removed first.

In the case where we use right-alignment and the number of SCK pulses per frame is higher than the
sample width, the following will apply:

e For data received on SDIN, all bits before the MSB of the sample value will be discarded.

e For data sent on SDOUT, all bits after the LSB of the sample value will be 0 (same behavior as for left-
alignment).

In the case where we use right-alignment and the number of SCK pulses per frame is lower than the
sample width, the following will apply:

¢ Data received on SDIN will be sign-extended to "sample width" number of bits before being written to
memory.

¢ Data sent on SDOUT will be truncated with the LSBs being removed first (same behavior as for left-
alignment).

frame
LRCK 1 left [ [ rght Jf L left [
Soeneyipigipighy/igigsipigipiphy/pipEytgigigigly/igh

SDINorSDOUT feselsssl T T T JJ T Tesefrse] T T T J/ T Tesfrse] T T T JJ T

Figure 49: IZSformat. CONFIG.SWIDTH equalling half-frame size.
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frame
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Figure 50: Aligned format. CONFIG.SWIDTH equalling half-frame size.

6.10.7 EasyDMA

The 1S module implements EasyDMA for accessing internal Data RAM without CPU intervention.

The source and destination pointers for the TX and RX data are configured in TXD.PTR on page 172 and
RXD.PTR on page 172. The memory pointed to by these pointers will only be read or written when TX or
RX are enabled in CONFIG.TXEN on page 169 and CONFIG.RXEN on page 169.

The addresses written to the pointer registers TXD.PTR on page 172 and RXD.PTR on page 172 are

double-buffered in hardware, and these double buffers are updated for every RXTXD.MAXCNT on page
172 words (containing one or more samples) read/written from/to memory. The events TXPTRUPD and
RXPTRUPD are generated whenever the TXD.PTR and RXD.PTR are transferred to these double buffers.

If TXD.PTR on page 172 is not pointing to the Data RAM region when transmission is enabled, or
RXD.PTR on page 172 is not pointing to the Data RAM region when reception is enabled, an EasyDMA
transfer may result in a HardFault and/or memory corruption. See Memory on page 19 for more
information about the different memory regions.

Due to the nature of IZS, where the number of transmitted samples always equals the number of received
samples (at least when both TX and RX are enabled), one common register RXTXD.MAXCNT on page

172 is used for specifying the sizes of these two memory buffers. The size of the buffers is specified in

a number of 32-bit words. Such a 32-bit memory word can either contain four 8-bit samples, two 16-bit
samples or one right-aligned 24-bit sample sign extended to 32 bit.

In stereo mode (CONFIG.CHANNELS=Stereo), the samples are stored as "left and right sample pairs" in
memory. Figure Memory mapping for 8 bit stereo. CONFIG.SWIDTH = 8Bit, CONFIG.CHANNELS = Stereo.
on page 161, Memory mapping for 16 bit stereo. CONFIG.SWIDTH = 16Bit, CONFIG.CHANNELS = Stereo.
on page 161 and Memory mapping for 24 bit stereo. CONFIG.SWIDTH = 24Bit, CONFIG.CHANNELS =
Stereo. on page 162 show how the samples are mapped to memory in this mode. The mapping is valid
for both RX and TX.

In mono mode (CONFIG.CHANNELS=Left or Right), RX sample from only one channel in the frame is
stored in memory, the other channel sample is ignored. Illustrations Memory mapping for 8 bit mono.
CONFIG.SWIDTH = 8Bit, CONFIG.CHANNELS = Left. on page 161, Memory mapping for 16 bit mono, left
channel only. CONFIG.SWIDTH = 16Bit, CONFIG.CHANNELS = Left. on page 161 and Memory mapping
for 24 bit mono, left channel only. CONFIG.SWIDTH = 24Bit, CONFIG.CHANNELS = Left. on page 162
show how RX samples are mapped to memory in this mode.

For TX, the same outgoing sample read from memory is transmitted on both left and right in a frame,
resulting in a mono output stream.
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31 24 23 16 15 8 7 0
x.PTR Right sample 1 Left sample 1 Right sample 0 Left sample 0
X.PTR + 4 Right sample 3 Left sample 3 Right sample 2 Left sample 2
Right sample Left sample Right sample Left sample
X.PTR + (n*2) - 4 n-1 n-1 n-2 n-2

Figure 51: Memory mapping for 8 bit stereo. CONFIG.SWIDTH = 8Bit, CONFIG.CHANNELS = Stereo.

31 24 23 16 15 87 0
x.PTR Left sample 3 Left sample 2 Left sample 1 Left sample O
x.PTR + 4 Leftsample 7 | Leftsample6 | Leftsample5 | Left sample 4
Left sample Left sample Left sample Left sample
X.PTR+n-4 n-1 n-2 n-3 n-4

Figure 52: Memory mapping for 8 bit mono. CONFIG.SWIDTH = 8Bit, CONFIG.CHANNELS = Left.

31 16 15 0
x.PTR Right sample 0 Left sample O
X.PTR + 4 Right sample 1 Left sample 1
xPTR + (n*4) -4 | Rightsamplen-1 | Leftsamplen-1

Figure 53: Memory mapping for 16 bit stereo. CONFIG.SWIDTH = 16Bit, CONFIG.CHANNELS = Stereo.

31 16 15

x.PTR Left sample 1 Left sample 0

x.PTR + 4 Left sample 3 Left sample 2

xPTR+(n*2)-4 | Leftsamplen-1 Left samplen-2

Figure 54: Memory mapping for 16 bit mono, left channel
only. CONFIG.SWIDTH = 16Bit, CONFIG.CHANNELS = Left.
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31 23 0
x.PTR Sign ext. Left Sample 0
X.PTR + 4 Sign ext. Right sample 0
XPTR + (n*8) - 8 Sign ext. Left samplen-1
X.PTR + (n*8) - 4 sgnext.  Right samplen-1

Figure 55: Memory mapping for 24 bit stereo. CONFIG.SWIDTH = 24Bit, CONFIG.CHANNELS = Stereo.

31 23 0
x.PTR Sign ext. Left sample O
«PTR+4 | Senext. Left sample 1
XPTR + (n*4) - 4 Sign ext. Left samplen-1

Figure 56: Memory mapping for 24 bit mono, left channel
only. CONFIG.SWIDTH = 24Bit, CONFIG.CHANNELS = Left.

6.10.8 Module operation

Described here is a typical operating procedure for the 1S module.
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1. Configure the 1S module using the CONFIG registers

// Enable reception
NRF_T2S->CONFIG.RXEN = (I2S_CONFIG_RXEN RXEN Enabled <<
I2S_CONFIG RXEN RXEN Pos);
// Enable transmission
NRF712S—>CONFIG.TXEN = (12Sic0NFIG7TXEN7TXEN7Enabled <<
I2S CONFIG_TXEN TXEN Pos);
// Enable MCK generator
NRF_T2S->CONFIG.MCKEN = (I2S_CONFIG_MCKEN MCKEN Enabled <<
I2S CONFIG_MCKEN MCKEN Pos);
// MCKFREQ = 4 MHz
NRF712S—>CONFIG.MCKFREQ = IZSicoNFIGiMCKFREQiMCKFREQi32MDIV8 <<
IZS_CONFIG_MCKFREQ_MCKFREQ_POS;
// Ratio = 256
NRF_T2S->CONFIG.RATIO = I2S CONFIG_RATIO RATIO 256X <<
I2S_CONFIG_RATIO RATIO Pos;
// MCKFREQ = 4 MHz and Ratio = 256 gives sample rate = 15.625 ks/s
// Sample width = 16 bit
NRF_IZS—>CONFIG.SWIDTH = IZS_CONFIG_SWIDTH_SWIDTH_l6Bit <<
I2S_CONFIG_SWIDTH SWIDTH Pos;
// Alignment = Left
NRF_I2S->CONFIG.ALIGN = I2S CONFIG ALIGN ALIGN Left <<
I2SicoNFIGiALIGNiALIGNiPOS;
// Format = I2S
NRF_IZS—>CONFIG.FORMAT = IZS_CONFIG_FORMAT_FORMAT_I2S <<
I2S CONFIG_FORMAT FORMAT Pos;
// Use stereo
NRF712S—>CONFIG.CHANNELS = I257CONFIGfCHANNEL57CHANNELsistereo <<
12SicoNFIG7CHANNEL57CHANNEL57POS;

2. Map IO pins using the PINSEL registers

// MCK routed to pin 0
NRF I2S->PSEL.MCK = (0 << I2S PSEL MCK PIN Pos) |
(I2S_PSEL_MCK_CONNECT Connected <<
I2S PSEL MCK CONNECT Pos);
// SCK routed to pin 1
NRF_I2S->PSEL.SCK = (1 << I2S_PSEL_SCK_PIN Pos) |
(I2S_PSEL_SCK_CONNECT_ Connected <<
I2S_PSEL_SCK_CONNECT Pos);
// LRCK routed to pin 2
NRF_IZS—>PSEL.LRCK = (2 << IZS_PSEL_LRCK_PIN_POS) |
(12S_PSEI,_LRCK_CONNECT Connected <<
I2S_PSEL_LRCK_CONNECT Pos) ;
// SDOUT routed to pin 3
NRF I2S->PSEL.SDOUT = (3 << I2S_PSEL SDOUT PIN Pos) |
(I2S_PSEL_SDOUT CONNECT Connected <<
I2S PSEL SDOUT CONNECT Pos);
// SDIN routed on pin 4
NRF_I2S->PSEL.SDIN = (4 << I2S_PSEL_SDIN PIN Pos) |
(I2S_PSEL_SDIN_CONNECT Connected <<
I2S_PSEL_SDIN CONNECT Pos);
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NRF_I2S->TXD.PTR
NRF_I2S->RXD.PTR

my tx buf;

my rx buf;

NRF I2S->TXD.MAXCNT

NRF I2S->ENABLE 1;

NRF I2S->TASKS START = 1;

if (NRF_I2S->EVENTS TXPTRUPD != 0)

{

NRF I2S->TXD.PTR
NRF I2S->EVENTS TXPTRUPD = 0;

if (NRF_I2S->EVENTS RXPTRUPD != 0)
{

NRF I2S->RXD.PTR
NRF I2S->EVENTS RXPTRUPD = 0;

6.10.9 Pin configuration

Configure TX and RX data pointers using the TXD, RXD and RXTXD registers

MY BUF SIZE;

Enable the 1S module using the ENABLE register

Start audio streaming using the START task

Handle received and transmitted data when receiving the TXPTRUPD and RXPTRUPD events

my next tx buf;

my next rx buf;

The MCK, SCK, LRCK, SDIN and SDOUT signals associated with the 1°S module are mapped to physical pins
according to the pin numbers specified in the PSEL.x registers.

These pins are acquired whenever the 1°S module is enabled through the register ENABLE on page 168.

When a pin is acquired by the 1%s module, the direction of the pin (input or output) will be configured
automatically, and any pin direction setting done in the GPIO module will be overridden. The directions for
the various 1°S pins are shown below in GPIO configuration before enabling peripheral (master mode) on
page 164 and GPIO configuration before enabling peripheral (slave mode) on page 165.

To secure correct signal levels on the pins when the system is in OFF mode, and when the 1°S module is
disabled, these pins must be configured in the GPIO peripheral directly.

1% signal 1%s pin

MCK As specified in PSEL.MCK
LRCK As specified in PSEL.LRCK
SCK As specified in PSEL.SCK
SDIN As specified in PSEL.SDIN
SDOUT As specified in PSEL.SDOUT

Direction Output value Comment
0
0

0

Output
Output
Output
Input Not applicable

Output 0

Table 48: GPIO configuration before enabling peripheral (master mode)
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MCK As specified in PSEL.MCK Output 0
LRCK As specified in PSEL.LRCK Input Not applicable
SCK As specified in PSEL.SCK Input Not applicable
SDIN As specified in PSEL.SDIN Input Not applicable
SDOUT As specified in PSEL.SDOUT Output 0

Table 49: GPIO configuration before enabling peripheral (slave mode)

6.10.10 Registers

0x40025000 12S 12S Inter-IC sound interface

Table 50: Instances

TASKS_START 0x000 Starts continuous I2S transfer. Also starts MCK generator when this is enabled.

TASKS_STOP 0x004 Stops 12S transfer. Also stops MCK generator. Triggering this task will cause the STOPPED event
to be generated.

EVENTS_RXPTRUPD 0x104 The RXD.PTR register has been copied to internal double-buffers. When the 12S module is
started and RX is enabled, this event will be generated for every RXTXD.MAXCNT words that
are received on the SDIN pin.

EVENTS_STOPPED 0x108 12S transfer stopped.

EVENTS_TXPTRUPD 0x114 The TDX.PTR register has been copied to internal double-buffers. When the 12S module is

started and TX is enabled, this event will be generated for every RXTXD.MAXCNT words that

are sent on the SDOUT pin.
INTEN 0x300 Enable or disable interrupt
INTENSET 0x304 Enable interrupt
INTENCLR 0x308 Disable interrupt
ENABLE 0x500 Enable 12S module.
CONFIG.MODE 0x504 12S mode.
CONFIG.RXEN 0x508 Reception (RX) enable.
CONFIG.TXEN 0x50C Transmission (TX) enable.
CONFIG.MCKEN 0x510 Master clock generator enable.
CONFIG.MCKFREQ 0x514 Master clock generator frequency.
CONFIG.RATIO 0x518 MCK / LRCK ratio.
CONFIG.SWIDTH 0x51C Sample width.
CONFIG.ALIGN 0x520 Alignment of sample within a frame.
CONFIG.FORMAT 0x524 Frame format.
CONFIG.CHANNELS 0x528 Enable channels.
RXD.PTR 0x538 Receive buffer RAM start address.
TXD.PTR 0x540 Transmit buffer RAM start address.
RXTXD.MAXCNT 0x550 Size of RXD and TXD buffers.
PSEL.MCK 0x560 Pin select for MCK signal.
PSEL.SCK 0x564 Pin select for SCK signal.
PSEL.LRCK 0x568 Pin select for LRCK signal.
PSEL.SDIN 0x56C Pin select for SDIN signal.
PSEL.SDOUT 0x570 Pin select for SDOUT signal.

Table 51: Register overview
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6.10.10.1 TASKS_START
Address offset: 0x000

Starts continuous I2S transfer. Also starts MCK generator when this is enabled.

ID Acce Field Value ID Description

A W TASKS_START Starts continuous 12S transfer. Also starts MCK generator
when this is enabled.

Trigger 1 Trigger task

6.10.10.2 TASKS_STOP
Address offset: 0x004
Stops 12S transfer. Also stops MCK generator. Triggering this task will cause the STOPPED event to be

= (o]
[0)
>
o
=
Q
=3
0]
o

D Acce Field Value ID Value Description
A W  TASKS_STOP Stops 12S transfer. Also stops MCK generator. Triggering this
task will cause the STOPPED event to be generated.

Trigger 1 Trigger task

6.10.10.3 EVENTS_RXPTRUPD
Address offset: 0x104

The RXD.PTR register has been copied to internal double-buffers. When the 12S module is started and RX is
enabled, this event will be generated for every RXTXD.MAXCNT words that are received on the SDIN pin.

ID Acce Field Value ID Description

A RW EVENTS_RXPTRUPD The RXD.PTR register has been copied to internal double-
buffers. When the 12S module is started and RX is enabled,
this event will be generated for every RXTXD.MAXCNT
words that are received on the SDIN pin.

NotGenerated 0 Event not generated

Generated 1 Event generated

6.10.10.4 EVENTS_STOPPED
Address offset: 0x108

12S transfer stopped.
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Acce Field Value ID Description
A RW EVENTS_STOPPED 12S transfer stopped.
NotGenerated 0 Event not generated
Generated 1 Event generated

6.10.10.5 EVENTS_TXPTRUPD
Address offset: 0x114

The TDX.PTR register has been copied to internal double-buffers. When the 12S module is started and TX is
enabled, this event will be generated for every RXTXD.MAXCNT words that are sent on the SDOUT pin.

Acce Field Value ID Description

A RW EVENTS_TXPTRUPD The TDX.PTR register has been copied to internal double-
buffers. When the 12S module is started and TX is enabled,
this event will be generated for every RXTXD.MAXCNT
words that are sent on the SDOUT pin.

NotGenerated 0 Event not generated

Generated 1 Event generated

6.10.10.6 INTEN
Address offset: 0x300

Enable or disable interrupt

Acce Field Value ID Description

B RW RXPTRUPD Enable or disable interrupt for event RXPTRUPD
Disabled 0 Disable
Enabled 1 Enable

C RW STOPPED Enable or disable interrupt for event STOPPED
Disabled 0 Disable
Enabled 1 Enable

F RW TXPTRUPD Enable or disable interrupt for event TXPTRUPD
Disabled 0 Disable
Enabled 1 Enable

6.10.10.7 INTENSET
Address offset: 0x304

Enable interrupt

4452 _021v1.5 167 .

NORDIC

SEMICONDUCTOR



Peripherals

Acce Field Value ID Description

B RW RXPTRUPD Write '1' to enable interrupt for event RXPTRUPD
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

C RW STOPPED Write '1' to enable interrupt for event STOPPED
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

F RW TXPTRUPD Write '1' to enable interrupt for event TXPTRUPD
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.10.10.8 INTENCLR
Address offset: 0x308

Disable interrupt

Acce Field Value ID Description

B RW RXPTRUPD Write '1' to disable interrupt for event RXPTRUPD
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

C RW STOPPED Write '1' to disable interrupt for event STOPPED
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

F RW TXPTRUPD Write '1' to disable interrupt for event TXPTRUPD
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.10.10.9 ENABLE
Address offset: 0x500

Enable 12S module.

ID Acce Field Value ID Description
A RW ENABLE Enable 12S module.
Disabled 0 Disable
Enabled 1 Enable
4452_021v1.5 168 .
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6.10.10.10 CONFIG.MODE
Address offset: 0x504

12S mode.

ID Acce Field Value ID Description
A RW MODE 12S mode.
Master 0 Master mode. SCK and LRCK generated from internal master

clcok (MCK) and output on pins defined by PSEL.xxx.
Slave 1 Slave mode. SCK and LRCK generated by external master

and received on pins defined by PSEL.xxx

6.10.10.11 CONFIG.RXEN
Address offset: 0x508

Reception (RX) enable.

D Acce Field Value ID Description
A RW RXEN Reception (RX) enable.
Disabled 0 Reception disabled and now data will be written to the

RXD.PTR address.

Enabled 1 Reception enabled.

6.10.10.12 CONFIG.TXEN
Address offset: 0x50C

Transmission (TX) enable.

ID Acce Field Value ID Description
A RW TXEN Transmission (TX) enable.
Disabled 0 Transmission disabled and now data will be read from the
RXD.TXD address.
Enabled 1 Transmission enabled.

6.10.10.13 CONFIG.MCKEN
Address offset: 0x510

Master clock generator enable.
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Value ID

A RW MCKEN
Disabled

Enabled

6.10.10.14 CONFIG.MCKFREQ
Address offset: 0x514

Master clock generator frequency.

Value ID

Description

Master clock generator enable.

Master clock generator disabled and PSEL.MCK not
connected(available as GPIO).

Master clock generator running and MCK output on

PSEL.MCK.

Description

A RW MCKFREQ

32MDIV8
32MDIV10
32MDIV11
32MDIV15
32MDIV16
32MDIV21
32MDIV23
32MDIV30
32MDIV31
32MDIV32
32MDIV42
32MDIV63
32MDIV125

6.10.10.15 CONFIG.RATIO
Address offset: 0x518

MCK / LRCK ratio.

ID  Acce Field Value ID

A RW RATIO
32X
48X
64X
96X
128X
192X
256X
384X
512X

4452 _021v1.5

0x20000000
0x18000000
0x16000000
0x11000000
0x10000000
0x0C000000
0x0B000000
0x08800000
0x08400000
0x08000000
0x06000000
0x04100000
0x020C0000
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Master clock generator frequency.
32 MHz /8 = 4.0 MHz

32 MHz /10 =3.2 MHz

32 MHz / 11 = 2.9090909 MHz
32 MHz / 15 = 2.1333333 MHz
32 MHz /16 = 2.0 MHz

32 MHz / 21 = 1.5238095

32 MHz / 23 = 1.3913043 MHz
32 MHz / 30 = 1.0666667 MHz
32 MHz / 31 =1.0322581 MHz
32 MHz /32 =1.0 MHz

32 MHz / 42 = 0.7619048 MHz
32 MHz / 63 = 0.5079365 MHz
32 MHz / 125 = 0.256 MHz

Description
MCK / LRCK ratio.
LRCK = MCK / 32
LRCK = MCK / 48
LRCK = MCK / 64
LRCK = MCK / 96
LRCK = MCK / 128
LRCK = MCK / 192
LRCK = MCK / 256
LRCK = MCK / 384
LRCK = MCK / 512
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6.10.10.16 CONFIG.SWIDTH
Address offset: 0x51C

Sample width.

D Acce Field Value ID Description

A RW SWIDTH Sample width.
8Bit 0 8 bit.
16Bit 1 16 bit.
24Bit 2 24 bit.

6.10.10.17 CONFIG.ALIGN
Address offset: 0x520

Alignment of sample within a frame.

ID Acce Field Value ID Description

A RW ALIGN Alignment of sample within a frame.
Left 0 Left-aligned.
Right 1 Right-aligned.

6.10.10.18 CONFIG.FORMAT

Address offset: 0x524

Frame format.

ID Acce Field Value ID Description
A RW FORMAT Frame format.
12S 0 Original 12S format.
Aligned 1 Alternate (left- or right-aligned) format.

6.10.10.19 CONFIG.CHANNELS
Address offset: 0x528

Enable channels.
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Acce Field Value ID Description
A RW CHANNELS Enable channels.
Stereo 0 Stereo.
Left 1 Left only.
Right 2 Right only.

6.10.10.20 RXD.PTR
Address offset: 0x538

Receive buffer RAM start address.

Acce Field Value ID Description

A RW PTR Receive buffer Data RAM start address. When receiving,
words containing samples will be written to this address.

This address is a word aligned Data RAM address.

6.10.10.21 TXD.PTR
Address offset: 0x540

Transmit buffer RAM start address.

Acce Field Value ID Description

A RW PTR Transmit buffer Data RAM start address. When transmitting,
words containing samples will be fetched from this address.

This address is a word aligned Data RAM address.

6.10.10.22 RXTXD.MAXCNT
Address offset: 0x550
Size of RXD and TXD buffers.

Acce Field Value ID Description

A RW MAXCNT Size of RXD and TXD buffers in number of 32 bit words.

6.10.10.23 PSEL.MCK
Address offset: 0x560

Pin select for MCK signal.
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Description

Acce Field Value ID Value
A RW PIN [0..31]
B RW PORT [0..1]
C RW CONNECT
Disconnected 1
Connected 0

6.10.10.24 PSEL.SCK
Address offset: 0x564

Pin select for SCK signal.

Pin number
Port number
Connection
Disconnect

Connect

Description

Acce Field Value ID Value
A RW PIN [0..31]
B RW PORT [0.1]

C RW CONNECT
Disconnected 1

Connected 0

6.10.10.25 PSEL.LRCK
Address offset: 0x568

Pin select for LRCK signal.

Pin number
Port number
Connection
Disconnect

Connect

Description

Acce Field Value ID
A RW PIN [0..31]
RW PORT [0.1]

C RW CONNECT
Disconnected 1

Connected 0

6.10.10.26 PSEL.SDIN
Address offset: 0x56C

Pin select for SDIN signal.

4452 _021v1.5
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Acce Field Value ID
A RW PIN [0..31]
B RW PORT [0..1]
C RW CONNECT
Disconnected 1
Connected 0

Description
Pin number
Port number
Connection
Disconnect

Connect

6.10.10.27 PSEL.SDOUT
Address offset: 0x570
Pin select for SDOUT signal.

Acce Field Value ID Description
A RW PIN [0..31] Pin number
B RW PORT [0..1] Port number
C RW CONNECT Connection
Disconnected 1 Disconnect
Connected 0 Connect

6.10.11 Electrical specification

6.10.11.1 12S timing specification

ts_spin SDIN setup time before SCK rising
th_spin SDIN hold time after SCK rising
ts_spout SDOUT setup time after SCK falling
tH_spout SDOUT hold time before SCK falling
tsck_LRck SCLK falling to LRCK edge

fvck MCK frequency

firek LRCK frequency

fsex SCK frequency

DCcx Clock duty cycle (MCK, LRCK, SCK)

tsck_LRek

15 ns
40 ns
6 ns
-5 0 5 ns
4000 kHz
48 kHz
2000 kHz
45 55 %

LRCK

SCK

I

<—>§<—tH_SDI N—

ts_soin

_/

SDIN

X

a—» ts spouT

tH_spout-»

SDOUT

X X
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6.11 LPCOMP — Low-power comparator

Low-power comparator (LPCOMP) compares an input voltage against a reference voltage.
Listed here are the main features of LPCOMP:

e 0-VDD inputrange

e Ultra-low power

e Eightinput options (AINO to AIN7)
¢ Reference voltage options:

¢ Two external analog reference inputs, or
e 15-level internal reference ladder (VDD/16)
e Optional hysteresis enable on input
e Can be used as a wakeup source from System OFF mode

In System ON, the LPCOMP can generate separate events on rising and falling edges of a signal, or sample
the current state of the pin as being above or below the selected reference. The block can be configured
to use any of the analog inputs on the device. Additionally, the low-power comparator can be used as an
analog wakeup source from System OFF or System ON. The comparator threshold can be programmed to a
range of fractions of the supply voltage.

Note: LPCOMP cannot be used (STARTed) at the same time as COMP. Only one comparator can be
used at a time.

tasks
‘ EXTREFSEL ‘ ‘ REFSEL ‘ ‘ PSEL ‘ ‘ HYST ‘ RESULT
i Y

219 8
: il
ANOo— | AREF AINO — "
AINT O—p AINT O—
VDD*1/16 —] AIN2 O——
VDD*1/8 — ] AN O—B VNG
VDD*3/16 —— AIN4 T—>
VDD*2/8 — AIN5 ——p> . >
VDD*5/16 —»] AING —— omparator ANADETECT
VDD*3/8 ——| AIN7 B— (signal to POWER module)
VDD*7/16——  MUX VIN-
VDD*4/8 ——>
VDD*9/16 ——»!
VDD*5/8 — ]
VDD*11/16 — S 1218 R
VDD*6/8 —— | o 13 |
VDD*13/16 —»| & 12 |=
VDD*7/8 —— ]
VDD*15/16 ——» ~evens

Figure 58: Low-power comparator

The wakeup comparator (LPCOMP) compares an input voltage (VIN+), which comes from an analog input
pin selected via the PSEL register, against a reference voltage (VIN-) selected via registers REFSEL on page
181 and EXTREFSEL.

The PSEL, REFSEL, and EXTREFSEL registers must be configured before the LPCOMP is enabled through the
ENABLE register.

The HYST register allows enabling an optional hysteresis in the comparator core. This hysteresis shall
prevent noise on the signal to create unwanted events. Figure below illustrates the effect of an active
hysteresis on a noisy input signal. It is disabled by default, and shall be configured before enabling
LPCOMP as well.
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VIN+

VIN- + VHYST/2

VIN- - VHYST/2

\J

ABOVE BELOW : ABOVE BELOW
Output (VIN+ > (VIN- + VHYST/2)) (VIN+ < (VIN- - VHYST/2)) /] (VIN+ > (VIN- + VHYST/2))

Figure 59: Effect of hysteresis on a noisy input signal

The LPCOMP is started by triggering the START task. After a startup time of t pcompstarTup, the LPCOMP
will generate a READY event to indicate that the comparator is ready to use and the output of the LPCOMP
is correct. The LPCOMP will generate events every time VIN+ crosses VIN-. More specifically, every time
VIN+ rises above VIN- (upward crossing) an UP event is generated along with a CROSS event. Every time
VIN+ falls below VIN- (downward crossing), a DOWN event is generated along with a CROSS event. When
hysteresis is enabled, the upward crossing level becomes (VIN- + VHYST/2), and the downward crossing
level becomes (VIN- - VHYST/2).

The LPCOMP is stopped by triggering the STOP task.

LPCOMP will be operational in both System ON and System OFF mode when it is enabled through the
ENABLE register. See POWER — Power supply on page 61 for more information about power modes. Note
that it is not allowed to go to System OFF when a READY event is pending to be generated.

All LPCOMP registers, including ENABLE, are classified as retained registers when the LPCOMP is enabled.
However, when the device wakes up from System OFF, all LPCOMP registers will be reset.

The LPCOMP can wake up the system from System OFF by asserting the ANADETECT signal. The
ANADETECT signal can be derived from any of the event sources that generate the UP, DOWN and CROSS
events. In case of wakeup from System OFF, no events will be generated, only the ANADETECT signal.
See the ANADETECT register (ANADETECT on page 182) for more information on how to configure the
ANADETECT signal.

The immediate value of the LPCOMP can be sampled to RESULT on page 180 by triggering the SAMPLE
task.

See RESETREAS on page 75 for more information on how to detect a wakeup from LPCOMP.

6.11.1 Shared resources

The LPCOMP shares analog resources with SAADC. While it is possible to use the SAADC at the same time
as the LPCOMP, selecting the same analog input pin for both modules is not supported.

Additionally, LPCOMP shares registers and other resources with other peripherals that have the same ID as
the LPCOMP. See Peripherals with shared ID on page 99 for more information.

The LPCOMP peripheral shall not be disabled (by writing to the ENABLE register) before the peripheral has
been stopped. Failing to do so may result in unpredictable behavior.

6.11.2 Pin configuration

You can use the LPCOMP.PSEL register to select one of the analog input pins, AINO through AIN7, as the
analog input pin for the LPCOMP.

See GPIO — General purpose input/output on page 141 for more information about the pins. Similarly,
you can use EXTREFSEL on page 182 to select one of the analog reference input pins, AINO and AIN1,
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as input for AREF in case AREF is selected in EXTREFSEL on page 182. The selected analog pins will be
acquired by the LPCOMP when it is enabled through ENABLE on page 181.

6.11.3 Registers

0x40013000 LPCOMP LPCOMP Low power comparator

Table 52: Instances

TASKS_START 0x000 Start comparator

TASKS_STOP 0x004 Stop comparator

TASKS_SAMPLE 0x008 Sample comparator value
EVENTS_READY 0x100 LPCOMP is ready and output is valid
EVENTS_DOWN 0x104 Downward crossing

EVENTS_UP 0x108 Upward crossing

EVENTS_CROSS 0x10C Downward or upward crossing
SHORTS 0x200 Shortcuts between local events and tasks
INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

RESULT 0x400 Compare result

ENABLE 0x500 Enable LPCOMP

PSEL 0x504 Input pin select

REFSEL 0x508 Reference select

EXTREFSEL 0x50C External reference select
ANADETECT 0x520 Analog detect configuration

HYST 0x538 Comparator hysteresis enable

Table 53: Register overview

6.11.3.1 TASKS_START
Address offset: 0x000

Start comparator

ID Acce Field Value ID Description
A W TASKS_START Start comparator
Trigger 1 Trigger task

6.11.3.2 TASKS _STOP
Address offset: 0x004

Stop comparator
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ID Acce Field Value ID Value

Description

A W TASKS_STOP

Trigger 1

6.11.3.3 TASKS_SAMPLE
Address offset: 0x008

Sample comparator value

ID Acce Field Value ID

Stop comparator

Trigger task

Description

A W TASKS_SAMPLE
Trigger 1

6.11.3.4 EVENTS_READY
Address offset: 0x100
LPCOMP is ready and output is valid

ID Acce Field
A RW EVENTS_READY
NotGenerated 0

Generated 1

6.11.3.5 EVENTS_DOWN
Address offset: 0x104

Downward crossing

D Acce Field Value ID

Sample comparator value

Trigger task

Description

LPCOMP is ready and output is valid
Event not generated

Event generated

Description

A RW EVENTS_DOWN
NotGenerated 0

Generated 1

6.11.3.6 EVENTS_UP
Address offset: 0x108

Upward crossing
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Acce Field Value ID Description
A RW EVENTS_UP Upward crossing
NotGenerated 0 Event not generated
Generated 1 Event generated

6.11.3.7 EVENTS_CROSS
Address offset: 0x10C

Downward or upward crossing

Acce Field Value ID Description
A RW EVENTS_CROSS Downward or upward crossing
NotGenerated 0 Event not generated
Generated 1 Event generated

6.11.3.8 SHORTS
Address offset: 0x200

Shortcuts between local events and tasks

Acce Field Value ID Description

A RW READY_SAMPLE Shortcut between event READY and task SAMPLE
Disabled 0 Disable shortcut
Enabled 1 Enable shortcut

B RW READY_STOP Shortcut between event READY and task STOP
Disabled 0 Disable shortcut
Enabled 1 Enable shortcut

C RW DOWN_STOP Shortcut between event DOWN and task STOP
Disabled 0 Disable shortcut
Enabled 1 Enable shortcut

D RW UP_STOP Shortcut between event UP and task STOP
Disabled 0 Disable shortcut
Enabled 1 Enable shortcut

E RW CROSS_STOP Shortcut between event CROSS and task STOP
Disabled 0 Disable shortcut
Enabled 1 Enable shortcut

6.11.3.9 INTENSET
Address offset: 0x304

Enable interrupt
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Acce Field Value ID Description

A RW READY Write '1' to enable interrupt for event READY
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

B RW DOWN Write '1' to enable interrupt for event DOWN
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

C RW UP Write '1' to enable interrupt for event UP
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

D RW CROSS Write '1' to enable interrupt for event CROSS
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.11.3.10 INTENCLR
Address offset: 0x308

Disable interrupt

Acce Field Value ID Description

A RW READY Write '1' to disable interrupt for event READY
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

B RW DOWN Write '1' to disable interrupt for event DOWN
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

C RW UP Write '1' to disable interrupt for event UP
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

D RW CROSS Write '1' to disable interrupt for event CROSS
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.11.3.11 RESULT
Address offset: 0x400

Compare result
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Acce Field Value ID Description
A R RESULT Result of last compare. Decision point SAMPLE task.
Below 0 Input voltage is below the reference threshold (VIN+ < VIN-)
Above 1 Input voltage is above the reference threshold (VIN+ > VIN-)

6.11.3.12 ENABLE
Address offset: 0x500

Enable LPCOMP

Acce Field Value ID Description
A RW ENABLE Enable or disable LPCOMP
Disabled 0 Disable
Enabled 1 Enable

6.11.3.13 PSEL
Address offset: 0x504

Input pin select

Acce Field Value ID Description
A RW PSEL Analog pin select
AnalogInput0 0 AINO selected as analog input
Analoginputl 1 AIN1 selected as analog input
Analoglnput2 2 AIN2 selected as analog input
Analoglnput3 3 AIN3 selected as analog input
Analoginput4 4 AIN4 selected as analog input
AnalogInput5 5 AINS selected as analog input
AnalogInputé 6 AING selected as analog input
Analoglnput7 7 AIN7 selected as analog input

6.11.3.14 REFSEL
Address offset: 0x508

Reference select

ID Acce Field Value ID Description

A RW REFSEL Reference select
Refl_8vdd 0 VDD * 1/8 selected as reference
Ref2_8Vvdd 1 VDD * 2/8 selected as reference
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ID Acce Field Value ID Description

Ref3_8vdd 2 VDD * 3/8 selected as reference
Ref4_8vdd 3 VDD * 4/8 selected as reference
Ref5_8vdd 4 VDD * 5/8 selected as reference
Ref6_8vdd 5 VDD * 6/8 selected as reference
Ref7_8vdd 6 VDD * 7/8 selected as reference
ARef 7 External analog reference selected
Refl_16vdd 8 VDD * 1/16 selected as reference
Ref3_16vdd 9 VDD * 3/16 selected as reference
Ref5_16Vvdd 10 VDD * 5/16 selected as reference
Ref7_16vdd 11 VDD * 7/16 selected as reference
Ref9_16vdd 12 VDD * 9/16 selected as reference
Refll_16Vvdd 13 VDD * 11/16 selected as reference
Ref13_16Vvdd 14 VDD * 13/16 selected as reference
Ref15_16Vdd 15 VDD * 15/16 selected as reference

6.11.3.15 EXTREFSEL
Address offset: 0x50C

External reference select

Acce Field Value ID Description
A RW EXTREFSEL External analog reference select
AnalogReference0 0 Use AINO as external analog reference
AnalogReferencel 1 Use AIN1 as external analog reference
Address offset: 0x520

Analog detect configuration

Acce Field Value ID Description
A RW ANADETECT Analog detect configuration
Cross 0 Generate ANADETECT on crossing, both upward crossing

and downward crossing
Up 1 Generate ANADETECT on upward crossing only

Down 2 Generate ANADETECT on downward crossing only

6.11.3.17 HYST
Address offset: 0x538

Comparator hysteresis enable
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D Acce Field Value ID Description

A RW HYST Comparator hysteresis enable
Disabled 0 Comparator hysteresis disabled
Enabled 1 Comparator hysteresis enabled

6.11.4 Electrical specification

6.11.4.1 LPCOMP Electrical Specification

L PCANADET Time from VIN crossing (>=50 mV above threshold) to 5 us

ANADETECT signal generated

VINPOFFSET Input offset including reference ladder error -40 40 mV
Vhyst Optional hysteresis 35 mV
tSTARTUP Startup time for LPCOMP 140 us

6.12 MWU — Memory watch unit

The Memory watch unit (MWU) can be used to generate events when a memory region is accessed

by the CPU. The MWU can be configured to trigger events for access to Data RAM and Peripheral
memory segments. The MWU allows an application developer to generate memory access events during
development for debugging or during production execution for failure detection and recovery.

Listed here are the main features for MWU:

¢ Six memory regions, four user-configurable and two fixed regions in peripheral address space

¢ Flexible configuration of regions with START and END addresses

e Generate events on CPU read and/or write to a defined region of Data RAM or peripheral memory
address space

Programmable maskable or non-maskable (NMI) interrupt on events

Peripheral interfaces can be watched for read and write access using subregions of the two fixed
memory regions

REGIONI0..3] Configurable Configurable
PREGIONI[O] 0x40000000 Ox4001FFFF
PREGION[1] 0x40020000 Ox4003FFFF

Table 54: Memory regions

Each MWU region is defined by a start address and an end address, configured by the START and END
registers respectively. These addresses are byte aligned and inclusive. The END register value has to be
greater or equal to the START register value. Each region is associated with a pair of events that indicate
that either a write access or a read access from the CPU has been detected inside the region.

For regions containing subregions (see below), a set of status registers PERREGION[0..1].SUBSTATWA
and PERREGIONJO0..1].SUBSTATRA indicate which subregion(s) caused the EVENT_PREGIONJ[O0..1].WA and
EVENT_PREGION[O..1].RA respectively.

The MWU is only able to detect memory accesses in the Data RAM and Peripheral memory segments from
the CPU, see Memory on page 19 for more information about the different memory segments. EasyDMA
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accesses are not monitored by the MWU. The MWU requires two HCLK cycles to detect and generate the
event.

The peripheral regions, PREGION[O...1], are divided into 32 equally sized subregions, SR[0...31]. All
subregions are excluded in the main region by default, and any can be included by specifying them in the
SUBS register. When a subregion is excluded from the main region, the memory watch mechanism will not
trigger any events when that subregion is accessed.

Subregions in PREGION[O0..1] cannot be individually configured for read or write access watch. Watch
configuration is only possible for a region as a whole. The PRGNIiRA and PRGNiWA (i=0..1) fields in the
REGIONEN register control watching read and write access.

REGION]O..3] can be individually enabled for read and/or write access watching through their respective
RGNiIRA and RGNiWA (i=0..3) fields in the REGIONEN register.

REGIONENSET and REGIONENCLR allow respectively enabling and disabling one or multiple REGIONs or
PREGIONs watching in a single write access.

6.12.1 Registers

Base address Peripheral Instance Description Configuration

0x40020000 MWU MwWuU Memory watch unit

Table 55: Instances

Register Offset Description

EVENTS_REGION[0].WA 0x100 Write access to region 0 detected
EVENTS_REGION[O].RA 0x104 Read access to region 0 detected
EVENTS_REGION[1].WA 0x108 Write access to region 1 detected
EVENTS_REGION[1].RA 0x10C Read access to region 1 detected
EVENTS_REGION[2].WA 0x110 Write access to region 2 detected
EVENTS_REGION[2].RA 0x114 Read access to region 2 detected
EVENTS_REGION[3].WA 0x118 Write access to region 3 detected
EVENTS_REGION[3].RA 0x11C Read access to region 3 detected
EVENTS_PREGION[0].WA 0x160 Write access to peripheral region 0 detected
EVENTS_PREGION[0].RA 0x164 Read access to peripheral region 0 detected
EVENTS_PREGION[1].WA 0x168 Write access to peripheral region 1 detected
EVENTS_PREGION[1].RA 0x16C Read access to peripheral region 1 detected
INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

NMIEN 0x320 Enable or disable interrupt

NMIENSET 0x324 Enable interrupt

NMIENCLR 0x328 Disable interrupt
PERREGION[0].SUBSTATWA 0x400 Source of event/interrupt in region 0, write access detected while corresponding subregion

was enabled for watching

PERREGION[0].SUBSTATRA 0x404 Source of event/interrupt in region 0, read access detected while corresponding subregion was
enabled for watching

PERREGION[1].SUBSTATWA 0x408 Source of event/interrupt in region 1, write access detected while corresponding subregion
was enabled for watching

PERREGION[1].SUBSTATRA 0x40C Source of event/interrupt in region 1, read access detected while corresponding subregion was

enabled for watching

REGIONEN 0x510 Enable/disable regions watch

REGIONENSET 0x514 Enable regions watch

REGIONENCLR 0x518 Disable regions watch
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REGION[0].START 0x600 Start address for region 0
REGION[0].END 0x604 End address of region 0
REGION[1].START 0x610 Start address for region 1
REGION[1].END 0x614 End address of region 1
REGION[2].START 0x620 Start address for region 2
REGION[2].END 0x624 End address of region 2
REGIONI[3].START 0x630 Start address for region 3
REGION[3].END 0x634 End address of region 3
PREGION[O0].START 0x6C0 Reserved for future use
PREGION[0].END 0x6C4 Reserved for future use
PREGION[0].SUBS 0x6C8 Subregions of region 0
PREGION[1].START 0x6D0 Reserved for future use
PREGION[1].END 0x6D4 Reserved for future use
PREGION[1].SUBS 0x6D8 Subregions of region 1

Table 56: Register overview

6.12.1.1 EVENTS_REGION[n].WA (n=0..3)
Address offset: 0x100 + (n x 0x8)

Write access to region n detected

Acce Field Value ID Description
A RW WA Write access to region n detected
NotGenerated 0 Event not generated
Generated 1 Event generated

6.12.1.2 EVENTS_REGION[n].RA (n=0..3)
Address offset: 0x104 + (n x 0x8)

Read access to region n detected

Acce Field Value ID Description
A RW RA Read access to region n detected
NotGenerated 0 Event not generated
Generated 1 Event generated

6.12.1.3 EVENTS_PREGION[n].WA (n=0..1)
Address offset: 0x160 + (n x 0x8)

Write access to peripheral region n detected
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Acce Field Value ID Description
A RW WA Write access to peripheral region n detected
NotGenerated 0 Event not generated
Generated 1 Event generated

6.12.1.4 EVENTS_PREGION[n].RA (n=0..1)
Address offset: 0x164 + (n x 0x8)

Read access to peripheral region n detected

Acce Field Value ID Description
A RW RA Read access to peripheral region n detected
NotGenerated 0 Event not generated
Generated 1 Event generated

6.12.1.5 INTEN
Address offset: 0x300

Enable or disable interrupt

Acce Field Value ID Description

A RW REGIONOWA Enable or disable interrupt for event REGIONOWA
Disabled 0 Disable
Enabled 1 Enable

B RW REGIONORA Enable or disable interrupt for event REGIONORA
Disabled 0 Disable
Enabled 1 Enable

C RW REGION1IWA Enable or disable interrupt for event REGION1WA
Disabled 0 Disable
Enabled 1 Enable

D RW REGION1RA Enable or disable interrupt for event REGION1RA
Disabled 0 Disable
Enabled 1 Enable

E RW REGION2WA Enable or disable interrupt for event REGION2WA
Disabled 0 Disable
Enabled 1 Enable

F RW REGION2RA Enable or disable interrupt for event REGION2RA
Disabled 0 Disable
Enabled 1 Enable

G RW REGION3WA Enable or disable interrupt for event REGION3WA
Disabled 0 Disable
Enabled 1 Enable

H RW REGION3RA Enable or disable interrupt for event REGION3RA
Disabled 0 Disable
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Acce Field Value ID Description

Enabled 1 Enable

| RW PREGIONOWA Enable or disable interrupt for event PREGIONOWA
Disabled 0 Disable
Enabled 1 Enable

J RW PREGIONORA Enable or disable interrupt for event PREGIONORA
Disabled 0 Disable
Enabled 1 Enable

K RW PREGION1WA Enable or disable interrupt for event PREGION1IWA
Disabled 0 Disable
Enabled 1 Enable

L RW PREGION1RA Enable or disable interrupt for event PREGION1RA
Disabled 0 Disable
Enabled 1 Enable

6.12.1.6 INTENSET
Address offset: 0x304

Enable interrupt

Acce Field Value ID Description

A RW REGIONOWA Write '1' to enable interrupt for event REGIONOWA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

B RW REGIONORA Write '1' to enable interrupt for event REGIONORA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

C RW REGION1WA Write '1' to enable interrupt for event REGION1WA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

D RW REGION1RA Write '1' to enable interrupt for event REGIONIRA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

E RW REGION2WA Write '1' to enable interrupt for event REGION2WA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

F RW REGION2RA Write '1' to enable interrupt for event REGION2RA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

G RW REGION3WA Write '1' to enable interrupt for event REGION3WA
Set 1 Enable
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Value ID Description
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
H RW REGION3RA Write '1' to enable interrupt for event REGION3RA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
| RW PREGIONOWA Write '1' to enable interrupt for event PREGIONOWA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
J RW PREGIONORA Write '1' to enable interrupt for event PREGIONORA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
K RW PREGION1IWA Write '1' to enable interrupt for event PREGION1IWA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
L RW PREGION1RA Write '1' to enable interrupt for event PREGION1RA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.12.1.7 INTENCLR
Address offset: 0x308

Disable interrupt

Acce Field Value ID Description

A RW REGIONOWA Write '1' to disable interrupt for event REGIONOWA
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

B RW REGIONORA Write '1' to disable interrupt for event REGIONORA
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

C RW REGION1WA Write '1' to disable interrupt for event REGION1IWA
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

D RW REGION1RA Write '1' to disable interrupt for event REGION1RA
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

E RW REGION2WA Write '1' to disable interrupt for event REGION2WA
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Acce Field

=
=

REGION2RA

G RW REGION3WA

H RW REGION3RA

| RW PREGIONOWA

J RW PREGIONORA
K RW PREGION1WA
L RW PREGION1RA

6.12.1.8 NMIEN
Address offset: 0x320

Value ID
Clear

Disabled
Enabled

Clear
Disabled
Enabled

Clear
Disabled
Enabled

Clear
Disabled
Enabled

Clear
Disabled
Enabled

Clear
Disabled
Enabled

Clear
Disabled
Enabled

Clear
Disabled
Enabled

Enable or disable interrupt

Acce Field
A RW REGIONOWA

B RW REGIONORA

C RW REGION1IWA

4452 _021v1.5

Value ID

Disabled
Enabled

Disabled
Enabled

Disabled
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Description

Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event REGION2RA
Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event REGION3WA
Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event REGION3RA
Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event PREGIONOWA
Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event PREGIONORA
Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event PREGION1WA
Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event PREGION1RA
Disable

Read: Disabled

Read: Enabled

Description

Enable or disable interrupt for event REGIONOWA
Disable

Enable

Enable or disable interrupt for event REGIONORA
Disable

Enable

Enable or disable interrupt for event REGIONIWA
Disable
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Value ID

D RW REGION1RA

=
=

REGION2WA

=
2

REGION2RA

G RW REGION3WA

H RW REGION3RA

| RW PREGIONOWA

J RW PREGIONORA
K RW PREGIONIWA
L RW PREGION1RA

Enabled

Disabled
Enabled

Disabled
Enabled

Disabled
Enabled

Disabled
Enabled

Disabled
Enabled

Disabled
Enabled

Disabled
Enabled

Disabled
Enabled

Disabled
Enabled

6.12.1.9 NMIENSET

Address offset: 0x324

Enable interrupt

Acce Field

A RW REGIONOWA

B RW REGIONORA

C RW REGION1IWA
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Value ID

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
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Description

Enable

Enable or disable interrupt for event REGION1RA
Disable

Enable

Enable or disable interrupt for event REGION2WA
Disable

Enable

Enable or disable interrupt for event REGION2RA
Disable

Enable

Enable or disable interrupt for event REGION3WA
Disable

Enable

Enable or disable interrupt for event REGION3RA
Disable

Enable

Enable or disable interrupt for event PREGIONOWA
Disable

Enable

Enable or disable interrupt for event PREGIONORA
Disable

Enable

Enable or disable interrupt for event PREGION1WA
Disable

Enable

Enable or disable interrupt for event PREGION1RA
Disable

Enable

Description

Write '1' to enable interrupt for event REGIONOWA
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event REGIONORA
Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event REGION1WA
Enable

Read: Disabled

NORDIC

SEMICONDUCTOR



Peripherals

Value ID Description
Enabled 1 Read: Enabled

D RW REGION1RA Write '1' to enable interrupt for event REGION1RA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

E RW REGION2WA Write '1' to enable interrupt for event REGION2WA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

F RW REGION2RA Write '1' to enable interrupt for event REGION2RA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

G RW REGION3WA Write '1' to enable interrupt for event REGION3WA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

H RW REGION3RA Write '1' to enable interrupt for event REGION3RA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

| RW PREGIONOWA Write '1' to enable interrupt for event PREGIONOWA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

J RW PREGIONORA Write '1' to enable interrupt for event PREGIONORA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

K RW PREGION1WA Write '1' to enable interrupt for event PREGION1IWA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

L RW PREGION1RA Write '1' to enable interrupt for event PREGION1RA
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.12.1.10 NMIENCLR
Address offset: 0x328

Disable interrupt

ID Acce Field Value ID Description
A RW REGIONOWA Write '1' to disable interrupt for event REGIONOWA
Clear 1 Disable
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Acce Field Value ID Description

Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

B RW REGIONORA Write '1' to disable interrupt for event REGIONORA
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

C RW REGION1WA Write '1' to disable interrupt for event REGION1IWA
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

D RW REGION1RA Write '1' to disable interrupt for event REGION1RA
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

E RW REGION2WA Write '1' to disable interrupt for event REGION2WA
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

F RW REGION2RA Write '1' to disable interrupt for event REGION2RA
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

G RW REGION3WA Write '1' to disable interrupt for event REGION3WA
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

H RW REGION3RA Write '1' to disable interrupt for event REGION3RA
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

| RW PREGIONOWA Write '1' to disable interrupt for event PREGIONOWA
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

J RW PREGIONORA Write '1' to disable interrupt for event PREGIONORA
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

K RW PREGION1IWA Write '1' to disable interrupt for event PREGION1WA
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

L RW PREGION1RA Write '1' to disable interrupt for event PREGION1RA
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

6.12.1.11 PERREGION[n].SUBSTATWA (n=0..1)
Address offset: 0x400 + (n x 0x8)

N
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Source of event/interrupt in region n, write access detected while corresponding subregion was enabled
for watching

Acce Field Value ID Description
A-f  RW SR[i] (i=0..31) Subregion i in region n (write '1' to clear)
NoAccess 0 No write access occurred in this subregion
Access 1 Write access(es) occurred in this subregion

6.12.1.12 PERREGION[n].SUBSTATRA (n=0..1)
Address offset: 0x404 + (n x 0x8)

Source of event/interrupt in region n, read access detected while corresponding subregion was enabled
for watching

Acce Field Value ID Description
A-f  RW SR[i] (i=0..31) Subregion i in region n (write '1' to clear)
NoAccess 0 No read access occurred in this subregion
Access 1 Read access(es) occurred in this subregion

6.12.1.13 REGIONEN
Address offset: 0x510

Enable/disable regions watch

Acce Field Value ID Description

A RW RGNOWA Enable/disable write access watch in region[0]
Disable 0 Disable write access watch in this region
Enable 1 Enable write access watch in this region

B RW RGNORA Enable/disable read access watch in region[0]
Disable 0 Disable read access watch in this region
Enable 1 Enable read access watch in this region

C RW RGN1WA Enable/disable write access watch in region[1]
Disable 0 Disable write access watch in this region
Enable 1 Enable write access watch in this region

D RW RGN1RA Enable/disable read access watch in region[1]
Disable 0 Disable read access watch in this region
Enable 1 Enable read access watch in this region

E RW RGN2WA Enable/disable write access watch in region[2]
Disable 0 Disable write access watch in this region
Enable 1 Enable write access watch in this region

F RW RGN2RA Enable/disable read access watch in region[2]
Disable 0 Disable read access watch in this region
Enable 1 Enable read access watch in this region
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Acce Field Value ID Description

G RW RGN3WA Enable/disable write access watch in region[3]
Disable 0 Disable write access watch in this region
Enable 1 Enable write access watch in this region

H RW RGN3RA Enable/disable read access watch in region[3]
Disable 0 Disable read access watch in this region
Enable 1 Enable read access watch in this region

| RW PRGNOWA Enable/disable write access watch in PREGION[0]
Disable 0 Disable write access watch in this PREGION
Enable 1 Enable write access watch in this PREGION

J RW PRGNORA Enable/disable read access watch in PREGION[0]
Disable 0 Disable read access watch in this PREGION
Enable 1 Enable read access watch in this PREGION

K RW PRGN1WA Enable/disable write access watch in PREGION[1]
Disable 0 Disable write access watch in this PREGION
Enable 1 Enable write access watch in this PREGION

L RW PRGN1RA Enable/disable read access watch in PREGION[1]
Disable 0 Disable read access watch in this PREGION
Enable 1 Enable read access watch in this PREGION

6.12.1.14 REGIONENSET
Address offset: 0x514

Enable regions watch

Acce Field Value ID Description
A RW RGNOWA Enable write access watch in region[0]
Set 1 Enable write access watch in this region
Disabled 0 Write access watch in this region is disabled
Enabled 1 Write access watch in this region is enabled
B RW RGNORA Enable read access watch in region[0]
Set 1 Enable read access watch in this region
Disabled 0 Read access watch in this region is disabled
Enabled 1 Read access watch in this region is enabled
C RW RGN1WA Enable write access watch in region[1]
Set 1 Enable write access watch in this region
Disabled 0 Write access watch in this region is disabled
Enabled 1 Write access watch in this region is enabled
D RW RGN1RA Enable read access watch in region[1]
Set 1 Enable read access watch in this region
Disabled 0 Read access watch in this region is disabled
Enabled 1 Read access watch in this region is enabled
E RW RGN2WA Enable write access watch in region[2]
Set 1 Enable write access watch in this region
Disabled 0 Write access watch in this region is disabled
Enabled 1 Write access watch in this region is enabled
[F RW RGN2RA Enable read access watch in region[2]
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Acce Field Value ID

Set

Disabled

Enabled
G RW RGN3WA

Set

Disabled

Enabled
H RW RGN3RA

Set

Disabled

Enabled
| RW PRGNOWA

Set

Disabled

Enabled

=
=

PRGNORA
Set
Disabled
Enabled

=
=
2

PRGN1IWA
Set
Disabled
Enabled

=
2

PRGN1RA
Set
Disabled
Enabled

6.12.1.15 REGIONENCLR
Address offset: 0x518

Disable regions watch

Acce Field Value ID

A RW RGNOWA
Clear
Disabled
Enabled
B RW RGNORA
Clear
Disabled
Enabled
C RW RGN1WA
Clear
Disabled
Enabled
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Description

Enable read access watch in this region

Read access watch in this region is disabled
Read access watch in this region is enabled
Enable write access watch in region[3]

Enable write access watch in this region

Write access watch in this region is disabled
Write access watch in this region is enabled
Enable read access watch in region[3]

Enable read access watch in this region

Read access watch in this region is disabled
Read access watch in this region is enabled
Enable write access watch in PREGION([0]
Enable write access watch in this PREGION
Write access watch in this PREGION is disabled
Write access watch in this PREGION is enabled
Enable read access watch in PREGION[0]
Enable read access watch in this PREGION
Read access watch in this PREGION is disabled
Read access watch in this PREGION is enabled
Enable write access watch in PREGION([1]
Enable write access watch in this PREGION
Write access watch in this PREGION is disabled
Write access watch in this PREGION is enabled
Enable read access watch in PREGION([1]
Enable read access watch in this PREGION
Read access watch in this PREGION is disabled
Read access watch in this PREGION is enabled

Description

Disable write access watch in region[0]
Disable write access watch in this region
Write access watch in this region is disabled
Write access watch in this region is enabled
Disable read access watch in region[0]
Disable read access watch in this region
Read access watch in this region is disabled
Read access watch in this region is enabled
Disable write access watch in region[1]
Disable write access watch in this region
Write access watch in this region is disabled

Write access watch in this region is enabled
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Acce Field Value ID Description

D RW RGN1RA Disable read access watch in region[1]
Clear 1 Disable read access watch in this region
Disabled 0 Read access watch in this region is disabled
Enabled 1 Read access watch in this region is enabled

E RW RGN2WA Disable write access watch in region[2]
Clear 1 Disable write access watch in this region
Disabled 0 Write access watch in this region is disabled
Enabled 1 Write access watch in this region is enabled

[F RW RGN2RA Disable read access watch in region[2]
Clear 1 Disable read access watch in this region
Disabled 0 Read access watch in this region is disabled
Enabled 1 Read access watch in this region is enabled

G RW RGN3WA Disable write access watch in region[3]
Clear 1 Disable write access watch in this region
Disabled 0 Write access watch in this region is disabled
Enabled 1 Write access watch in this region is enabled

H RW RGN3RA Disable read access watch in region[3]
Clear 1 Disable read access watch in this region
Disabled 0 Read access watch in this region is disabled
Enabled 1 Read access watch in this region is enabled

| RW PRGNOWA Disable write access watch in PREGION[0]
Clear 1 Disable write access watch in this PREGION
Disabled 0 Write access watch in this PREGION is disabled
Enabled 1 Write access watch in this PREGION is enabled

J RW PRGNORA Disable read access watch in PREGION[0]
Clear 1 Disable read access watch in this PREGION
Disabled 0 Read access watch in this PREGION is disabled
Enabled 1 Read access watch in this PREGION is enabled

K RW PRGN1WA Disable write access watch in PREGION[1]
Clear 1 Disable write access watch in this PREGION
Disabled 0 Write access watch in this PREGION is disabled
Enabled 1 Write access watch in this PREGION is enabled

L RW PRGN1RA Disable read access watch in PREGION[1]
Clear 1 Disable read access watch in this PREGION
Disabled 0 Read access watch in this PREGION is disabled
Enabled 1 Read access watch in this PREGION is enabled

6.12.1.16 REGION[n].START (n=0..3)
Address offset: 0x600 + (n x 0x10)

Start address for region n

ID Acce Field Value ID Description

A RW START Start address for region
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6.12.1.17 REGION[n].END (n=0..3)
Address offset: 0x604 + (n x 0x10)

End address of region n

ID Acce Field Description

A RW END End address of region.

6.12.1.18 PREGION[Nn].START (n=0..1)
Address offset: 0x6CO + (n x 0x10)

Reserved for future use

D Acce Field Value ID Description

A R START Reserved for future use

6.12.1.19 PREGION[n].END (n=0..1)
Address offset: 0x6C4 + (n x 0x10)

Reserved for future use

ID Acce Field Description

A R END Reserved for future use

6.12.1.20 PREGION[Nn].SUBS (n=0..1)
Address offset: 0x6C8 + (n x 0x10)

Subregions of region n

ID Acce Field Value ID Description

A-f  RW SR[i] (i=0..31) Include or exclude subregion i in region
Exclude 0 Exclude
Include 1 Include

6.13 NFCT — Near field communication tag

The NFCT peripheral is an implementation of an NFC Forum compliant listening device NFC-A.
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With appropriate software, the NFCT peripheral can be used as the listening device NFC-A as specified by
the NFC Forum.

Listed here are the main features for the NFCT peripheral:

NFC-A listen mode operation

e 13.56 MHz input frequency

¢ Bit rate 106 kbps

Wake-on-field low power field detection (SENSE) mode
Frame assemble and disassemble for the NFC-A frames specified by the NFC Forum

Programmable frame timing controller
Integrated automatic collision resolution, cyclic redundancy check (CRC), and parity functions
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6.13.1 Overview

The NFCT peripheral contains a 13.56 MHz AM receiver and a 13.56 MHz load modulator with 106 kbps
data rate as defined by the NFC Forum.
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Figure 60: NFCT block diagram
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NFCT
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Figure 61: NFCT overview

When transmitting, the frame data will be transferred directly from RAM and transmitted with
configurable frame type and delay timing. The system will be notified by an event whenever a complete
frame is received or sent. The received frames will be automatically disassembled and the data part of the
frame transferred to RAM.

The NFCT peripheral also supports the collision detection and resolution ("anticollision") as defined by the
NFC Forum.

Wake-on-field is supported in SENSE mode while the device is either in System OFF or System ON mode.
When the antenna enters an NFC field, an event will be triggered notifying the system to activate the NFCT
functionality for incoming frames. In System ON, if the energy detected at the antenna increases beyond

a threshold value, the module will generate a FIELDDETECTED event. When the strength of the field no
longer supports NFC communication, the module will generate a FIELDLOST event. For the Low Power
Field Detect threshold values, refer to NFCT Electrical Specification on page 227.

In System OFF, the NFCT Low Power Field Detect function can wake the system up through a reset. See
RESETREAS on page 75 for more information on how to detect a wakeup from NFCT.

If the system is put into System OFF mode while a field is already present, the NFCT Low Power Field
Detect function will wake the system up right away and generate a reset.

Important: As a consequence of a reset, NFCT is disabled, and therefore the reset handler will have
to activate NFCT again and set it up properly.

The HFXO must be running before the NFCT peripheral goes into ACTIVATED state. Note that the NFCT
peripheral calibration is automatically done on ACTIVATE task. The HFXO can be turned off when the NFCT
peripheral goes into SENSE mode. The shortcut FIELDDETECTED_ACTIVATE can be used when the HFXO is
already running while in SENSE mode.

Outgoing data will be collected from RAM with the EasyDMA function and assembled according to
theTXD.FRAMECONFIG on page 222 register. Incoming data will be disassembled according to the
RXD.FRAMECONFIG register and the data section in the frame will be written to RAM via the EasyDMA
function.
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The NFCT peripheral includes a frame timing controller that can be used to accurately control the inter-
frame delay between the incoming frame and a corresponding outgoing frame. It also includes optional
CRC functionality.

6.13.2 Operating states

Tasks and events are used to control the operating state of the peripheral. The module can change state by
triggering a task, or when specific operations are finalized. Events and tasks allow software to keep track of
and change the current state.

See NFCT block diagram on page 198 and NFCT state diagram, automatic collision resolution enabled on
page 200 for more information. See NFC Forum, NFC Activity Technical Specification for description on
NFCT operating states.

s Activated N

GOIDLE NFC (OTHER)

DISABLE NFC (ALL_REQ)

/ AUTOCOLRESSTARTED

( / COLLISION

DISABLE

ACTIVATE / READY / SELECTED

READY_A

A
NFC (SENS_REQ)
/ AUTOCOLRESSTARTED

NFC (OTHER)
/ COLLISION

GOSLEEP

/ SELECTED

SLEEP_A

NFC (SLP_REQ) NFC (ALL_REQ)
/ AUTOCOLRESSTARTED
-

READY_A*

DISABLE SENSE

ACTIVE_A

|«
-
-

Y ENABLERXDATA STARTTX

SENSE

SENSE_FIELD

STARTTX 1 TXFRAMEEND

TRANSMIT

ACTIVATE

Figure 62: NFCT state diagram, automatic collision resolution enabled
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Figure 63: NFCT state diagram, automatic collision resolution disabled
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Important:

e FIELDLOST event is not generated in SENSE mode.

¢ Sending SENSE task while field is still present does not generate FIELDDETECTED event.

e |fthe FIELDDETECTED event is cleared before sending the ACTIVATE task, then the
FIELDDETECTED event shows up again after sending the ACTIVATE task. The shortcut
FIELDDETECTED_ACTIVATE can be used to avoid this condition.

6.13.3 Pin configuration

NFCT uses two pins to connect the antenna and these pins are shared with GPIOs.

The PROTECT field in the NFCPINS register in UICR defines the usage of these pins and their protection
level against excessive voltages. The content of the NFCPINS register is reloaded at every reset. See Pin
assignments on page 560 for the pins used by the NFCT peripheral.

When NFCPINS.PROTECT=NFC, a protection circuit will be enabled on the dedicated pins, preventing the
chip from being damaged in the presence of a strong NFC field. The protection circuit will short the two
pins together if voltage difference exceeds approximately 2V. The GPIO function on those pins will also be
disabled.

When NFCPINS.PROTECT=Disabled, the device will not be protected against strong NFC field damages
caught by a connected NFCT antenna, and the NFCT peripheral will not operate as expected, as it will
never leave the DISABLE state.

The pins dedicated to the NFCT antenna function will have some limitation when the pins are configured
for normal GPIO operation. The pin capacitance will be higher on those (refer to Cpap nrc in the Electrical
Specification of GPIO — General purpose input/output on page 141), and some increased leakage

current between the two pins is to be expected if they are used in GPIO mode, and are driven to different
logical values. To save power, the two pins should always be set to the same logical value whenever
entering one of the device power saving modes. For details, refer to Ingc_Leak in the Electrical Specification
of GPIO — General purpose input/output on page 141.

6.13.4 EasyDMA

The NFCT peripheral implements EasyDMA for reading and writing of data packets from and to the Data
RAM.

The NFCT EasyDMA utilizes a pointer called PACKETPTR on page 222 for receiving and transmitting
packets.

The NFCT peripheral uses EasyDMA to read or write RAM, but not both at the same time. The event
RXFRAMESTART indicates that the EasyDMA has started writing to the RAM for a receive frame and the
event RXFRAMEND indicates that the EasyDMA has completed writing to the RAM. Similarly, the event
TXFRAMESTART indicates that the EasyDMA has started reading from the RAM for a transmit frame and
the event TXFRAMEND indicates that the EasyDMA has completed reading from the RAM. If a transmit
and a receive operation is issued at the same time, the transmit operation would be prioritized.

Starting a transmit operation while the EasyDMA is writing a receive frame to the RAM will result in
unpredictable behavior. Starting an EasyDMA operation when there is an ongoing EasyDMA operation may
result in unpredictable behavior. It is recommended to wait for the TXFRAMEEND or RXFRAMEEND event
for the ongoing transmit or receive before starting a new receive or transmit operation.

The MAXLEN on page 222 register determines the maximum number of bytes that can be read from

or written to the RAM. This feature can be used to ensure that the NFCT peripheral does not overwrite,
or read beyond, the RAM assigned to a packet. Note that if the RXD.AMOUNT or TXD.AMOUNT register
indicates longer data packets than set in MAXLEN, the frames sent to or received from the physical layer
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will be incomplete. In that situation, in RX, the OVERRUN bit in the FRAMESTATUS.RX register will be set
and an RXERROR event will be triggered.

Important: The RXD.AMOUNT and TXD.AMOUNT define a frame length in bytes and bits excluding
start of frame (SoF), end of frame (EoF), and parity, but including CRC for RXD.AMOUNT only. Make
sure to take potential additional bits into account when setting MAXLEN.

Only sending task ENABLERXDATA ensures that a new value in PACKETPTR pointing to the RX buffer in Data
RAM is taken into account.

If PACKETPTR is not pointing to the Data RAM region, an EasyDMA transfer may result in a hard fault or
RAM corruption. For more information about the different memory regions, see Chapter Memory on page
19.

The NFCT peripherals normally do alternative receive and transmit frames. Therefore, to prepare for the
next frame, the PACKETPTR, MAXLEN, TXD.FRAMECONFIG and TXD.AMOUNT can be updated while the
receive is in progress, and, similarly, the PACKETPTR, MAXLEN and RXD.FRAMECONFIG can be updated
while the transmit is in progress. They can be updated and prepared for the next NFC frame immediately
after the STARTED event of the current frame has been received. Updating the TXD.FRAMECONFIG and
TXD.AMOUNT during the current transmit frame or updating RXD.FRAMECONFIG during current receive
frame may cause unpredictable behaviour.

In accordance with NFC Forum, NFC Digital Protocol Technical Specification, the least significant bit (LSB)
from the least significant byte (LSByte) is sent on air first. The bytes are stored in increasing order, starting
at the lowest address in the EasyDMA buffer in RAM.

6.13.5 Frame assembler

The NFCT peripheral implements a frame assembler in hardware.

When the NFCT peripheral is in the ACTIVE_A state, the software can decide to enter RX or TX mode. For
RX, see Frame disassembler on page 203. For TX, the software must indicate the address of the source
buffer in Data RAM and its size through programming the PACKETPTR and MAXLEN registers respectively,
then issuing a STARTTX task.

MAXLEN must be set so that it matches the size of the frame to be sent.

The STARTED event indicates that the PACKETPTR and MAXLEN registers have been captured by the frame
assembler EasyDMA.

When asserting the STARTTX task, the frame assembler module will start reading
TXD.AMOUNT.TXDATABYTES bytes (plus one additional byte if TXD.AMOUNT.TXDATABITS > 0) from the
RAM position set by the PACKETPTR.

The NFCT peripheral transmits the data as read from RAM, adding framing and the CRC calculated on

the fly if set in TXD.FRAMECONFIG. The NFCT peripheral will take (8*TXD.AMOUNT.TXDATABYTES +
TXD.AMOUNT.TXDATABITS) bits and assemble a frame according to the settings in TXD.FRAMECONFIG.
Both short frames, standard frames, and bit-oriented SDD frames as specified in the NFC Forum, NFC
Digital Protocol Technical Specification can be assembled by the correct setting of the TXD.FRAMECONFIG
register.

The bytes will be transmitted on air in the same order as they are read from RAM with a rising bit order
within each byte, least significant bit (LSB) first. That is, bO will be transmitted on air before b1, and so
on. The bits read from RAM will be coded into symbols as defined in the NFC Forum, NFC Digital Protocol
Technical Specification.
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Important: Some NFC Forum documents, such as NFC Forum, NFC Digital Protocol Technical
Specification, define bit numbering in a byte from b1 (LSB) to b8 (most significant bit (MSB)),
while most other technical documents from the NFC Forum, and also the Nordic Semiconductor
documentation, traditionally number them from b0 to b7. The present document uses the b0—
b7 numbering scheme. Be aware of this when comparing the NFC Forum, NFC Digital Protocol
Technical Specification to others.

The frame assembler can be configured in TXD.FRAMECONFIG to add SoF symbol, calculate and add parity
bits, and calculate and add CRC to the data read from RAM when assembling the frame. The total frame
will then be longer than what is defined by TXD.AMOUNT.TXDATABYTES. TXDATABITS. DISCARDMODE will
select if the first bits in the first byte read from RAM or the last bits in the last byte read from RAM will

be discarded if TXD.AMOUNT.TXDATABITS are not equal to zero. Note that if TXD.FRAMECONFIG.PARITY

= Parity and TXD.FRAMECONFIG.DISCARDMODE=DiscardStart, a parity bit will be included after the non-
complete first byte. No parity will be added after a non-complete last byte.

The frame assemble operation is illustrated in Frame assemble illustration on page 203 for different
settings in TXD.FRAMECONFIG. All shaded bit fields are added by the frame assembler. Some of these bits
are optional and appearances are configured in TXD.FRAMECONFIG. Note that the frames illustrated do
not necessarily comply with the NFC specification. The figure is only to illustrate the behavior of the NFCT
peripheral.

Data from RAM

Byte 1: PACKETPTR + 0 Byte 2: PACKETPTR + 1 Byte (TXDATABYTES)  Byte (TXDATABYTES + 1)
\ b0 .. b7 b0 .. b7 | ------- \ b0 .. b7 [ b0 .. b7 i
(only if TXDATABITS > 0)
Frame on air
PARITY = Parity

TXDATABITS =0
CRCMODETX = CRC16TX

Byte 1 Byte 2 Byte (TXDATABYTES)
[soF] b0 .. b7 [°] b0 .. b7 [P]-- b0 .. b7 [r] CRC 1 (8 bit) [°] CRC 2 (8 bit) [ Jeod]

PARITY = Parity

TXDATABITS = 4

CRCMODETX = NoCRCTX
DISCARDMODE = DiscardStart

Byte 1 Byte 2 Byte (TXDATABYTES) Byte (TXDATABYTES + 1)
[of] b4.b7 [P] b0 .. b7 [P]--] b0... b7 [r] b0... b7 [ P [eof]
PARITY = Parity

TXDATABITS = 0
CRCMODETX = NoCRCTX

Byte 1 Byte TXDATABYTES
[soF] b0 .. b7 [?]-] b0 .. b7 [ P [eo]

Figure 64: Frame assemble illustration

The accurate timing for transmitting the frame on air is set using the frame timing controller settings.

6.13.6 Frame disassembler

The NFCT peripheral implements a frame disassembler in hardware.

When the NFCT peripheral is in the ACTIVE_A state, the software can decide to enter RX or TX mode. For
TX, see Frame assembler on page 202. For RX, the software must indicate the address and size of the
destination buffer in Data RAM through programming the PACKETPTR and MAXLEN registers before issuing
an ENABLERXDATA task.

The STARTED event indicates that the PACKETPTR and MAXLEN registers have been captured by the frame
disassembler EasyDMA.

When an incoming frame starts, the RXFRAMESTART event will get issued and data will be written to the
buffer in Data RAM. The frame disassembler will verify and remove any parity bits, start of frame (SoF) and
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end of frame (EoF) symbols on the fly based on RXD.FRAMECONFIG register configuration. It will, however,
verify and transfer the CRC bytes into RAM, if the CRC is enabled through RXD.FRAMECONFIG.

When an EoF symbol is detected, the NFCT peripheral will assert the RXFRAMEEND event and write the
RXD.AMOUNT register to indicate numbers of received bytes and bits in the data packet. The module does
not interpret the content of the data received from the remote NFC device, except for SoF, EoF, parity, and
CRC checking, as described above. The frame disassemble operation is illustrated below.

Frame on air

PARITY = Parity
RXDATABITS = 0
CRCMODERX = CRC16RX

Byte 1 Byte 2 Byte (RXDATABYTES)
[soF] b0 .. b7 [7] b0 .. b7 [7]- b0 .. b7 [P ] CRC 1 (8 bit) [r] CRC 2 (8 bit) [P [eod]

PARITY = Parity
CRCMODERX = NoCRCTR
RXDATABITS = 4

Byte 1 Byte 2 Byte (RKDATABYTES)  Byte (RXDATABYTES + 1)
[sof] b0 .. b7 [P] b0 .. b7 [?]-] b0 .. b7 [P ba.b7 [eor|

PARITY = NoParity
CRCMODERX = NoCRCRX
RXDATABITS = 0

Byte 1 Byte 2 Byte RXDATABYTES
[soF] b0 .. b7 b0 .. b7 F-1 b0 ... b7 b0 .. b7 [eoF]
Data to RAM
Byte 1: PACKETPTR+0  Byte 2: PACKETPTR +1 Byte (RXDATABYTES) Byte (RXDATABYTES +1)
\ b0.. b7 b0 .. b7 | ------- \ b0 .. b7 [ b0 .. b7 i

(only if RXDATABITS > 0)

Figure 65: Frame disassemble illustration

Per NFC specification, the time between EoF to the next SoF can be as short as 86 ys, and thefore care
must be taken that PACKETPTR and MAXLEN are ready and ENABLERXDATA is issued on time after the end
of previous frame. The use of a PPl shortcut from TXFRAMEEND to ENABLERXDATA is recommended.

6.13.7 Frame timing controller

The NFCT peripheral includes a frame timing controller that continuously keeps track of the number of the
13.56 MHz RF carrier clock periods since the end of the EoF of the last received frame.

The NFCT peripheral can be programmed to send a responding frame within a time window or at an exact
count of RF carrier periods. In case of FRAMEDELAYMODE = Window, a STARTTX task triggered before the
frame timing controller counter is equal to FRAMEDELAYMIN will force the transmission to halt until the
counter is equal to FRAMEDELAYMIN. If the counter is within FRAMEDELAYMIN and FRAMEDELAYMAX
when the STARTTX task is triggered, the NFCT peripheral will start the transmission straight away. In case
of FRAMEDELAYMODE = ExactVal, a STARTTX task triggered before the frame delay counter is equal to
FRAMEDELAYMAX will halt the actual transmission start until the counter is equal to FRAMEDELAYMAX.

In case of FRAMEDELAYMODE = WindowGrid, the behaviour is similar to the FRAMEDELAYMODE =
Window, but the actual transmission between FRAMEDELAYMIN and FRAMEDELAYMAX starts on a bit grid
as defined for NFC-A Listen frames (slot duration of 128 RF carrier periods).

An ERROR event (with FRAMEDELAYTIMEOUT cause in ERRORSTATUS) will be asserted if the frame timing
controller counter reaches FRAMEDELAYMAX without any STARTTX task triggered. This may happen

even when the response is not required as per NFC Forum, NFC Digital Protocol Technical Specification.
Any commands handled by the automatic collision resolution that don't involve a response being
generated may also result in an ERROR event (with FRAMEDELAYTIMEOUT cause in ERRORSTATUS).

The FRAMEDELAYMIN and FRAMEDELAYMAX values shall only be updated before the STARTTX task is
triggered. Failing to do so may cause unpredictable behaviour.
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The frame timing controller operation is illustrated in Frame timing controller
(FRAMEDELAYMODE=Window) on page 205. The frame timing controller automatically adjusts the

frame timing counter based on the last received data bit according to NFC-A technology in the NFC Forum,
NFC Digital Protocol Technical Specification.

< Recei > Transmit >
«——Last data bit—»l¢———EoF—— > /
Logic ‘0’ Subcarrier continues in the 3 cases below
Logic ‘1’ I_ €«—20/f—>i« FRAMEDELAYMAX >
«——84/f—— > «——FRAMEDELAYMIN——>
Before Min STARTTX task 7/ l
«——SoF——»
Subcarrier modulation 4>7/
Between Min and Max STARTTX task 7/ l
———SoF——»
Subcarrier modulation —»7/ u
After Max (or missing) STARTTX task 7/ l
Subcarrier modulation —»7/
ERROR event — t

Figure 66: Frame timing controller (FRAMEDELAYMODE=Window)

6.13.8 Collision resolution

The NFCT peripheral implements an automatic collision resolution function as defined by the NFC Forum.

Automatic collision resolution is enabled by default, and it is recommended that the feature is used since
it is power efficient and reduces the complexity of software handling the collision resolution sequence.
This feature can be disabled through the MODE field in the AUTOCOLRESCONFIG register. When the
automatic collision resolution is disabled, all commands will be sent over EasyDMA as defined in frame
disassembler.

The SENSRES and SELRES registers need to be programmed upfront in order for the collision resolution to
behave correctly. Depending on the NFCIDSIZE field in SENSRES, the following registers also need to be
programmed upfront:

e NFCID1_LAST if NFCID1SIZE=NFCID1Single (ID = 4 bytes);
e NFCID1_2ND_LAST and NFCID1_LAST if NFCID1SIZE=NFCID1Double (ID = 7 bytes);
e NFCID1_3RD_LAST, NFCID1_2ND_LAST and NFCID1_LAST if NFCID1SIZE=NFCID1Triple (ID = 10 bytes);

A pre-defined set of registers, NFCTAGHEADERO..3, containing a valid NFCID1 value, is available in FICR
and can be used by software to populate the NFCID1_3RD_LAST, NFCID1_2ND_LAST, and NFCID1_LAST
registers.

NFCID1 byte allocation (top sent first on air) on page 206 explains the position of the ID bytes in
NFCID1_3RD_LAST, NFCID1_2ND_LAST, and NFCID1_LAST, depending on the ID size, and as compared to
the definition used in the NFC Forum, NFC Digital Protocol Technical Specification.
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ID = 4 bytes ID = 7 bytes ID = 10 bytes
NFCID1_Q nfcidly
NFCID1_R nfcid1,
NFCID1_S nfcidl,
NFCID1_T nfcidl, nfcidls
NFCID1_U nfcidl, nfcidl,
NFCID1_V nfcidl, nfcidls
NFCID1_W  nfcidlg nfcidls nfcidlg
NFCID1_X nfcidl, nfcidl, nfcidl,
NFCID1_Y nfcidl, nfcidls nfcidlg
NFCID1_Z nfcidl; nfcidlg nfcidlg

Table 57: NFCID1 byte allocation (top sent first on air)

The hardware implementation can handle the states from IDLE to ACTIVE_A automatically as defined
in the NFC Forum, NFC Activity Technical Specification, and the other states are to be handled by
software. The software keeps track of the state through events. The collision resolution will trigger
an AUTOCOLRESSTARTED event when it has started. Reaching the ACTIVE_A state is indicated by the
SELECTED event.

If collision resolution fails, a COLLISION event is triggered. Note that errors occurring during automatic
collision resolution may also cause ERROR and/or RXERROR events to be generated. Other events may also
get generated. It is recommended that the software ignores any event except COLLISION, SELECTED and
FIELDLOST during automatic collision resolution. Software shall also make sure that any unwanted SHORT
or PPI shortcut is disabled during automatic collision resolution.

The automatic collision resolution will be restarted, if the packets are received with CRC or parity errors
while in ACTIVE_A state. The automatic collision resolution feature can be disabled while in ACTIVE_A
state to avoid this.

The SLP_REQ is automatically handled by the NFCT peripheral when the automatic collision resolution is
enabled. However, this results in an ERROR event (with FRAMEDELAYTIMEOQOUT cause in ERRORSTATUS)
since the SLP_REQ has no response. This error must be ignored until the SELECTED event is triggered and
this error should be cleared by the software when the SELECTED event is triggered.

6.13.9 Antenna interface

In ACTIVATED state, an amplitude regulator will adjust the voltage swing on the antenna pins to a value
that is within the Vgying limit.

Refer to NFCT Electrical Specification on page 227.

6.13.10 NFCT antenna recommendations

The NFCT antenna coil must be connected differential between NFC1 and NFC2 pins of the device.

Two external capacitors should be used to tune the resonance of the antenna circuit to 13.56 MHz.
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Figure 67: NFCT antenna recommendations

The required tuning capacitor value is given by the below equations:
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An antenna inductance of Ly, = 2 uH will give tuning capacitors in the range of 130 pF on each pin. The
total capacitance on NFC1 and NFC2 must be matched.

6.13.11 Battery protection

If the antenna is exposed to a strong NFC field, current may flow in the opposite direction on the supply
due to parasitic diodes and ESD structures.

If the battery used does not tolerate return current, a series diode must be placed between the battery
and the device in order to protect the battery.

6.13.12 Digital Modulation Signal

Support for external analog frontends or antenna architectures is possible by optionally outputting the
digital modulation signal to a GPIO.

The NFCT peripheral is designed to connect directly to a loop antenna, receive a modulated signal from an
NFC Reader with its internal analog frontend and transmit data back by changing the input resistance that
is then seen as modulated load by the NFC Reader.

In addition, the peripheral has an option to output the digital modulation signal to a GPIO. Reception still
occurs through the internal analog frontend, whereas transmission can be done by one of the following:
e The internal analog frontend through the loop antenna (default)

¢ An external frontend using the digital modulation signal

¢ The combination of both above
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There are two registers that allow configuration of the modulation signal (i.e. of the response from NFCT
to the NFC Reader), MODULATIONCTRL and MODULATIONPSEL. The registers need to be programmed
before NFCT sends a response to a request from a reader. Ideally, this configuration is performed during
startup and whenever the NFCT peripheral is powered up.

The selected GPIO needs to be configured as output in the corresponding GPIO configuration register. It
is recommended to set an output value in the corresponding GPIO.OUT register — this value will be driven
whenever the NFCT peripheral is disabled.

NFCT drives the pin low when there is no modulation, and drives it with On-Off Keying (OOK) modulation
of an 847 kHz subcarrier (derived from the carrier frequency) when it responds to commands from an NFC
Reader.

6.13.13 References

NFC Forum, NFC Analog Specification version 1.0, www.nfc-forum.org
NFC Forum, NFC Digital Protocol Technical Specification version 1.1, www.nfc-forum.org

NFC Forum, NFC Activity Technical Specification version 1.1, www.nfc-forum.org

6.13.14 Registers

Base address Peripheral Instance Description Configuration

0x40005000 NFCT NFCT Near field communication tag

Table 58: Instances

Register Offset Description

TASKS_ACTIVATE 0x000 Activate NFCT peripheral for incoming and outgoing frames, change state to activated
TASKS_DISABLE 0x004 Disable NFCT peripheral

TASKS_SENSE 0x008 Enable NFC sense field mode, change state to sense mode

TASKS_STARTTX 0x00C Start transmission of an outgoing frame, change state to transmit
TASKS_ENABLERXDATA 0x01C Initializes the EasyDMA for receive.

TASKS_GOIDLE 0x024 Force state machine to IDLE state

TASKS_GOSLEEP 0x028 Force state machine to SLEEP_A state

EVENTS_READY 0x100 The NFCT peripheral is ready to receive and send frames

EVENTS_FIELDDETECTED 0x104 Remote NFC field detected

EVENTS_FIELDLOST 0x108 Remote NFC field lost

EVENTS_TXFRAMESTART 0x10C Marks the start of the first symbol of a transmitted frame

EVENTS_TXFRAMEEND 0x110 Marks the end of the last transmitted on-air symbol of a frame
EVENTS_RXFRAMESTART 0x114 Marks the end of the first symbol of a received frame

EVENTS_RXFRAMEEND 0x118 Received data has been checked (CRC, parity) and transferred to RAM, and EasyDMA has

ended accessing the RX buffer

EVENTS_ERROR 0x11C NFC error reported. The ERRORSTATUS register contains details on the source of the error.
EVENTS_RXERROR 0x128 NFC RX frame error reported. The FRAMESTATUS.RX register contains details on the source of

the error.
EVENTS_ENDRX 0x12C RX buffer (as defined by PACKETPTR and MAXLEN) in Data RAM full.
EVENTS_ENDTX 0x130 Transmission of data in RAM has ended, and EasyDMA has ended accessing the TX buffer
EVENTS_AUTOCOLRESSTARTED 0x138 Auto collision resolution process has started
EVENTS_COLLISION 0x148 NFC auto collision resolution error reported.
EVENTS_SELECTED 0x14C NFC auto collision resolution successfully completed
EVENTS_STARTED 0x150 EasyDMA is ready to receive or send frames.
SHORTS 0x200 Shortcuts between local events and tasks
INTEN 0x300 Enable or disable interrupt
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INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

ERRORSTATUS 0x404 NFC Error Status register

FRAMESTATUS.RX 0x40C Result of last incoming frame

NFCTAGSTATE 0x410 NfcTag state register

SLEEPSTATE 0x420 Sleep state during automatic collision resolution

FIELDPRESENT 0x43C Indicates the presence or not of a valid field

FRAMEDELAYMIN 0x504 Minimum frame delay

FRAMEDELAYMAX 0x508 Maximum frame delay

FRAMEDELAYMODE 0x50C Configuration register for the Frame Delay Timer

PACKETPTR 0x510 Packet pointer for TXD and RXD data storage in Data RAM

MAXLEN 0x514 Size of the RAM buffer allocated to TXD and RXD data storage each

TXD.FRAMECONFIG 0x518 Configuration of outgoing frames

TXD.AMOUNT 0x51C Size of outgoing frame

RXD.FRAMECONFIG 0x520 Configuration of incoming frames

RXD.AMOUNT 0x524 Size of last incoming frame

MODULATIONCTRL 0x52C Enables the modulation output to a GPIO pin which can be connected to a second external
antenna.

MODULATIONPSEL 0x538 Pin select for Modulation control.

NFCID1_LAST 0x590 Last NFCID1 part (4, 7 or 10 bytes ID)

NFCID1_2ND_LAST 0x594 Second last NFCID1 part (7 or 10 bytes ID)

NFCID1_3RD_LAST 0x598 Third last NFCID1 part (10 bytes ID)

AUTOCOLRESCONFIG 0x59C Controls the auto collision resolution function. This setting must be done before the NFCT

peripheral is activated.
SENSRES 0x5A0 NFC-A SENS_RES auto-response settings
SELRES 0x5A4 NFC-A SEL_RES auto-response settings

Table 59: Register overview
6.13.14.1 TASKS_ACTIVATE

Address offset: 0x000

Activate NFCT peripheral for incoming and outgoing frames, change state to activated

1D Acce Field Value ID Description

A W TASKS_ACTIVATE Activate NFCT peripheral for incoming and outgoing frames,
change state to activated

Trigger 1 Trigger task

6.13.14.2 TASKS DISABLE
Address offset: 0x004
Disable NFCT peripheral
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ID Acce Field Value ID Value Description
A W TASKS_DISABLE Disable NFCT peripheral
Trigger 1 Trigger task

6.13.14.3 TASKS_SENSE
Address offset: 0x008

Enable NFC sense field mode, change state to sense mode

ID Acce Field Value ID Description
A W TASKS_SENSE Enable NFC sense field mode, change state to sense mode
Trigger 1 Trigger task

6.13.14.4 TASKS_STARTTX
Address offset: 0x00C

Start transmission of an outgoing frame, change state to transmit

ID Acce Field Description
A W TASKS_STARTTX Start transmission of an outgoing frame, change state to
transmit
Trigger 1 Trigger task

6.13.14.5 TASKS_ENABLERXDATA

Address offset: 0x01C

Initializes the EasyDMA for receive.

D Acce Field Value ID Description
A W TASKS_ENABLERXDATA Initializes the EasyDMA for receive.
Trigger 1 Trigger task

6.13.14.6 TASKS_GOIDLE
Address offset: 0x024

Force state machine to IDLE state
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ID Acce Field Value ID Value Description
A W  TASKS_GOIDLE Force state machine to IDLE state
Trigger 1 Trigger task

6.13.14.7 TASKS_GOSLEEP
Address offset: 0x028

Force state machine to SLEEP_A state

D Acce Field Value ID Value Description
A W TASKS_GOSLEEP Force state machine to SLEEP_A state
Trigger 1 Trigger task

6.13.14.8 EVENTS_READY
Address offset: 0x100

The NFCT peripheral is ready to receive and send frames

ID Acce Field Description

A RW EVENTS_READY The NFCT peripheral is ready to receive and send frames
NotGenerated 0 Event not generated
Generated 1 Event generated

6.13.14.9 EVENTS_FIELDDETECTED

Address offset: 0x104

Remote NFC field detected

D Acce Field Value ID Description

A RW EVENTS_FIELDDETECTED Remote NFC field detected
NotGenerated 0 Event not generated
Generated 1 Event generated

6.13.14.10 EVENTS_FIELDLOST
Address offset: 0x108
Remote NFC field lost

4452 _021v1.5 211 .

NORDIC

SEMICONDUCTOR



Peripherals

ID Acce Field Value ID Value Description

A RW EVENTS_FIELDLOST Remote NFC field lost
NotGenerated 0 Event not generated
Generated 1 Event generated

6.13.14.11 EVENTS_TXFRAMESTART
Address offset: 0x10C

Marks the start of the first symbol of a transmitted frame

ID Acce Field Value ID Description

A RW EVENTS_TXFRAMESTART Marks the start of the first symbol of a transmitted frame
NotGenerated 0 Event not generated
Generated 1 Event generated

6.13.14.12 EVENTS_TXFRAMEEND
Address offset: 0x110

Marks the end of the last transmitted on-air symbol of a frame

ID Acce Field Value ID Description
A RW EVENTS_TXFRAMEEND Marks the end of the last transmitted on-air symbol of a
frame
NotGenerated 0 Event not generated
Generated 1 Event generated

6.13.14.13 EVENTS_RXFRAMESTART
Address offset: 0x114

Marks the end of the first symbol of a received frame

ID Acce Field Value ID Description

A RW EVENTS_RXFRAMESTART Marks the end of the first symbol of a received frame
NotGenerated 0 Event not generated
Generated 1 Event generated

6.13.14.14 EVENTS_RXFRAMEEND
Address offset: 0x118
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Received data has been checked (CRC, parity) and transferred to RAM, and EasyDMA has ended accessing

ID Acce Field Value ID Description

A RW EVENTS_RXFRAMEEND Received data has been checked (CRC, parity) and
transferred to RAM, and EasyDMA has ended accessing the

RX buffer
NotGenerated 0 Event not generated
Generated 1 Event generated

6.13.14.15 EVENTS_ERROR

Address offset: 0x11C

NFC error reported. The ERRORSTATUS register contains details on the source of the error.

D Acce Field Value ID Description

A RW EVENTS_ERROR NFC error reported. The ERRORSTATUS register contains
details on the source of the error.
NotGenerated 0 Event not generated

Generated 1 Event generated

6.13.14.16 EVENTS_RXERROR
Address offset: 0x128
NFC RX frame error reported. The FRAMESTATUS.RX register contains details on the source of the error.

ID Acce Field Value ID Description

A RW EVENTS_RXERROR NFC RX frame error reported. The FRAMESTATUS.RX register
contains details on the source of the error.
NotGenerated 0 Event not generated

Generated 1 Event generated

6.13.14.17 EVENTS_ENDRX
Address offset: 0x12C
RX buffer (as defined by PACKETPTR and MAXLEN) in Data RAM full.
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Acce Field Value ID Value Description
A RW EVENTS_ENDRX RX buffer (as defined by PACKETPTR and MAXLEN) in Data
RAM full.
NotGenerated 0 Event not generated
Generated 1 Event generated

6.13.14.18 EVENTS_ENDTX

Address offset: 0x130
Transmission of data in RAM has ended, and EasyDMA has ended accessing the TX buffer

Acce Field Value ID Description

A RW EVENTS_ENDTX Transmission of data in RAM has ended, and EasyDMA has
ended accessing the TX buffer
NotGenerated 0 Event not generated

Generated 1 Event generated

6.13.14.19 EVENTS_AUTOCOLRESSTARTED
Address offset: 0x138

Auto collision resolution process has started

Acce Field Value ID Description
A RW EVENTS_AUTOCOLRESSTARTED Auto collision resolution process has started
NotGenerated 0 Event not generated
Generated 1 Event generated

6.13.14.20 EVENTS_COLLISION
Address offset: 0x148

NFC auto collision resolution error reported.

Acce Field Value ID Description
A RW EVENTS_COLLISION NFC auto collision resolution error reported.
NotGenerated 0 Event not generated
Generated 1 Event generated
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6.13.14.21 EVENTS_SELECTED
Address offset: 0x14C

NFC auto collision resolution successfully completed

Acce Field Value ID Description
A RW EVENTS_SELECTED NFC auto collision resolution successfully completed
NotGenerated 0 Event not generated
Generated 1 Event generated

6.13.14.22 EVENTS_STARTED
Address offset: 0x150

EasyDMA is ready to receive or send frames.

Acce Field Value ID Description
A RW EVENTS_STARTED EasyDMA is ready to receive or send frames.
NotGenerated 0 Event not generated
Generated 1 Event generated

6.13.14.23 SHORTS
Address offset: 0x200

Shortcuts between local events and tasks

Acce Field Value ID Description

A RW FIELDDETECTED_ACTIVATE Shortcut between event FIELDDETECTED and task ACTIVATE
Disabled 0 Disable shortcut
Enabled 1 Enable shortcut

B RW FIELDLOST_SENSE Shortcut between event FIELDLOST and task SENSE
Disabled 0 Disable shortcut
Enabled 1 Enable shortcut

F RW TXFRAMEEND_ENABLERXDATA Shortcut between event T